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Support

For product and technical support, contact Silver Peak Systems at either of the following:

1.877.210.7325 (toll-free in USA)
+1.408.935.1850
www.silver-peak.com/support

We are dedicated to continually improving our products and documentation. If you have suggestions or feedback
for our documentation, send an e-mail to techpubs@silver-peak.com.
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What's New

This page provides a brief description and links to additional information about new features in recent Orchestrator
releases.

Orchestrator 9.1.0

The following features were introduced in Orchestrator 9.1.0:

Intrusion Detection System (IDS)

The Intrusion Detection System (IDS) that can monitor traffic for potential threats and malicious activity and
generate threat events based on preconfigured rules. Packets are copied and inspected against signatures
downloaded to Orchestrator from Cloud Portal. Traffic is designated for inspection using matching rules enabled in
the zone-based firewall. For more information, see Intrusion Detection System (IDS).

Aruba ClearPass Policy Manager Integration

Orchestrator now supports association with ClearPass Policy Manager, which provides role-based and secure
network access for devices. This integration provides user and role information for an IP address, which you can
view on the Flows and Top Talkers tabs of Orchestrator. For more information, see ClearPass Policy Manager.

Remote Statistics Collection

To improve Orchestrator performance, a new remote stats collector feature eliminates the use of Orchestrator
resources for monitoring appliances. This new architecture allows you to scale your network with greater
performance. For more information, see Stats Collector Configuration.

Support for ACL Group Objects

This release includes two new features related to ACLs: Address Groups and Service Groups. An address group is a
logical collection of IP hosts or subnets, and a service group is a logical collection of protocols and ports. Both can be
referenced in source or destination matching criteria in the zone-based firewall and security policies. For more
information, see Address Groups and Service Groups.

Support for Non-routing Hub (Stub Hub)

This release adds support for designating a non-routing hub or stub hub by configuring it to not re-advertise spoke-
learned routes to other hubs in the region. For more information, see Hubs.

OSPF Template

This release of Orchestrator includes a new template for configuring OSPF. For more information, see OSPF
Template.
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Separation of Active and Historical Alarms

This release separates active and historical alarms into different database tables. This update will help to address
potential deadlock issues in the alarms database and provides support for displaying alarms in the user's own time
zone. On the Alarms tab in Orchestrator, you can toggle the alarm view between Active, History, and All.

Zone Name in Routes Dialog

In this release, users can configure a firewall zone when configuring a user-defined route.

Orchestrator 9.0.5

The following features were introduced in Orchestrator 9.0.5:

Improvements in Denied Devices List

Virtual appliances are no longer displayed on the Denied Devices list, and users now have the option to permanently
delete one or more appliances from the list and from Orchestrator.

One-click Cloud EC-V

This feature enables users to quickly deploy one or more EdgeConnect Virtual (EC-V) appliances in supported public
cloud providers. In this release, Silver Peak supports one-click EC-Vs in AWS. After creating an AWS Identity and
Access Management (IAM) account with required permissions for Orchestrator and an EC2 key pair, users can
quickly deploy one or more new EC-Vs by providing some basic configuration and deployment details. For more
information, see Deploy EC-V in Cloud.

Third-Party Service Orchestration

Service Orchestration automates the integration of third-party services without an API. Service Orchestration
automates the creation and deployment of IPSec tunnels and IP SLA probes and manages the lifecycle of the tunnels
and probes. For more information, see Service Orchestration.
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Getting Started

Orchestrator enables you to globally monitor performance and manage EdgeConnect (EC) appliances, whether you
are configuring a WAN Optimization network (NX, VX, or VRX appliances) or an SD-WAN network (EC or EC-V
appliances).

In this section:

Supported BroWSers ... .. 17

Guidelines for Creating Passwords ... 18

Overview of SD-WAN Prerequisites ... 19
16
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Supported Browsers

Orchestrator and the Appliance Web user interfaces support the following browsers:

Google Chrome (recommended)

Microsoft Edge

® Mozilla Foxfire

" Opera
® Safari

We recommend that you use the latest version available for your browser.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved
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Guidelines for Creating Passwords

Passwords should be a minimum of eight characters.

® There should be at least one lower case letter and one upper case letter.

There should be at least one digit.
® There should be at least one special character.

" Consecutive letters in the password should not be dictionary words.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved
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Overview of SD-WAN Prerequisites

With Orchestrator, you create virtual network overlays to apply business intent to network segments. Provisioning a
device is managed by applying profiles.

" Interface Labels associate each interface with a use.

LAN labels refer to traffic type, such as VolP, data, or replication.
* WAN labels refer to the service or connection type, such as MPLS, internet, or Verizon.

® Deployment Profiles configure the interfaces and map the labels to them, to characterize the appliance.

Business Intent Overlays use the Labels specified in Deployment Profiles to define how traffic is routed and
optimized between sites. These overlays can specify preferred paths and can link bonding policies based on
application, VLAN, or subnet, independent of the brand and physical routing attributes of the underlay.

This diagram shows the basic architecture and capabilities of Overlays.

Access .
& Topolo Connection QoS
Policy pology
Hub-Spok Internet Min
Guest ub-Spoke nterne Cost
Wi-Fi £
] Pualtub MPLS + Max
Enterprise sa"i Internet  Availability
Applications s
Full MPLS + Max
Mesh LTE Quality

VolP

Transport
(also known as
Underlays)

Internet

Including a new appliance into the Unity fabric consists of two basic steps:

1. Registration and discovery. After you Accept the discovered appliance, the Configuration Wizard opens.

2. Provisioning. Because the wizard prompts you to select profiles, it is easier to create these ahead of time.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 19
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Figure 1. The process of installing and provisioning an appliance for SD-WAN.
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Monitor Status and Performance

These topics focus on reports related to performance, traffic, and appliance status. Additionally, Threshold Crossing
Alerts are helpful in monitoring your network.

Dashboard

Monitoring > Summary > Dashboard

The Dashboard integrates information from multiple components—or widgets—into a unified display for
monitoring your network. It displays appliance license information, topology, health map, top talkers, top domains,
and so forth, on one tab. The collection of widgets are customizable and persist for each user account.

Click Settings [ a ] to select the widgets you want to show or hide.
To move widgets, drag them by title.
To access more detail in its corresponding tab, click a widget's title.

To filter on various widgets, select Src or Dest, Overlay or Underlay, or Inbound or Outbound. The filter
varies depending on the widget you are selecting.

You can choose and change the grouping variable for Overlay-Transport and Overlay-Interface by clicking
Flip.

The Appliance Licenses widget displays an inventory by appliance model, as well as license type, availability,
and usage.

To search for appliances in the tree, enter an appliance name and the tag will be displayed above the tree.

To filter collections of appliances, select Show Tags and select from among the tag options.
Topology Settings and Legend

Monitoring > Summary > Topology

The Topology tab provides a visual summary of your Silver Peak network.

When configuring a software-defined WAN (SD-WAN), you can view All Overlays, individual Business Intent
Overlays (BIOs), or the single and bonded Underlay tunnels that support them.
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lcon grouping Clickto view legend

J Topology x

Gold_Cloud

Email
Video
Everyday_Cloud
Underlays

+

Zoom

Mapdata®2017 Termsof Use Reportamap eror

§2017 Silver Peak Systems, Inc. End User License Agreement.

You can access it under Monitoring in the menu bar, or by clicking the widget title on the Dashboard tab.
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Topology widget on Dashboard tab

Topology »

All Overlays v | | o R |

B
[

.-—-"'-#.' Portland
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+

Map data ©2017 Google, INEGI  Terms of Lzs

® The Legend details the appliances’ management and operational states.

=5
Toggle Map Type
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Maximum number of tunnels to draw on the map
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o I E—
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‘Warning Alarm

Links
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== Partizlly Down

— Dwm
Pending

== One-way

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 23




Silver Peak Unity Orchestrator User Guide

an appliance Configuration Wizard, or when you modify the appliance by right-clicking to access its
contextual menu.

The map tile renders to support variable detail at different zoom levels.

You can use icon grouping to visually consolidate adjacent appliances. The status bubbles up, and you can

The Topology map can dynamically geolocate an appliance when you enter a location (City, State, Country) in

configure relative grouping distance in the map's legend. The grouping is also a function of how far you zoom

in or out.

Rolling over an individual appliance's icon displays basic system information.

Topology »

10.0.238.190

Hostname Miami
Model VX-1000
— Version  0.0.0.0_63839
State Normal

4“'--"‘,"#’ +
[ Miami

Map data 82017 Google, INEGI Terms of Uss

When the icon is encircled by a ring, indicating an alarm, those also display.

1P 10.0.236.198
Hostname  Tallinn
Topology » "
POy Model NX-3700
Gavie Version 8.1.1.0_60681
State Normal
pilénge Appliance time is off from that of Orchestrator: delta>1 a 3
G o o6-reb 1711
Alarms _ Network interface link down 11-Jul 14:30
_ Admin password is not yet changed 11-Jul 14:30
kbiro Stockholm 4 Narva
%Ta llinn
[ JELERTE

Morrkdping *

Pamu Tartu

IS aTal (=
2gle Map data 22017 GecBasis-DE/BKG (22009, Google Terms of Use Report 2 map emar

View Tunnels in the Topology Map

Clicking on a tunnel opens a table with access to information about that link.
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Topology » 12m

/”J All Overlays & v['_.
—— a0
—

@ Fortland

iMinneapolis

(= oogie

Map data ©2017 Google, INEGI  Terms of Use  Repart 2 map errar

Tunnels x
| 12/36 Rows, 1 Selected Search | |
Type Local Appliance | Remote Applian... MName Status | Live View | Histarical Charts
| Overlay: Gold_Cloud (6 tunnels) |
Overlay: Everyday_Coud {6 tunnels)
Overlay: Voice (6 tunnels)
El Overlay: Video (6 tunnels)
overlay Los-Angeles Portland to_Portland_Video up - active 2 waf
[ e Portland to_Portland_MPLS-MPLS | up - active M o
underlay | Los-Angeles Portland to_Portland_Internet-Internet | up - active ') Hiaf
underlay  Portland Los-Angeles to_Los-Angeles_Internet-Internet up - active W i |
underlay Portland Los-Angeles to_Los-Angeles_MPLS-MPLS up - active ') |
overlay | Portland |Los-Angeles to_Los-Angeles_Video wp-active | ey
Overlay: Email (6 tunnels)
Overlay: Guest_Wifi (6 tunnels)

Live View

From the table, you can access the link's Live View graph.
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Live View
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In real-time, LiveView shows how Silver Peak creates synergy to maintain coverage. The real-time chart shows the
SD-WAN overlay at the top and the underlay networks at the bottom. The overlay is green and delivering consistent
application performance while both underlays are in persistent brown-out state.

Historical Charts

These charts enable you to selectively view the tunnel's components and behavior.
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Tunnel Charts x
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Health Map

Monitoring > Summary > Health Map

The Health Map provides a high-level view of your network's health, based on real-time measurements of network

conditions between appliances.
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s
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J Health Map x
[[Alarms | [ Packetioss | [ Latency | [ AllOverlays ¥ |  Sort[ Weskly Health | Daily Heath | Hourly Health | Tree | o
Health Map @
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Chennsi
Chicago
Condan
Los-Angeies
i

View filters are available for alarms, packet loss, latency, jitter, MOS (mean opinion score), and Business

Intent Overlay.

The health map can be sorted by weekly, daily, hourly health, or tree (by group, and then alphabetical by

hostname).

Each block represents one hour and uses color coding to display the most severe event among the selected

filters. Color codes correspond to alarm severity and thresholds.

Green - Normal operation.

Red - Critical. Steps must be taken immediately in order to restore the affected service.

Orange - Major. Steps must be taken as soon as possible because the affected service has degraded
drastically.

* Yellow - Minor. A problem that does not yet affect service, but could if the problem is not corrected.

Aqua - Warning. A potential problem that could affect service.

Grey - No data available.

u
Thresholds can be configured by clicking on the gear icon ¢ .

Threshold Settings

Packet Loss

oms 400ms 800ms 1200ms 1600ms 2000ms

tatency [ I (250 | - (500 |ms
oms 400ms 800ms 1200ms 1600ms 2000ms

Jitter 30 ms - |60 ms
0 1 2 3 4 5

Mos I S R -

Alarms [« Critical [ Major [# Minor [ Warning

0% 1% 2% 3% 4%

1 % - |5 %

Restore Defaults

Clicking a color block displays a pop-up with specifics about that event, what value triggered it, and any
additional threshold breach for that appliance during the same hour.
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J Health Map =
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While filter and sort order customizations persist for each user account, threshold settings apply globally.

Threshold settings are not retroactive. Setting new thresholds does not redisplay historical data based on
newly edited values.

Deleting an appliance deletes its data.
If you are using overlays, note the following:
You can view each overlay's health individually.

If you remove an individual overlay, its data is not recoverable. However, its historical data remains
included in All Overlays.

Alarms Tab

Monitoring > Summary > Alarms

This tab provides various details for appliance alarms in Orchestrator.

You can apply the following filters to an alarm.

® Time: 1h, 4hr, 1d, 7d, or Custom. Custom enables you to select specified dates in the Range field.

Alarm Emails ON and Alarm Emails Paused: You can enable or disable if you want to receive an email if
there is an alarm that is on or paused.

Alarm Email Recipients: Each configured recipient can receive emails about either Appliance alarms or
Orchestrator alarms. Select Add Recipient in the Alarm Recipients window. Select the alarm type and
select the check boxes that you want to receive emails for. Click Save or Reload.

Wait to Send Emails: You can customize the amount of time you want the system to wait to send you an

email notifying you of an alarm. Select this icon and enter the amount of minutes you want the system to
wait in the Wait to Send Emails window.

Ack, Acked By, and Ack Time: These columns indicate whether an acknowledgment has been received
between devices.

* Acked By: The name of the appliance that did the acknowledgment.

® Acked Time: The time when the acknowledgment was received by the appliance.
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Disable Alarms

You can specify which alarms you want to disable by selecting Customize / Disable Alarms.

To disable alarms:

=N

Select Disable All Alarms on Specific Appliances.
2. Enter the name of the appliance that has the alarms you want disabled.

3. Select Disable Alarms.

»

Select Save.

Customize Alarms

Complete the following steps to customize a pre-existing alarm.

1. Select the edit icon next to the selected appliance in the Alarm Information window.

2. Choose Enable/Disable.

3. If selecting Enable, specify the Custom Severity by choosing from the list: None, CRITICAL, MAJOR, MINOR,
WARNING.

If selecting Disable, the following message will display: *You are about to disable this alarm. Select Save.

® Export: You can export a CSV file of your alarms.

Additional Filters:
* Active - All uncleared alarms. Acknowledged alarms go to the bottom of this list.
History - Filtered to show only cleared alarms.

All - All uncleared and cleared alarms.

NOTE Orchestrator keeps alarms for 90 days.

Alarm Severity

Alarms have one of four severity levels: None, Critical, Major, Minor, or Warning. Only Critical and Major alarms
are service-affecting.

None: No level of severity has been applied to the alarm.

Critical alarms require immediate attention, and reflect conditions that affect an appliance or the loss of a
broad category of service.

Major alarms reflect conditions which should be addressed in the next 24 hours. For example, an
unexpected traffic class error.
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Minor alarms can be addressed at your convenience. For example, a degraded disk.

" Warnings inform you of conditions that could become problems over time. For example, the network
interface is admin down.

Alarm Recipients

Complete the following to add alarm recipients to receive an email notifying you of an alarm within your network.

1. Select Alarm Email Recipients.
2. Select Add Recipient.
3. Enter the following information in the correct fields.

® The Hostname is Orchestrator for Orchestrator alarms, and <Appliance hostname> for appliance-
generated alarms.

Groups display in a drop-down list, based on the groups configured in the navigation pane.
By default, alarms are HTML formatted. However, you can choose Plain Text or Both.

Plain Text alarms are emailed as pipe-separated data. Users can create a script to parse the email
and read the fields.

Example:
Hostname|Alarm_Status|Time|Alarm_ID|Type_ID|Source|Severity|Description|Recommended_action
Orchestrator|1|1526341365000|94|6815775|orchestrator|MINOR|Backup configuration not set|

Orchestrator|1|1526341362000|93|6815762|orchestrator| MAJOR|Orchestrator is using the default SMTP
settings

" The Alarm ID is the auto-incremented, primary key in the database.

Alarm Status: 1 - Raised | 2 - Cleared

Additional Alarm Indications

® A cumulative (Orchestrator + appliances) alarm summary always displays at the right side of the header.
Clicking it opens a top-level summary and access to the Alarms tab.

® Appliances are color-coded to indicate their severest alarms on the Topology tab and in the navigation pane.

" Threshold crossing alerts are related to alarms. They are preemptive, user-configurable thresholds that
declare a Major alarm when crossed. For more information about their configuration and use, see Threshold
Crossing Alerts Template and Threshold Crossing Alerts Tab.

Schedule and Run Reports

Monitoring > Reporting > Schedule & Run Reports
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Use the Schedule & Run Reports tab to create, configure, run, schedule, and distribute reports. You can specify what
you want to include in your report based on appliances, the time range of the report, traffic type, and the types of
charts to include. You also can specify email recipients for the report.

Reports and statistics help you bracket a problem, question, or analysis. Orchestrator reports fall into two broad
categories:

" Statistics related to network and application performance. These provide visibility into the network, enabling
you to investigate problems, address trends, and evaluate your WAN utilization.

Reports related to status of the network and appliances. For example, alarms, threshold crossing alerts,
reachability between Orchestrator and the appliances, scheduled jobs, and so forth.

Configure the following in this tab:

Global Report - By default, Orchestrator emails this preconfigured subset of charts every day. Clicking on a
chart's image opens the associated tab in the browser.

® To access all reports residing on the Orchestrator server, click View Reports.
Name of the report.
Email Recipients - Enter the email address to which to send the report.

® To send a test email or to configure another SMTP server instead, navigate to Orchestrator >
Software & Setup > Setup > SMTP Server Settings.

If a test email does not arrive within minutes, check your firewall.
Default range of reports - Daily = 14 days, Hourly = 24 hours. Increasing the scope uses additional memory.
A Scheduled or Single Report.

Additionally, you can specify the following for a generated report:

Appliances in Report - Fill in the box or click Use Tree Selection to display appliances.
Amount of Top Reports (10, 25, 50, 100, 1000).
Traffic Type.
Select the check boxes next to the following charts to be included in the report:
* Application Charts
* Tunnel Charts
* Appliance Charts

Lock Scales for Local Trends - Automatically scales graphs for specified scheduled reports.

TIP To specify the timezone for scheduled jobs and reports, navigate to Orchestrator > Software & Setup >
Setup > Timezone for Scheduled Jobs.
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View Reports

Monitoring > Reporting > View Reports

Use this tab to view and download reports in PDF form. Reports can be filtered by keywords or sorted by name,
size, or date last modified. These reports also can be emailed depending on the configuration set on the Schedule
& Run Reports tab.

| Wiew Reports |
View Reports @
90 Rows Search
Report File Size Last Modified Download

08.Dec.16-07.30.03-Daily-Global_Report.pdf 337 KB 07-Dec-16 23231 B o
08.Dec.16-07.30.03-Minutes-Global_Report.pdf 334 KB 07-Dec-16 23:33 B8
08.Dec.16-07.30.03-Hourly-Global_Report.pdf 333 KB 07-Dec-16 23:33 B8
09.Dec.16-07.30.03-Daily-Global_Report.pdf 336 KB 08-Dec-16 23:31 .|
09.Dec.16-07.30.03-Minutes-Global_Report.pdf 334 KB 08-Dec-16 23:32 B8
09.Dec.16-07.30.03-Hourly-Global_Report.pdf 333 KB 08-Dec-16 23:32 .|
10.Dec.16-07.30.03-Daily-Global_Report.pdf 337 KB 09-Dec-16 23:31 a8
10.Dec.16-07.30.03-Minutes-Global_Report.pdf 334 KB 09-Dec-16 23:32 .-
10.Dec.16-07.30.03-Hourly-Global_Report.pdf 333 KB 09-Dec-16 23:33 -]
11.Dec.16-07.30.03-Daily-Global_Report.pdf 337 KB 10-Dec-16 23:31 B8
11.Dec.16-07.30.03-Minutes-Global_Report.pdf 334 KB 10-Dec-16 23:33 -]
11.Dec.16-07.30.03-Hourly-Global_Report.pdf 333 KB 10-Dec-16 23:34 B8
12.Dec.16-07.30.03-Daily-Global_Report.pdf 337 KB 11-Dec-16 23:31 -]
12.Dec.16-07.30.03-Minutes-Global_Report.pdf 334 KB 11-Dec-16 23:34 B8
12.Dec.16-07.30.03-Hourly-Global_Report.pdf 333 KB 11-Dec-16 23:34 -]
13.Dec.16-07.30.03-Daily-Global_Report.pdf 337 KB 12-Dec-16 23:31 B8
13.Dec.16-07.30.03-Minutes-Global_Report.pdf 334 KB 12-Dec-16 23:32 a8
13.Dec.16-07.30.03-Hourly-Global_Report.pdf 333 KB 12-Dec-16 23:36 B8
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Scheduled and Historical Jobs

Monitoring > Reporting > Scheduled & Historical Jobs

This tab has two views:

It provides a central location for viewing and deleting scheduled jobs, such as appliance backup and any
custom reports configured for distribution.

| scheduled & Historical Jobs x|

[ cheduled Jobs | Historical Jobs |

[Bget]  []
Scheduled Jobs @
2 Rows Search
Job Appliances Description Schedule Last Run Next Run » Status
Orchestrator Report | Silver Peak Systems Global Report Every day at 10:10 starting 15-Juk-15 17:53 GMT

13-3an-17 10:10 GMT  14-Jan-17 10:10 GMT | Success - Global Report Time .. | X

Orchestrator Backup | All appliances Weekly Orchestrator Bac... Every Friday at 0:30 starting 30-Jun-16 21:34 GMT 13-Jan-17 00:30 GMT  20-Jan-17 00:30 GMT  Failed - 13-Jan-17 00:30 GMT-... X
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It provides a central location for viewing historical jobs.

J Scheduled & Historical Jobs x |
Frrranrrra R SR S
Historical Jobs @
805 Rows: search
Job Appliances Description Start Time = Duration Status
Orchestrator Report Silver Peak Systems Global Report 13-Jan-17 10:10 GMT | 3m47s Success - Global Report Time taken(s): 227, . =
Orchestrator Backup Al applances Weekly Orchestrator Backup 13-3an-17 00:30 GMT | 17m 115 Failed - 13-Jan-17 00:30 GMT - Backing up A..
Orchestrator Report Silver Peak Systems Global Report 12-Jan-17 10:10 GMT | 4m 155 Success - Global Report Time taken(s): 255 ,
Orchestrator Report Siiver Peak Systems Global Report 11-3an-17 10:10 GMT 4m 185 Success - Global Report Time taken(s): 258 ,...
Orchestrator Report Silver Peak Systems Global Repart 10-Jan-17 10:10 GMT | 4m 50s Success - Global Report Time taken(s): 290 ,
Orchestrator Report Siiver Peak Systems Global Report 09-Jan-17 10:10 GMT  3m 30s Success - Global Report Time taken(s): 210 ...
Orchestrator Report Silver Peak Systems Global Repart 08-Jan-17 10:10 GMT | 3m 31s Success - Global Report Time taken(s): 211,
Orchestrator Report Siiver Peak Systems Global Report 07-3an-17 10:10 GMT  3m 275 Success - Global Report Time taken(s): 207 ...
Appliance Reboot Asia,Eurnpe,US-East, US-West 06-Jan-17 22:23 GMT | Os Failed - Failed to run rebaot/shutdown sche.
Orchestrator Report Siiver Peak Systems Global Report 06-Jan-17 10:10 GMT  3m 325 Success - Global Report Time taken(s): 212,...
Orchestrator Backup All appliances Weekly Orchestrator Backup 06-Jan-17 00:30 GMT | 85 Failed - 06-Jan-17 00:30 GMT - Backing up A.
Orchestrator Report silver Peak Systems Global Report 05-Jan-17 10:10 GMT | 4m 43s Success - Global Report Time taken(s): 283 ,
Orchestrator Report Silver Peak Systems Global Report 04-Jan-17 10:10 GMT  4m 7s Success - Global Report Time taken(s): 247 ,
Orchestrator Report Silver Peak Systems Global Report 03-Jan-17 10:10 GMT 8m 21s Failed - Global Report, Error: Failed to run re.
Orchestrator Report Siiver Peak Systems Global Report 02-Jan-17 10:10 GMT | 6m 265 Success - Global Report Time taken(s): 386 ,...
Orchestrator Report Silver Peak Systems Global Report 01-Jan-17 10:10 GMT | 3m 36s Success - Global Report Time taken(s): 216 ,
Orchestrator Report Siiver Peak Systems Global Report 31-Dec-16 10:10GMT | 3m33s Success - Global Report Time taken(s): 213 ...
Orchestrator Report Silver Peak Systems Global Report 30-Dec-16 10:10 GMT | 4m 225 Success - Global Report Time taken(s): 262 ,
Orchestrator Backup Al applances Weekly Orchestrator Backup 30-Dec-16 00:30 GMT | 16m 165 Failed - 30-Dec-16 00:30 GMT - Backing up A...
Orchestrator Report Silver Peak Systems Global Report 29-Dec-16 10:10 GMT  3m 51s. Success - Global Report Time taken(s): 231,
Orchestrator Report Siiver Peak Systems Global Report 28-Dec-16 10:10 GMT | 3m 195 Success - Global Report Time taken(s): 139 ...
Orchestrator Report Silver Peak Systems Global Repart 24-Dec-16 10:10 GMT  3m 325 Success - Global Report Time taken(s): 212 ,
&menuﬂ{ﬁ%wm

Overlay-Interface-Transport

Monitoring > Bandwidth > Overlays & Interfaces > Overlay-Interface-Transport

These charts display the distribution of traffic across three dimensions—overlays, interfaces, and transport. You can
view each option individually, or in relation to another.

For instance, for a given interface, you can see how the overlay traffic is distributed.
You also can view how much traffic is transported from one EdgeConnect appliance to another on the

SD-WAN fabric (Overlays), versus how much is broken out locally, direct to the internet. The Underlay legend
displays non-overlay traffic.
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Interface Bandwidth Trends

Monitoring > Bandwidth > Overlays & Interfaces > Interface Trends

The Interface Bandwidth Trends tab shows interface statistics for a single selected appliance in real time or for a
specific period. Real time charts show the past five minutes of usage and refresh every second. By default, charts
display transmit and receive statistics for bandwidth and firewall denies. You can toggle peak statistics or maximum
bandwidth statistics on or off by clicking the sample indicator line next to each statistic name.
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Interface Bandwidth Trends x |
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You can customize the chart settings using the controls at the top of the tab, as follows:

Option ‘ Description
Time period ® Click Real Time to enable live statistics for all available interfaces.
[ ]

hours, day, or seven days.

Click a predefined time period (1h, 4h, 1d, 7d) to display statistics over the last hour, four

Click Custom and set your own custom time range to display statistics for that time period.

Packets/bps

Click bps to display statistics for bits per second sent and received.

Click Packets to display statistics according to the number of packets sent and received.

Show in UTC  Click this option to toggle chart times between local appliance time or UTC.

Large Click this option to toggle the size of the charts between smaller (default) and large.

Lock Scale By default, each chart uses its own scale that is relative to the data displayed. Click this option to

apply and lock the same scale to each chart.

Payload By default, charts show complete bandwidth usage statistics—payload plus all SD-

WAN overhead (headers, FEC, and so forth). To see bandwidth usage for payload only, click to

enable the Payload button.
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Interface Summary

Monitoring > Bandwidth > Overlays & Interfaces > Interface Summary

This tab shows interface summary stats, including inbound and outbound Packets or Bytes per interface, as well as
Firewall Denies (Drops). The stats are summarized for the selected time period.

Range | 10-May-18 13:00 | — | 10-May-18 14:00 [(Paylosd | [@] amins Interface Bandwidth Trends

Interface Summary @
86 Rows Search

Bytes Firewall Denies Bytes
Appliance Interface Inbound Outbound Tnbound Outbound

Los-Angeles lanD (Guestwifi) 111 20m ofle
Portland lanD (GuestWifi) FC ] N N T of|e
Los-Angeles wand (Intemet) w[ T e of|e
Portland wan0 (MPLS) seu[ | um of|e
Los-Angeles wan0 (MPLS) w0 e offo
Portlznd wand (Intemet) som[ [0 em of|e
Minneapolis wan1 (Intemet} M ek of|e
Minneapolis land. so [ sm of|o
Salt-Lake-City wanl (Intemet) som[ ]2 of|e
Salt-Lake-Gity Ian0 ssx [T 4sm of|e
Chennai wan (Intemet} Lm0 ram offo
Salt-Lake-City wan0 (MPLS) FENT (NEETY of|e
Minneapolis wan0 (MPLS) seak [][] seex of|e
Chennai wan0 (MPLS) ESYIE=T of|o
Singapore wan0 (MPLS) 3ak || 2406 of|e

Hilan wan0 (MPLS) 32k || 327 of|e

Denver wan0 (MPLS) 270k [ 287 of|o
Frankfurt wan0 (MPLS) 2| 2se¢ of|e

seaul wan0 (MPLS) 228 || 227 ofle

Tokyo wan0 (MPLS) 216 | 216 offo
Mumbai wan0 (MPLS) 216k || 21 ofle
Geneva wan0 (MPLS) 213 || 16 of|e

Application Bandwidth

Monitoring > Bandwidth > Applications > Summary

The Application Bandwidth chart shows which applications have sent the most bytes.
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Application Bandwidth
[ahr [ abr | 1d | 7d | custom | Range|12-Mar-1815:00 | — | 12-Mar-18 16:00 Top[2s v imin  Application Trends
Application Bandwidth @
[ Lan [ WAN
26 Rows Search |
Inbound | Qutbound
Application _“Reducﬁun % Bytes : Bytes Reduction %

YouTube 0 5gEM _I 15M 0
windows 55.4 147M E..:l 150M 56.3
Sip_tls 97.9 e[ [ s 97.9
Snapmirrar 57.9 zzm[[[] zam 97.9
Hadoop 98.0 2m[][] 24m 98.0
Gnutella 9.3 150 [[[] 29m 10.2
Orade 57.8 1o ][ 250 58.7
Ms_messenger 68.9 a.am || 10m 69.6

it_torrent 48.4 7om|]7.2m 48.9

Application Pie Charts

Monitoring > Bandwidth > Applications > Pie Charts

The Application Pie Charts show what proportion of the bytes an application consumes on the LAN and on the
WAN.

Mousing over the charts and the legends reveals additional information.

The WAN charts identify what percentage of the bandwidth the EdgeConnect appliance saved by optimizing
the traffic.
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J- Application Pie Charts ><I

[“ahe [ ahr | 1d | 7d | custom | Range|12-Mar18 15:00 | — | 12-Mar-18 16:00 S

Application Pie Charts @

Outbound LAN Outbound WAN

Sip_tls

@ . 130.9MBytes
sip_tls | (30.06%)

Inbound LAN Inbound WAN

YouTube
W windows
Sip_tls
M Snapmirror
M Hadoop
H Gnutella
Cracle
Ms_messenger
M Bit_torrent
Datadomain
M cthers

W windows

W Gnutella
YouTube
Oracle

M Eit_torrent
Ms_messenger
Datadomain
Sip_tls

W Snapmirror

M Hadoop

M others

W SAVED BANDWIDTH

YouTube

W windows

W Gnutella
Oracle

M Bit_torrent
Ms_messenger

1 Datadomain
Sip_tls

M Snapmirror

W Hadoop

M others

W SAVED BANDWIDTH

Application Trends

Monitoring > Bandwidth > Applications > Trends

This tab shows application trends over time.
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cation Trends

[ 2ahr [ 7d [ 30d | custom | Range [30-uk1712:45 |—[31-Jul1712:49 |

[showinutc | [tage | [ LockSale | [&]imin

Application Trends @

SO00ME

400MB

200MB

0B |55

GO00ME

400MB

200ME

0B

GO00ME

400MB

200ME

0B

G00ME

400MB

200ME

0B

Seoul - Inbound - LAN

e

18:00 31 Jul 06:00 12:00

Seoul - Inbound - WAN

18:00 31 Jul 06:00 12:00

Los-Angeles - Inbound - LAN

18:00 31 Jul 06:00 12:00

Los-Angeles - Inbound - WAN

18:00 31 3l 06:00 12:00

Seoul - Outbound - LAN

G0OME 30-Jul-17 18:00:] : 60MB oracle:
sip_tls: 350KB bit_torrent: 324KB yahoo_games: 235KB
xwindows: 219KB gnutella: 217KB =ol:
apome datadomain: 109KB fips: 17MB pcanywhere: 2.9MB

200ME T T T

0B —— E———eese—" | |
18:00 31 ul 06:00 12:00
Seoul - Qutbound - WAN
G00MB
400ME
200ME [ >
o8 \@

1g:00 31 Jul 0&:00 12:00

Los-Angeles - Outbound - LAN

ES00ME

400ME

= —:
1g:00 31 Jul 06:00 12:00

Los-Angeles - Qutbound - WAN

E00MB

400MB

200ME

0B

18:00 31 Jul 0£:00 12:00

Application Bandwidth

Top 10 Apps
orade
— sip_tls

= bit_torrent
— yahoo_games
—uindows
— grutella

aol

e datadomain

m— pranywhere

all apps

Search Applications

Top Talkers

Monitoring > Bandwidth > Identifiers > Top Talkers

This tab lists the IP addresses that use the most bandwidth.
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Top Talkers x

[t [ 4 | 1d [ 7d | custom | Range|12Mar1815:00 | — 12 Mar18 16:00 Top[2s v| [Expet 4mins
Top Talkers @
4 [ N [ WAN
25 Rows L oth --7 —‘
| . Inbound | Qutbound . |
1Ps Domain Top Destinations Bytes | Bytes Flows Started | Flows Ended
10.17.9.10 241 [ o 3469 3763
173.194.167.231 r2—sn-nw7hnll.googlevideo.com 234m [ [ 5111 155 153
10.17.15.10 sesn [I]| 7-em 1053 1123
10.17.17.10 sso [T | 551 1377 1326
173.194.166.104  12—-sn-ndv7sne7.googlevideo.com som [ sz 13 13
173.184.167.233  r4--sn-név7knll. googlevideo.com azt [ 7s2¢ 17 17
74.125.170.234 | r4—sn-ndv7sn76.googlevideo.com aom [ 718k 7 7
173.194.167.7 | r2--sn-név7knl6.googlevideo.com 25w [ zs0x 4 4
74.125.166.201 | 13—-sn-0097znld.googlevideo.com 25w [ s24x 5 5
74.125.166.168  12---sn-0087znl6.googlevideo.com 21w [f] zs 7 7
173.194.12.52  r6—--sn-0087znlr. googlevideo. com 1sm ] <7 4 4
173.194.12.74  r4—sn-o097znlk.googlevideo.com 1am ] 257 5 5
74.125.170.216 | r2---sn-ndv7sn7z.googlevideo.com 1am ] 251 3 3
= nn
You also can view each IP's destinations.
10.17.15.10's Destinations b4
10 Rows
| | | 1
Destination | Inbound Bytes | Outbound Bytes | Flows Started [ Flows Ended
rd—-sn-ndv7knll. googlevideo.com {173.194.167.233) 36M 506K 11 11
r2—-sn-nv7knl6.googlevideo.com (173.194.167.7) 25M 390K 4 4
r2—-sn-ndv7sne?.googlevideo.com (173.194.166.104) 25M 324K 2 2
r2—--sn-ndv7sn7z.googlevideo.com (74.125.170.216) 16M MK 3 3
r3—-sn-0097znld.googlevideo.com (74.125.166.201) 12M 226K 2 2
ri---sn-ndv7sn7l.googlevideo.com (74.125.170.183) 11M 189K 2 2
ri-—--sn-ndv7sn7z.googlevideo.com (74.125.170.215) 11M 175K 0 1
r2---sn-0097znl6.googlevideo.com (74.125.166.168) 10M 192K 4 4
quote.cnbc.com (104.68.113.65) 3.3M 3.5M 2 3
r2—--sn-ndv7sn7y.googlevideo.com (74.125.170.120) 5.6M 103K 2 2
P
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Domains

Monitoring > Bandwidth > Identifiers > Domains
This tab lists the domains that use the most bandwidth.
The number of Subdomains selected determines how the table aggregates subdomains for display. An asterisk (*)

indicates that more subdomains would be displayed if a higher number were selected. This is not a filter, but rather
a grouping convenience.

["omans x|
[(ah [ ahe [ 1d | 7d | custom | Range|14-May-18 15:00 | — | 14-May-18 16:00 [[sc | pest | Subdomains|2z v| Top[zs ¥ |
Domains @

[ Lan [ WaN
14 Rows Search | )
| Inbound Qutbound
Domains Reduction % . Bytes Bytes . Reduction %
*googlevideo.com . 1] . 145M _I 2.3M . 0
*cnbe.com 0 1.?M"31.1K 0
*youtube.com 0 173K " 197K 0
*nytimes.com 0 192K " 147K 0
*mozilla.net 0 252K " 12K 0
*nyt.com 0 a7 31x 0
*nr-data.net 0 32K " 63K 0
*ytimg.com 0 T4K " E1K 0
*doubledlick.net 0 2] 21k 0
*googleapis.com 0 24K " 16K 0
*googlesyndication.com 0 13K " 13K 0
*mozilla.com [1} 12K " 5.5K 0
*ggpht.com 0 S.SKIIZ.LK 0
*google.com 0 25K " 2.EK 0
.
Countries

Monitoring > Bandwidth > Identifiers > Countries

This tab lists the countries that use the most bandwidth.
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J Countries ><|

[[hr [ 24 [ 7d | 30d | Custom | Range [01Jan-1719:00 | —[313an-171%:00 | [ Src | Dest | Top[50 ¥ [Expen| [€ ]

Countries e Available Data Range 01-Jan-17 19:01 — 31-Jan-17 08:01

] Lan @ WaN
21 Rows Search |
Inbound . Outbound
Countries Bytes Bytes

United Kingdom 3E8M "399M

France 112M " 112M

Germany a3M "96M

Spain £8M IISBM

China &3M "E3M

Israel 13M " 13M

Finland 1M " 13M

Argentina 37M "3?1\-1

Treland 2.8M IIZ?M

Japan am ] zam

Denmark aEZK"a-ﬁK

Netherlands 7?9!("7?9!(

Singapore 3300("3330(

Canada E | B

Australia s | 4sc

Romania 2k | 25

Hong Kong 20k | 22

Czech Republic 15K " 14K

Poland 11K " 11K

Brazil 10K " 10K v:

Ports

Monitoring > Bandwidth > Identifiers > Ports

This tab lists the ports that use the most bandwidth.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved



Silver Peak Unity Orchestrator User Guide

oo
[Cthe [ 24he [ 7d [ 30d [ Custom | Range[31-Jan-1718:00 | —[313an-1719:00 | [ Src || Dest | Top[s0 ¥ | [Expor]| [2 |
Ports @
[ Lan @ wan
50 Rows Search | i
Inbound Qutbound
Ports Description Protocel | Bytes Bytes
1521 | ncube w | 0 TR
10565 Tce 27w [ ] <=t
5001 commplex-link TCP 236M -_ 476M
1863 MSHP TcP E= [
54330 TcP B [
39699 TP el e
50655 TcP 7o [ ] 511
48869 TcP sor [N ] 150
54873 TcP 7o [ ] =5
57043 TCP E=n] | =T
48227 TP ot [ 222
45796 TcP sont [ 221
5631 PCANYWHEREdata TCP st [ [ 220
54150 TP = =
36371 TcP sant | [ =sm
49713 TP aant (][ =
40650 TcP zou [ 7=
38547 TcP o [ 7
60557 e 2o [ ==
44535 TP 370 [l ss
35186 TcP 2o [ s v

Traffic Behavior

Monitoring > Bandwidth > Identifiers > Traffic Behavior

The Traffic Behavior report identifies and categorizes traffic based on low-level characteristics of the data streams.
The behavior types are:

Voice

Video Conferencing
Video Streaming
Bulk Data Transfer
Interactive
Undetermined

You also can specify these categories as match criteria when creating policies or ACLs (Access Control Lists).
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Traffic Behavior x
[ ahe [ ahe [ 1d [ 7d | custom | Range|12-Mar-18 16:00 | — | 12-Mar-18 17:00 3 mins
Traffic Behavior @ [ Show Applications
[ Lan @ waN
5 Rows search |
Behavior Type [ InBound | Outbound | Traffic Percentage % Flows Started | Flows Ended
Video_Streaming s1am 413m 72.0 0 2
Undetermined 1o [T ] 141 19.1 4895 4885
Bulk_Data_Transfer 7o [ e 8.9 0 44
Voice azk]ax 0.0 0 1
Video_Conferencing 1.5K " 2.0K 0.0 1] 4
Traffic Behavior =
[ ahe [ abe [ 1d [ 7d | custom | Range 12-Mar-18 16:00 |— | 12-Mar-18 17:00 3 mins
Traffic Behavior @ @ show Applications
[ an [ wWaN
64 Rows el o
Behavior Type | Application | InBound | Outbound Traffic Percent . | Flows Started Flowes Ended
Video_Streaming windows 147M 150M 14 1] 0 s
Video_Streaming Sip_ts 126m| 2.8M " 2.8M | 131m 0.9 0 0
Video_Streaming YouTube 2120 [ | 2611 0.8 0 2
Video_Streaming Gnutella 1zn [ s 02 0 0
Video_Streaming Oracle aom | ] o 0.2 0 0
Video_Streaming Snapmimor 3M l:":l 24M 0.2 1] 0
Video_Streaming Hadoop zm| [ zam 0.2 0 0
Video_Streaming Ms_messenger S.EM |][| 10M [ (1] 0
Video_Streaming Bit_torrent 7o ]| 7.2m 0.1 0 0
Viden_Streaming Datadomain 7om [[[]7.2m 0.1 0 ]
Video_Streaming Peanyvihere sam | sm 0.1 0 0
Video_Streaming Yahoo_games 5.1M ["] 5.2M 0.0 o 0
Video_Streaming Yuindows asm[][sm 0.0 o 0
Video_Streaming Aal 2am ||| 2.4m 0.0 o ol
Undetermined YouTube 1320 [ [ 4. 0% 0.9 176 114
Undetermined Cnbe EE ||| BN 0.0 1 1
Undetermined Hitps 2am[]] 1w 0.0 264 263
Undetermined Http 2.2m [|] se7¢ 0o 503 489

Appliance Bandwidth

Monitoring > Bandwidth > Appliances > Summary

The Appliance Bandwidth chart lists the top appliances based on the total volume of inbound and outbound traffic
before reduction. It shows how many bytes the EdgeConnect appliance saved when transferring data, aggregated
over a selectable time period.
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[Tanr [ o [ 2d | 7d [ custom | Range|14-May-1814:00 | — [14-May-1815:00 | Top25 ¥ | [Optimized Traffic v Lmin
Appliance Bandwidth @ i B
17 Rows Search |
| Inbound | Qutbound
Appliance Reduction % Bytes . Bytes Reduction %
Los-Angeles 0 av [ T ==3m 0
Portland [1} 350M _— 176M 0
Albuguerque 1] 0“0 0
Minneapolis 0 0“0 (1]
Fittsburgh 0 offe o
San-Jose 0 n“n 1]
New-York 0 of]o 0
Mexico-City 0 of]o 0
Toronto 0 0“0 1}
Denver 0 0“0 o
ew-Orleans 0 0

Appliance Max Bandwidth

Monitoring > Bandwidth > Appliances > Max

The Appliance Max Bandwidth chart lists the top appliances by the peak throughput (in either direction) within a
selected time period. It compares the system bandwidth of the appliance to the effective bandwidth it is providing.

J Appliance Max Bandwidth x]

[ahr [ ahe [ 1d | 7d | custom | Range|13-Mar-18 14:00 | — | 12-Mar-18 15:00 Top[25 v | | oOptimized Traffic v Bgort| [ € | 2mins

Appliance Max Bandwidth @
[ Actual Bandwidth [ Configured Bandwidth

25 Rows Search |

Appliance Inbound bps Outbound bps

imcapots 2 | -
Los-Angeles 9.6M -I 659K

Chennai 3.9M .I 253K
Portland sam[J[] sesx
Salt-Lake-City samf]] sk
Miami sk ]o
San-Jose sk ]o
Milan 1.5¢ " 0
Seoul 1.5K " o
Albuguerque 1.5K"0
Mexico-City sk ]o
London 1.5€ " a

W
0
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Appliance Bandwidth Utilization

Monitoring > Bandwidth > Appliances > Utilization

The Appliance Bandwidth Utilization chart lists the top appliances by the average percent of available bandwidth
used. This helps you determine whether an appliance that is optimizing traffic is reaching its capacity.

J Appliance Bandwidth Utilization xl
[ shr [ ahr [ 1d [ 7d [ custom | Range|12-Mar-18 14:00 | — | 12-Mar-18 15:00 Top[2s v | |optimized Traffic v [Eqert] 9 mins
Appliance Bandwidth Utilization @
B 90% Utilization
25 Rows Search | |
Appliance | Average BI Utilization % ~ | Max BW Utilization % Bandwidth (Kbps)
Los-Angeles o O ea 200,000
Portland [e N E 200,000
Milan [o lo 200,000
seoul Jo Je 200,000
Albuguergue |] L] |] L] 200,000
Mexico-City [o [o 200,000
London [o [o 200,000
Nev-Orleans Jo Jo 200,000
Dallas [o [o 200,000
\‘,‘W‘\»@»\‘

Appliance Bandwidth Trends

Monitoring > Bandwidth > Appliances > Trends
The Appliance Bandwidth Trends chart shows bandwidth usage over time.

For each Business Intent Overlay, the Link Bonding Policy specified determines the bandwidth efficiency. To

guarantee service quality levels, High Availability requires the most overhead, and High Efficiency requires the least.

Charts display the total bandwidth used. The Payload option shows how much raw data is transmitted. At the same
time, it exposes the Peaks option, which enables the viewing of peak transmissions.

Appliance Packet Counts
Monitoring > Bandwidth > Appliances > Packet Counts

The Appliance Packet Counts chart lists the top appliances according to the sum of the inbound and outbound
LAN packets, showing how much traffic was sent.
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J Appliance Packet Counts x
[[ahe [ abe | 2d [ 7d | custom | Range|12-Mar-18 14:00 | — | 12-Mar-18 15:00 Top|25 v | Optimized Traffic v 2 mins
Appliance Packet Counts @
17 Rows Search |
| Inbound Outbound
Appliance LAN Packets LAN Max pps WAN Packets LAN Packets LAN Max pps WAN Packets

Los-Angeles 187,741 880 582,249 279,684 08 604,592
Portland 151,491 132 243,103 284,339 52 433,854
Demver ] 2 190,119 ] o 181,507
New-Yark ] 2 193,013 ] o 186,445
Boston ] 2 171,849 ] o 173,435
Minneapalis ] 2,574 285,378 ] 1,188 289,339
Toranto ] 2 170,280 ] o 170,761
Miami ] 2 177,138 ] o 178,810
San-Jose ] 2 201,153 ] o 202,662
New-Orleans ] 2 208,142 ] o 210,076
Dallas ] 2 185,586 ] o 189,649

WMMWNM

Tunnels Bandwidth

Monitoring > Bandwidth > Tunnels > Summary

The Tunnel Bandwidth chart shows the tunnels that are sending the most bytes—that is, the most active tunnels.

J Tunnel Bandwidth x‘
[ the [ 2ahr [ 7d [ 30d | custom | Range[01-Aug-1715:18 | — [01-Aug-1716:18 |  Top[10 v | [ANOverkys ¥ | [Filter Tunnels Granularity [ Minute ¥ | [(ropioad | [ ]1mn
Tunnel Bandwidth @
[ N [l wan
7 Rows search
B e S |

Appiiance Tunnel Reduction % | Bytes Bytes |Reduction® | Destination Tunnel | Destination Agpliance Show Underlays  Live ..
Seaul to_Los-Angeles_Default 96| som ETE | E = 60.3 to_Seoul_Default Los-Angeles !
Los-Angeles to_Seoul_Interactive 673 sz [ sozv I I 5| 342 612 to_Los-Angeles Interactive | Seoul Y
Seoul to_Los-Angeles RealTime 87.7 s [ sozm [N I s 322 to_Seoul RealTime Los-Angeles Y
Singapore to_Denver_Default 0 oflo 0 to_Singapore_Default Denver v
Mexico-City to_Chicago_RealTime 0 oflo 0| to_Mexico-Gity_RealTime Chicago
Minneapolis to_Singapore_Interactive 0 oflo 0 to_Minneapolis_Interactive | Singapore
Denver to_Tolkyo_RealTime 0 oflo 0| to_Denver RealTime Tokyo

Show Underlays

Underlays are actual IPSec tunnels and physical paths taken (such as MPLS).

Overlays are logical tunnels created for different traffic types and policies (such as VolIP).
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Underlay Tunnels of to_Los-Angeles_Voice x
2 Rows Search |
Appliance I Tunnel Reduction % | Btes | Bytes ; Reduction % ; Bandwidth (Kbps) ; Remote Tunnel | Remote Applance  Traceroute
Portland to_Los-Angeles_MPLS-MPLS. 819 1as[  com [N I <5t 0 4,000 (Auto) to_Portland_MPLS-MPLS Los-Angeles .
Portland to_Los-Angeles_Internet-Internet 390 EE0 v 4,000 (Auto) to_Portland_Intemet-Int...  Los-Angeles 'l
A

This shows trace route information between the tunnel source and destination IP addresses. It shows intermediate
hops, their IP addresses, and the latency between each hop.

Live View x
| Bandwidth | Loss | Jitter | Latency | | Charts | Traceroute | | + | -+ | | Lack Scale |
Bandwidth @WUp ®@Brown Out @ Down
to_Seoul_Interactive AIONGNO-GU
E=
0.5 bps
lusel g 3
.
MPLE-MPLS
i 0ms Oms oms ¢
‘Mlamm i . L= W — [ RE L .- W LT T .Seoul i
10.1730.20 10.17.30.1 1017.L1 101723 10.17.42.20 - .
Total: 0 ms
¥
= Intemnet-Internat _SeOU
L \ )‘_I S E g
i ==
L] L] \
10.0.184217 10.0.184223 i iz
Lol Ma;)Da‘ta e lige

Mzp Dstz  Terms of Use

Live View

Live View shows the live bandwidth, loss, latency, and jitter on all the tunnels. For an overlay, it also shows live
tunnel states—Up, Browned Out, or Down.
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Live View X
| Bandwidth | Loss | Jitter | Latency ] | Charts Traceroute | | - | -+ |
Bandwidth @Up ®EBrown Cut @ Down
2.0 Mbps to_Los-Angeles_Vaoice
1.5 Mbps
1.0Mbps
500 Kbps

20Mbps| MPLS-MPLS

1.0 Mbps

20Mbps| Internet-Internst

1.0 Mbps

In real-time, LiveView shows how Silver Peak creates synergy to maintain coverage. The real-time chart shows the
SD-WAN overlay at the top and the underlay networks at the bottom. The overlay is green and is delivering
consistent application performance while both underlays are in persistent brown-out state.

Tunnels Pie Charts

Monitoring > Bandwidth > Tunnels > Pie Charts

The Tunnel Bandwidth Pie Charts show the proportion of the bytes a tunnel consumes on the LAN and on the
WAN.

Hovering over the charts and the legends reveals additional information.

The WAN charts identify the percentage of the bandwidth the appliance saved by optimizing the traffic.
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J Tunnel Bandwidth Pie Charts ><|

[ahr [ abr | 1d | 7d | custom | Range |14-May-18 16:00 | — [ 14-May-18 17:00 | |AllOverlays ¥ (¢ | 1min

Tunnel Bandwidth Pie Charts @ @ Group by Overlay

Outbound LAN Outbound WAN
Interactive Interactive
M DefaultOveray M DefaultOverlay
RealTime RealTime
Inbound LAN Inbound WAN
Interaciive Interaciive
M DefaultOveray M DefaultOverlay
RealTime RealTime

Tunnel Bandwidth Trends

Monitoring > Bandwidth > Tunnels > Trends

The Tunnel Bandwidth Trends chart shows tunnel bandwidth usage over time.
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Tunnel Bandwidth Trends

(et Teme | the | 26he | 74 | 30 | Gustom | Range [01-Aug-17 15158 | — [01Aug-17 1658 | [Al Ovedays v [Fiter Tunnels
Packets | bps | [ Outbound | Inbound | [ ShowmUTC | [Lawe | [ LockSale | [ Payvbsd | [ ]2mine
Tunnel Bandwidth Trends @ [un @Bwan [l Ratio
to_Los-Angeles_Default to_Seoul_Default
20mpe e 20mbe 7
5 vbos s vswbe] 22
Lovessf e 10Meps -"'*'-*’*\ Al 1ea
so0kees AT A [ sookees 5.0x
00t 00tes
1600 1630 1620 1630 1690 1650 1600 1630 1620 160 60 1650
Shon Uncuriays
to_Seoul_Interactive to_Los-Angeles_Interactive
2.0M5e e 20mbee S
Svbos 282 5 s 2
Lovepe e 1ome 1080

P i N m“ sonm T F—T._f —
oate IEBROSSON 00 bor [EEDUPEESIN

600 1630 620 1630 1690 1650 160 60 620 160 1690 2650

Show Undartays
to_Los-Angeles_ RealTime to_Seoul_RealTime
20mpe e 20mbpsl EM
L5 b B 1S T
- e Lomefl - SR 1YY
s00kbps 5.4 s00kbps N 5
00t 0080 N
600 1610 1620 163 160 1650 600 1610 20 160 640 1650
Shon Underays

R e ST SN

For each Business Intent Overlay, the specified Link Bonding Policy determines the bandwidth efficiency.

To guarantee service quality levels, High Availability requires the most overhead and High Efficiency requires
the least.

Charts display the total bandwidth used.

The Payload option shows how much raw data is transmitted. At the same time, it exposes the Peaks option,
which enables the viewing of peak transmissions.

NOTE

Underlay tunnels are a shared resource among overlays. Therefore, underlay charts display aggregated data.

Tunnel Packet Counts

Monitoring > Bandwidth > Tunnels > Packet Counts

The Tunnel Packet Counts chart shows the tunnels that sent the most packets.
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J Tunnel Packet Counts ><|

[Tanr [t | 2d | 7d | custom | Range|14-May-18 17:00 | — | 14-May-18 18:00 Top 25 ¥ | AlOverays ¥ [Ceayiad | [2]

Tunnel Packet Counts @

25 Rows Search Il

Inbound Outbound
Appliance Tunnel LAN Packets LAN Max pps WAN Packets LAN Packets LAN Max pps WAN Packets

Portland to_Los-Angeles_[nteractive 205,482 130 180,494 206,522 142 185,660
Los-Angeles to_Portland_Interactive 204,354 144 183,705 207,239 134 182,053
Portland to_Los-Angeles_DefaultOv. 140,864 14 115,397 163,154 192 155,587
Los-Angeles to_Portland_DefaultOverlay 161,561 147 154,082 142,017 115 116,386
Portland to_Los-Angeles_RealTime 128,076 58 119,651 115,782 54 100,504
Los-Angeles to_Portland_RealTime 114,563 55 99,442 129,121 &0 120,640
Mexico-City to_Osaka_Interactive 0 0 4 0 0 4
Toronto to_Frankfurt_DefaultOverlay 0 0 4 0 0 4
Dallas to_Albuguerque_RealTime 0 0 4 0 0 4
Seoul to_Singapore_Interactive 0 (1] 4 0 0 4
Pittsburgh to_Portland_Interactive 0 o 4 ] [] 4
Medica.City i X I g 4 2 2 i

DRC Bandwidth Trends

Monitoring > Bandwidth > Tunnels > DRC Trends

The DRC Bandwidth Trends tab shows Dynamic Rate Control statistics over time.

Dynamic Rate Control allows the Hub to regulate the tunnel traffic by lowering each remote appliance's Tunnel Max
Bandwidth. The smallest possible value is that appliance's Tunnel Min(imum) Bandwidth.

J DRC Bandwidth trends

| RealTime | the [ ahr [ 1d [ 7d [ custom

DRC Bandwidth trends @

Meed help link content....

to_Mumbai_MPLS-MPLS

Range  14-May-18 17:00  —  14-May-18 18:00

Filter Tunnels

| [ Showinutc |

[Large |

[ LockScale |

[CIMin Rx @@ Max fx [ Min T [ Max Tx

to_Chennai_MPLS-MPLS

05/14/2018, 17:33: Min R 100 Mbps Max Rx: 100 Mbps
100 Mbps [ e e ] 100 Mbps Min Tx: 0.0 bps Max Tx: 0.0 bps
80 Mbps 80 Mbps %
60 Mbps 50 Mbps
40 Mbps 40 Mbps
20 Mbps 20 Mbps
0.0bps 0.0 bps
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to_Mumbai_Internet-Internet to_Chennai_Internet-Internet
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Dynamic Rate Control

Tunnel Max Bandwidth is the maximum rate at which an appliance can transmit.

Auto BW negotiates the link between a pair of appliances. In this example, the appliances negotiate each link down
to the lower value (100 Mbps).

A
o
finnnng—unnel m,
- 8 X BW —
A =15
R m— S Mbps e
k = 100 Mb, N .
. Tunnel Max BW = 100 Mbps o
MR 4@ unnel Max BW = 100 M, ]
Auto BW negotiated link = 100 Mbps . -
" ar Inbound BW Limit =
7 - —»100 Mbps

However, if A and B transmit at the same time, Hub could easily be overrun.

If Hub experiences congestion:

® Enable Dynamic Rate Control allows the Hub to regulate the tunnel traffic by lowering each remote
appliance's Tunnel Max Bandwidth. The smallest possible value is that appliance's Tunnel Min(imum)

Bandwidth.

Inbound BW Limit caps how much the appliance can receive.

Flows - Active and Recent

Monitoring > Bandwidth > Flows > Active & Recent Flows

The Flows tab enables you to view, filter, and manage flows for all your appliances. This tab also generates the Active
& Recent Flows report, with or without filtering. This report retrieves the maximum number of most recent flows

that are evenly distributed among the selected appliances.

Field ’ Description

Application Includes built-in applications, custom applications, and user-created
application groups. Select the text field and a list displays. Choose the
application you want to apply to your flow or enter the exact application you
want to apply.
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Field

App Group

’ Description

Includes the application group created by the user. Select the text field and a
list displays. Choose the application group you want to apply to your flow or
enter the exact application group you want to apply.

Domain

Includes the domain you can specify to filter your flow. Use the format
*.domain.* or *.domain.[com, info, edu, org, net, and so forth.] Select the text
field and a list displays. Choose the domain you want to apply.

Protocol

You can specify the protocol you want to apply to your filter. Select the text
field and a list displays. You can select all or specify an individual protocol to

apply.

IP/Subnet

This shows the flows that match both SRC IP and DEST IP as the two endpoints
if SRC:DEST is enabled. If not enabled, all sources will appear when the filter is
applied. You can apply this filter by clicking Enter without selecting the Apply
button if you want to do so.

Port

This displays ports with SRC and DEST as the two endpoints if SRC: DEST is
enabled. If not enabled, all ports will appear when the filter is applied.

Segment

Displays flows originating in the specified segment. Click the double arrow icon
to enable both fields and filter by destination segments as well.

Zone

You can filter flows to the desired firewall zone. Select the text field and a list
displays. If the From:To check box is not enabled, flows are filtered from and to
the specified zone. If the check box is enabled, the flows are filtered from both
the filtered From:To zones.

VLAN

Identifies the Virtual Local Area Network of a packet. Enter the VLAN ID you
want to apply to your flow in the text field.

DSCP

Select the desired DSCP from the list. You can choose any or a specified
DSCP from the list.

Overlay

The overlay the flow are applied. Overlays are defined on the Business Intent
Overlay tab.

Transport

Select any of the three transport types: SD-WAN, Breakout, and Underlay.
You also can apply a third-party service in this column if you have one
configured.

Flow Characteristics

You can apply any of the following flow characteristics to your flow: Boosted,
Directly Attached, Pass-Through, Stale, Route Dropped, Firewall Dropped,
Asymmetric, and Slow Devices.

NOTE You can select only one flow characteristic at a time.

Include EdgeHA

If not selected, Edge HA flows are excluded (default). If selected, the flows
between Edge HA will be included.
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Field ’ Description

Include Built-In Includes the built-in policy flows. If not selected, they are excluded (default). If
selected, they will be included.

Active/Ended You can select if you want to apply an active or ended flow to as a filter. If
selected, you can designate the started or ended time of the flow in the drop
down. If Custom is selected from the date widgets will be enabled to specify an
exact time frame.

Duration Shows flows that have lasted through a specific time frame. You can select <
(less than) or > (greater than), and enter a specific duration (in minutes).

Bytes You can specify whether you want to filter flows that have transferred their
total bytes or within the last five minutes.

Filter This list has all the saved filters. When selected, the filter configurations are
loaded. See more information below about the Filter option.

Filter

You can configure specific filters in this field. Select the drop-down menu to see a list of default filters you can apply
to your flows. When configured, you can add, edit, or delete filters if you select the edit icon.

Complete the following steps to add a filter:

4.

Select the Edit icon next to the Filter drop down.
Create a filter or select one from the list.
Select +Add.

Select Save.

You can also select the history tab with the two arrows next to the Filter field if you want to go back to a previously
applied filter. A maximum of 20 previously applied filters can be saved.

Reset or Reclassify Flows

® You can Reclassify or Reset [Selected / All Returned / All] flows:

Resetting the flow kills it and restarts it. It is service-affecting.

Reclassifying the flow is not service-affecting. If a policy change makes a flow stale or inconsistent,
then reclassifying makes a best effort attempt to conform the flow to the change. If the flow cannot
be successfully "diverted" to this new policy, then an Alert asks if you want to reset.

* Selected flows are individually selected; All Returned results from filtering (up to the max number of
returnable flows); and All refers to all flows, visible or not.

To export the table as a .csv file, select Export.
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Reduction (%) refers to reduced WAN traffic, relative to a specific appliance:

Reduction (%) for Outbound traffic = 100(Received from LAN - Transmitted to WAN)/Received from
LAN

Reduction (%) for Inbound traffic = 100(Transmitted to LAN - Received from WAN)/Transmitted to
LAN

" Flow Details are primarily to assist Silver Peak in troubleshooting and debugging.

*® To set the column visibility, right-click any header in the Flows table. This will enable you to hide or unhide
any selected fields.

" You also can select, drag, and drop any of the columns in the table to the order you want.

Additional Information about Flows

Note the following version specific and general information about flows:

ECOS 9.1 Behavior Changes

All flows in drop state are reset at flow reclassify time, overriding intervals described below.

ICMP/UDP Flows
For any non-TCP connection (such as icmp, UDP), a flow is deleted only from inactivity.

® The inactivity timeout is three minutes for this type of flow. For example, after a ping connection is stopped,
the flow still appears in the "Current Flows" for three minutes. This setting can be modified by using the

system template.

TCP Non Accelerated Flows

For a TCP connection, a flow is deleted under different timeouts. A half-open (single SYN) connection stays
for two minutes if the connection does not establish correctly. A half-close (single FIN) or unclean-close (RST)
deletes the connection after two minutes. A normal close (FIN-FIN) deletes the connection almost

immediately.

® ATCP connection also has an inactivity timeout. If no activity is detected on an established TCP connection
for 30 minutes (by default), the flow is deleted. This setting can be modified by using the system template.
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TCP Accelerated Flows

Timeout is determined by the configured Keep Alive Timers.

* Aheartbeat ACK is sent to idle endpoints after ten minutes.

If the endpoints have closed, an RST is returned and the connection is deleted after two more minutes

due to the unclean-close.

Idle Timeout: The period of time that a TCP connection has to be idle before a keep-alive is sent.

(Default 600 seconds)

Probe Interval: The time in seconds between each keep-alive probe. (Default 30 seconds)

Probe Count: The number of times TCP probes the connection to determine whether it is alive after
the keep-alive option has been activated. The connection is assumed to be lost after sending this

number of keep-alive probes. (Default 8)

sequence number by using the Optimization Template.

Appliance Flow Counts

Monitoring > Bandwidth > Flows > Counts

The Appliance Flow Counts chart lists the top appliances according to which ones had the most flows within a

selected time period.

When you filter on All Traffic, the Created and Deleted columns display the number of new and ended flows for

The timers can be modified per sequence number by using the Optimization Template.

that same time period. The Max column value is from a one-minute window within the time range.

J Appliance Flow Counts = |

Auto Reset Flows - Enables or disables the auto-reset of TCP flows. If a connection is seen by an appliance
but after the handshake already completed, the connection would normally remain but without TCP
Acceleration. If this feature is enabled, and a connection is reclassified in the Flows report, around 30
seconds later, it will be reset. When the endpoints re-establish the flow, it now will be subject to the
optimization and route policies it matches. This feature is disabled by default. It can be enabled per

|count | Bytes | [ hr [ ahr | 1d | 7d | custem | Range | 12-May-18 17:00 |— | 13-May-18 17:00 Optimized Traffic v [e]
Appliance Flow Counts @

4 Rows Saarmi

TCP Accelerated TCP Unaccelerated Non TCP

Appliance i Max Avg Created Deleted Max Avg Created Deleted ‘ Max Avg Created Deleted
Los-Angeles 0 0 [} [ 322 150 7,527 7,427 497 34 1 1
Minneapolis 0 0 0 [} 9 2 0 0 20 5 0 0
Portland 0 0 ] ] 165 140 7475 7,368 2 [ 1 2
Salt-Lake-City 0 0 0 ] 282 12 [ [] 924 3 [ 0

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved

59



Silver Peak Unity Orchestrator User Guide

Appliance Flow Trends

Monitoring > Bandwidth > Flows > Trends

The Appliance Flow Trends chart shows the number of flows, packets, and bits/second through the appliance over
time. It also differentiates among TCP (accelerated and unaccelerated) flows and non-TCP flows.

J Appliance Flow Trends x |

| ReaiTime [ ihr [ ahr | 1d | 7d | custom | Range |01-Mar-1813:00 —|01-Mar-18 14:00 Optimized Traffic v| |[Packets | bps | Fows | [ showinutc | [ Large Lock Scale.
Appliance Flow Trends @ HNon TCP ——— TCP Accelerated == - TCP Not Accelerated —— Total===- = Total Created Total Delsted - - - -
Salt-Lake-City Portland Minneapolis
& - - - i - - - S -
A
400 400 |- - - - 400
200 200 T -+ T 1 200 |-

\ J I 0 | | o === Ny ’
1330 1340 13:50 1300 130 1320 1330 13:40 1350 1300 130 1320 1330 13:40 1350

1300 13:10 1320

Tunnel Flow Counts

Monitoring > Bandwidth > Flows > Tunnel Counts

The Tunnel Flow Counts chart lists the tunnels with the most flows on average. It differentiates flows into TCP
(accelerated and unaccelerated) and non-TCP, and also shows peak values.

Tunnel Flow Counts ><|
[ahe [ ahr | 1d [ 7d | custom | Range| 14-May-18 17:00 | — | 14-May-18 18:00 Top[25 v | [allOverlays ¥
Tunnel Flow Counts @
25 Rows Search |
TCP Accelerated | TCP Unaccelerated | Non TCP
Appliance Tunnel [ Max BAvg | IMax Avg | Masx Avg

Los-Angeles ta_Portland_DefaultOverlay 0 [1] 65 65 1] 1]
Fortland to_Los-fingeles_DefaultOverlay [i] 0 65 65 (1] o
Los-Angeles to_Portland_Interactive [+] 0 55 54 o o
Portland to_Los-Angeles Interactive 0 0 55 54 o o
Los-Angeles to_Portland_RealTime 4] 0 12 i2 o o
Portland to_Los-Angeles_RealTime 0 0 12 12 o o
New-Orlzans to_Toronto_RealTime [4] 0 0 0 o o
Chicago to_New-Orleans_RealTime [4] 0 0 0 o o
Boston to_Portland_DefaultOverlay 0 0 0 0 1] o
San-Antonio to_Chicago_DefaultOverlay (4] 0 0 0 o o
New-Orleans to_Mexico-City_Interactive 1] 0 0 0 ] ]
San-Antonio to_Boston_RealTime 0 0 0 0 ] (]
San-Jose ta_Dallas_Interactive 0 0 [i] 0 1] ]

n-Al i 1] 0 0 0 o o
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DSCP Bandwidth

Monitoring > Bandwidth > DSCP > Summary

The DSCP Bandwidth chart shows the DSCP classes that are sending the most data.

DSCP Bandwidth x|
o [ [5 [ 70 | otom | Ronge [Taay-ib 1600 — (e 18 1600 [ optmand e ¥ [ 2
DSCP Bandwidth @
Lan @ waN
2Rows search| J
Inbound [ Outbound |

DSCP. DSCP Name Reduction % Bytes Bytes. Reduction %
o be 304 w50 s By 27
2 of = | o

DSCP Pie Charts

Monitoring > Bandwidth > DSCP > Pie Charts

The DSCP Pie Charts show the proportion of traffic in each DSCP class. Hovering over the charts and the legends
reveals additional information.

DSCP Pie Charts x
e [ he | 74| 304 | Comom ] Range [T ay- 181800 | — [T4Mey181900 |  [opumaniraie V| [

DSCP Pie Charts @
Outbound LAN Outbound WAN

Inbound LAN Inbound WAN

DSCP Trends

Monitoring > Bandwidth > DSCP > Trend’s

This tab shows DSCP usage over time.
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Traffic Class Bandwidth

Monitoring > Bandwidth > QoS > Summary

The Traffic Class Bandwidth chart shows the QoS traffic classes that are sending the most data.

J Traffic Class Bandwidth ><|

[ the | abe | 1d [ 7d | custom | Range| 14-May-18 18:00 | — | 14-May-18 19:00 Optimized Traffic v

Traffic Class Bandwidth @

[ Lan [ WAN
3 Rows Search | i
i | Inbound | Outbound
Traffic Class . Traffic Name . Reduction % . Bytes .- Bytes .Redu:bun Uy -
2 Interactive 5.6 =v [ [ D - 0
1| default 6.5 2 [ [ D -+ 0
3 | RealTime 6.5 RN I [ 0

Traffic Class Pie Charts
Monitoring > Bandwidth > QoS > Pie Charts

The Traffic Class Pie Charts show the proportion of traffic in each Traffic class. Hovering over the charts and the
legends reveals additional information.
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J Traffic Class Pie Charts xl

[ the | ahr | 1d | 7d | custom | Range|14-May-18 18:00 — | 14-May-18 19:00 Optimized Traffic

Traffic Class Pie Charts @

WAN Outbound

m:

QoS (Shaper) Trends

Monitoring > Bandwidth > QoS > Trends

This tab shows how much bandwidth any traffic class uses over time.
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J Shaper Trends ><|

| RealTime [ the [ 4hr [ 1d [ 7d [ custom | Range | 14-May-18 18:00 | —| 14-May-18 19:00 | Bandwidth | Wait Time | Drops | Trafficclass(1 v
[ outbound | mbound | [Export | [ Showinute | [ Lerge | [ locksak | [ 2]
Shaper Trends @ [ Total (@ Shaped
Los-Angeles
3.2 Kbps
3.1 Kbps
3.1 Kbps |-

3.0 Kbps |- % 1 J 1 | : | |

3.0 Kbps [ ‘{ W | 1! y | H \

3.0 Kbps 1 \ Y ¥ | 1'

2.9 Kbps | ? ' . ! |

2.9 Kbps \!

2.5 Kbps
18:00 18:05 18:10 18:15 18:20 18:25 18:30 18:35 18:40 18:45 18:50 18:55

Portland

6.3 Kbps |
6.3 Kbps |-
6.2 Kbps
6.2 Kbps |

6.1 Kbps

MAAAR A \

6.0 Kbps | '

6.0 Kbps |-

[

—
-

&.0 Kbps
18:00 18:05 18:10 18:15 i8:20 18:25 18:30 18:35 18:40 18:45 18:50 18:55

Shaper Summary

Use this tab to view the Shaper Summary for all traffic classes on selected appliances. The Shaper delays certain
packet types to optimize overall network performance. For more information about shaping, see Shaper Tab and
Shaper Template.

Use the controls above the table to specify how much data—time and date range—you want to see in the
summary.

Use the Top X filter to limit data according to top applications by total traffic bytes. You can include the top
10, 25, 50, 100, or 1000 applications.

Click Outbound or Inbound to change the summary by traffic direction.

The following information is included in the Shaper Summary:

Field Description

Appliance Name of the appliance that is shaping traffic to generate the Shaper Summary.
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Field ‘ Description

Traffic Class Traffic classes defined by Shaper parameters. The following four are pre-configured
by Orchestrator: Real-time, Interactive, Default, and Best Effort. The user can
configured the remaining six classes.

Total Bytes Total amount of bytes being shaped.
Shaped Bytes Amount of bytes used for shaping.
Shaped Packets Amount of packets used for shaping.

Average Wait Time (ms) Specified amount of time Orchestrator waits until packets are dropped while shaping
is in progress.

Drop Packets Amount of packets that have been reported as dropped due to expiration in the
Shaper queue.

Other Drops Refers to all other drops besides the expired drop packets.

Trends Click the graph icon to see the Shaper Bandwidth Trends charts, which show Inbound
and Outbound traffic trends in graphs.

Boost Tab

Monitoring > Bandwidth > Boost > Summary

This tab provides a summary of the Boost configuration and usage for selected appliances. You can change the time
period for which Boost statistics are displayed by using the 1hr, 4hr, 1d, and 7d buttons at the top of the tab, or click
Custom to specify a custom date range and granularity.

[ he | ahr [ 1d [ 7d | custom | Range|30-Jun-2109:23 —| 07-Jul-21 09:23 [Bpot | [2]amns

Boost @ EC Boost 7,010,000 Kbps / 10,000,000 Kbps Used | 2,990,000 Kbps Remaining | Configure Boost |

2 Rows Search
Appliance Configured Boost (Kbps) % Time Insufficient Boost = | Minutes Insufficient Boost Total Boost Bytes Trends
100000 0 0 3.1M
- — - 50000 o o 19.1M

This tab provides the following details about your Boost configuration:

Field ’ Description
Appliance Name of the appliance.
Configured Boost (Kbps) Boost bandwidth configured on the appliance.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 65



Silver Peak Unity Orchestrator User Guide

Field ’ Description

% Time Insufficient Boost Percentage of time when Boost bandwidth was not available for use.
Minutes Insufficient Boost Amount of time (in minutes) when Boost bandwidth was not available for use.
Total Boost Bytes Total amount of Boost bandwidth used over the specified time range.

Trends Graph displaying detailed Boost trends for the specified appliance.

The total Boost bandwidth available to your network is controlled by your license. If necessary, you can purchase
additional Boost bandwidth.

If a Boost license is available, you can assign Boost to appliances on the Licenses tab or on an appliance's
Deployment page. You also can configure Boost allocation using Business Intent Overlays.

NOTE Your network uses a single queue for Boost across all appliances. When that queue is completely utilized,
appliances will have insufficient Boost for any additional demands.

Boost Trends

To view Boost trends for a specific appliance, click the graph icon in the Trends column. The Boost Trends graph
displays Configured Boost, Boost, and Minutes Insufficient Boost over the time period specified on the Boost tab.

Boost Trends x

= Configured Boost == Boost == Minutes Insufficient Boost
EAST3-Google

55 Mbps : - : : : : : - 29

50 Mbps ! ! . I =
45 Mbps I | I LN | | | | =
40 Mbps | I | - | | | | 5
35 Mbps ! | I —
30 Mbps I I I — | | | | i
25 Mbps
20 Mbps
15 Mbps
10 Mbps

C.0 Mbps
0.0 bps

320 Jun 01 Jul 02 Jul 03 Jul 04 Jul 05 Jul 06 Jul 07 Jul

| Close

Change Boost Configuration

To change the Boost configuration of one or more appliances selected in the table, click Configure Boost. You can
increase or decrease Boost bandwidth by 20%, or set the bandwidth to a specific value in Kbps. Click Apply to save
and apply your changes, or click Close to cancel.
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Update Boost Bandwidth

Increase 20%

Decrease 20%

Set to this Value Kbps

These changes may iake a few moments

P

Firewall Drops

Monitoring > Bandwidth > Firewall Drops > Summary

You can use the Firewall Drops tab to see the statistics on various flows, packets, and bytes dropped or allowed by a

zone-based firewall for a given time range.

You can select a range of time (in hours and days) to view the firewall drops. You also can select to view in

Matrix or Table view.

" Select Export to export the report to an excel spreadsheet.

Dashboard | | Business Intent Overlays | [ securty Poicies | [ Flows || Firewall Drops
secutty Poies 7 7w [ | aw | 3 | 74 | Gostom ] Range | 1iDeciis 06:00 | — | 1-Decis 05:00

[e] smis
Firewall Drops @&

30 Rows:

From Zone

Flows Dropped Flows Alowed Packets Dropped Packets Allowied
Los-Angeles Default

CorporatelVAN [] [l [ 25K
Portland CorporateWa Default o 0 0
Chennai

o Data Avarlable

19K

Mo Dats Availzble

Bytes Dropped Bytes Alowed Charts

If segmentation is enabled, you can specify the Source Segment and the Destination Segment to search

for the flows, packets, and firewall drops in that segment.

In the charts column, you can select the chart icon.

In this pop-up, you can see packets, and bytes dropped or allowed by a zone-based firewall for a given

time range.

Charts
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Live View

Monitoring > Tunnel Health > Live View

Live View shows the live bandwidth, loss, latency, and jitter on all tunnels. For an overlay, it also shows live tunnel
states—Up, Browned Out, or Down.

Live View %
Bandwidth | Loss | Jitter | Latency ] | Charts Traceroute | | - | - |
Bandwidth @Up @Brown Qut @ Down
2.0 Mbps to_Les-Angeles_Voice
1.5 Mbps
1,0 Mbps
SO0 Kbps

20Mbps| MPLS-MPLS

1.0 Mbps

2.0Mbps| Internet-Internet

1.0 Mbps

oz |

In real-time, LiveView shows how Silver Peak creates synergy to maintain coverage. The real-time chart shows the
SD-WAN overlay at the top and the underlay networks at the bottom. The overlay is green and delivering consistent
application performance while both underlays are in persistent brown-out state.

Loss

Monitoring > Tunnel Health > Loss > Summary

The Loss chart shows the tunnels that have the most dropped packets.
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Loss Trends

Monitoring > Tunnel Health > Loss > Trends

The Loss Trends chart shows tunnel packet loss over time, before and after Forward Error Correction (FEC).
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NOTE Underlay tunnels are a shared resource among overlays. Therefore, underlay charts display aggregated data.

Jitter Summary

Monitoring > Tunnel Health > Jitter > Summary

The Jitter chart shows the tunnels that have the most Jitter. Jitter can be caused by congestion in the LAN, firewall
routers, bottleneck access links, load sharing, route flapping, routing table updates, and timing drifts.
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Jitter Trends

Monitoring > Tunnel Health > Jitter > Trends

This tab shows tunnel jitter time.
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Jitter Trends =
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NOTE Underlay tunnels are a shared resource among overlays. Therefore, underlay charts display aggregated data.

Latency

Monitoring > Tunnel Health > Latency > Summary

The Latency chart shows the tunnels that have the most transmission delay, generally as a result of congestion.
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Latency x
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Latency Trends

Monitoring > Tunnel Health > Latency > Trends

The Latency Trends chart shows tunnel latency over time.
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Latency Trends =
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NOTE Underlay tunnels are a shared resource among overlays. Therefore, underlay charts display aggregated data.

Out of Order Packets

Monitoring > Tunnel Health > Out of Order Packets > Summary

The Out of Order Packets chart shows the tunnels that receive the most packets out of sequence relative to how

they were sent.
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Out of Order Packets Trends

Monitoring > Tunnel Health > Out of Order Packets > Trends

The Out of Order Packets Trends chart shows tunnel packets that are out of order over time, before and after
Packet Order Correction (POC).
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NOTE Underlay tunnels are a shared resource among overlays. Therefore, underlay charts display aggregated data.
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Mean Opinion Score (MOS) Summary

Monitoring > Tunnel Health > MOS > Summary

The Mean Opinion Score (MOS) is a commonly used measure for video, audio, and audiovisual quality evaluation.
Perceived quality is rated on a theoretical scale of 1 to 5; the higher the number, the better the quality.

MQS =
[ahe [ @b [ 1d [ 7d | custom | Range 29-Jul-1817:00 | — | 05-Aug-18 17:00 Top[10 v | Aloverays ¥
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The value can be affected by loss, latency, and jitter. In practice, a value of 4.4 is considered an excellent quality
target.

Mean Opinion Score (MOS) Trends

Monitoring > Tunnel Health > MOS > Trends

The Mean Opinion Score (MOS) is a commonly used measure for video, audio, and audiovisual quality evaluation.
Perceived quality is rated on a theoretical scale of 1 to 5; the higher the number, the better the quality.
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MOS Trends
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® The value can be affected by loss, latency, and jitter. In practice, a value of 4.4 is considered an excellent
quality target.

® The Min MOS value reports the worst score within a minute.

Tunnels Summary

Monitoring > Tunnel Health > Other Tunnel Statistics > Tunnels Summary

This tab summarizes tunnel statistics, including reduction, throughput, latency, and packet loss.
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For each Business Intent Overlay, the specified Link Bonding Policy determines the bandwidth efficiency. To
guarantee service quality levels, High Availability requires the most overhead and High Efficiency requires the least.
The table shows the total bandwidth used. The Payload filter removes overhead from the displayed values.
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Orchestrator Configuration

These topics focus on how to configure Orchestrator. The options available under this menu are organized as
follows:

Overlays & Security

Networking

® Templates & Policies

® Cloud Services
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Unity Overlays

These topics describe the pages related to deploying a WAN optimization network or a software-defined Wide Area
Network (SD-WAN).

From a configuration standpoint, an SD-WAN uses Business Intent Overlays (BIOs), whereas a WANop network does
not.

Business Intent Overlays

Configuration > Overlays & Security > Business Intent Overlays

Use the Business Intent Overlays (BIOs) tab to create separate, logical networks that are individually customized
to your applications and requirements within your network. By default, there are several predefined overlays
matching a range of traffic within your network.

The overlay summary table is used for easy comparison of values between your various configured overlays. You
can select any link in the table and the Overlay Configuration dialog box launches. You also can temporarily save
your changes before officially applying those changes to your overlay. The pending configuration updates are
indicated by an orange box around the edited item. Select Save and Apply Changes to Overlays when you are
ready to apply the changes and select Cancel if you want to delete the changes.

Overview

Orchestrator matches traffic to an ACL, progressing down the ordered priority list of overlays until it identifies the
first one that matches. The matched traffic is then analyzed against the overlay's Internet Traffic configuration and
forwarded within the fabric, or broken out to the internet based on the preferred policy order. If the software
determines that the traffic is not destined for the internet, it refers to the WAN Links & Bonding Policy
configuration and forwards traffic accordingly within the overlay.

SD-WAN Traffic to Internal Subnets

Overlay Configuration

You can begin to configure or modify a default overlay in the Overlay column. You can also select any icon on the
Business Intent Overlay page and the selected editor or dialog box opens.

Complete the following steps to configure your overlay.

1. Select the name of the overlay. The Overlay Configuration window opens. If you want to edit the default
overlay or create a new overlay, enter the new name of the overlay in the Name field.

2. Select the Match field and choose the match criteria from the menu.

3. Select the Edit icon next to the ACL field. To apply default ACLs or create your own, select Add Rule in the
Associate ACL window.

4. Select Save.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved

81



Silver Peak Unity Orchestrator User Guide

Region

To view your associated region within your overlay, select the Regions icon in the Region column in the overlay
summary table. You can modify, remove, or edit overlay settings for a selected region by expanding the list at the
right-top of the Overlay Configuration window. For more information about Regions, refer to the help on the tab.

Topology

Select the type of topology you want to apply to your overlay and network. You can choose between the following
types of topology:

® Mesh: Choose Mesh if you want to make a local network.

" Hub & Spoke: Hubs are used to build tunnels in Hub & Spoke networks and route traffic between regions. If

you choose Hub & Spoke, any appliance set as a hub will serve as a hub in any overlay applied to it. Hubs in
different regions mesh with each other to support regional routing. To configure hubs, select the Hubs link at
the top of the page.

Regional Mesh and Regional Hub & Spoke: To streamline the number of tunnels created between groups
of appliances that are geographically dispersed, you can assign appliances to Regions and select Regional
Mesh or Regional Hub & Spoke.

1. Atthe top of the page, select Regions.

2. You can add and remove a region or view the status of each overlay within a selected region.

Building SD-WAN Using These Interfaces

You can select which WAN interfaces you want to use for each device to connect to the SD-WAN. First, you assign for
your traffic to go to the Primary interfaces. If the primary interface is unavailable or not meeting the desired Service
Level Objectives configured, the Backup interfaces are used. Move the desired interfaces between Primary and
Backup. The interfaces are grayed out until moved into the Primary or Backup boxes.

Cross Connect allows you to define tunnels built between each interface label. Each appliance has a
maximum number of tunnels that it can support, and using Cross Connect increases the number of tunnels
created.

Add Backup if Primary Are: Specifies when the system should use the Backup interfaces.

+Secondary: Click +Secondary to enable secondary interfaces. You can specify when you choose
Orchestrator to go to Secondary by selecting Down or Not Meeting Service Levels.

Service Level Objective

Traffic is routed through the primary interfaces exclusively unless the service level thresholds for Loss, Latency, or
Jitter have been exceeded. If this occurs, backup interfaces are added so that the service level objective can be met.

NOTE Primary interfaces can still be used to support the overall Service Level Objective.
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Link Bonding Policy

You can select the following Link Bonding Policies when you need to specify the criteria for selecting the best route
possible when data is sent between multiple tunnels and appliances. You also can select custom bonding, which
enables you to customize link prioritization and traffic steering policies based on multiple criteria.

Field ’ Description

High Availability For critical services that cannot accept any interruption at all. For example, call
center voice or critical VDI traffic.

High Quality For typical real-time services, such as VolP or video conferencing. For example,
WebEx or business-quality Skype, VDI traffic.

High Throughput For anything where maximum speed is more important than quality. For
example, data replication, NFS, file transfers, and so forth.

High Efficiency For everything else. This option sends load balance information on multiple
links, with no FEC or overhead.

Custom Specify the following:

FEC Wait Time (in milliseconds)

Exclude links: Overlay or Underlay brownout

Link Reorder Frequency: Aggressive, Moderate, Conservative
Path Conditioning (in percentage)

Packet Reorder Wait Time (in milliseconds)

Link Selection: Waterfall or Balanced

QoS, Security, and Optimization

To further customize your overlay configuration, enter the appropriate information for the following fields.

Field ‘ Description

FW Zone Select the firewall zone you want to restrict traffic to from
an overlay.

Boost Select True or False if you want to apply any purchased

Boost to your overlay.

Peer Unavailable Option

Select the following options you want your traffic to go if a
peer is unavailable: Use MPLS, Use Internet, Use LTE,
Use Best Route, Drop.

Traffic Class

Channels traffic to the desired queue based on the applied
service. Select Best Route or Drop.

LAN DSCP Select the DSCP you want to apply as a filter to the LAN
interface.
WAN DSCP Select the DSCP you want to apply as a filter to the WAN

interface.
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Breakout Traffic to Internet and Cloud Services

You can use the Breakout Traffic to Internet & Cloud Services to monitor and manage traffic coming to or from
the internet.

Hub Versus Branch Breakout Settings

You can create different breakout policies for hubs. Any hub you select in the Topology section also displays at the
top of the Internet Traffic to Web, Cloud Services tab. When you select an individual hub, the Use Branch
Settings displays, selected, to the right of the screen. Complete the following steps to create a custom breakout
policy for that hub:

1. Clear the check box for Use Branch Settings.
2. Configure the now accessible parameters.

3. Click OK.

Preferred Policy Order and Available Policies

® You can move policies back and forth between the Preferred Policy Order and the Available Policies
columns. You also can change their order within a column. The defaults provided are Backhaul via Overlay,
Break Out Locally, and Drop.

® When you choose Break Out Locally, confirm that any selected interface that is directly connected to the

Internet has Stateful Firewall specified in the deployment profile.

® You can add services (such as Zscaler, Fortigate, or Palo Alto). The service requires a corresponding Internet-

breakout (Passthrough) tunnel for each appliance traffic to that service. To add a service, select the edit icon
next to Available Policies.

*® The Default policy you configure for internet breakout is pushed to all appliances that use the selected

Overlay. However, you might want to push different breakout rules to your hubs.

Break Out Locally Using These Interfaces, Available Interfaces, and Link Selection

You can select the best internet breakout links by specifying the type of Link Selection: Waterfall or Balance. Drag
and drop an available interface into Primary or Backup in the Break Out Locally Using These Interfaces and
complete the following steps.

1. Select Waterfall or Balanced under Link Selection.

2. If waterfall is chosen, links are ranked on the selected threshold, from best to worst. The best link is chosen
first and the next best link is chosen when the current, best link's bandwidth utilization is full. Select one of
the following ways you want Orchestrator to first determine which link to use.
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Field ‘ Description

Auto Default threshold if you do not specify the threshold for your links.

MOS Measure of the voice connect quality.

Loss Configured amount of loss the primary link is given.

Latency Configured amount of time you assign to the primary link for latency.

Fixed Order Always selects the primary interfaces set by the user. No detection of the
best set link.

NOTE Backup links are used only when all primary links are down.

3. If Balanced is chosen, enter the amount for the three Performance Thresholds: Loss, Latency, and Jitter.
Traffic is dispersed between one or more of the configured top or equally ranked links.

WARNING Random links are selected if no brownout thresholds for Loss, Latency, and Jitter have been set.

4. Click the editicon next to Break Out Locally Using these interfaces and complete the dialog box if you
choose to set IP SLA Rule destinations.

NOTE You can still enable Path Loading even if you do not select any primary links.

If you select Exclude links That Are Below Performance Thresholds, the selected policy order is applied.

Apply Overlays

Configuration > Overlays & Security > Apply Overlays

Use this page to add or remove overlays from appliances. If you select Edit Overlays, you will be redirected to the
Business Intent Overlay tab for further customization. You also can view the status of the overlays if you select
View Status.

Interface Labels

Configuration > Overlays & Security > Interface Labels

To make it easier to identify connections, you can create descriptive interface labels for each link type in your
environment. Use labels to match and route traffic into overlays. The label type specifies "which side" of the network
the interface is on. LAN labels identify LAN-side data (subnets), and WAN labels identify the WAN service, such as
MPLS, Internet, or LTE. If you edit a label, tunnels that reference that labeled interface are renamed accordingly.
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® LAN labels can be selected for a traffic access policy in a Business Intent Overlay (BIO), which in turn is

applied to an appliance with those LAN labels. All traffic matching those interfaces is automatically processed
by that BIO. If you use an ACL for a traffic access policy, the LAN label is ignored for that BIO.

WAN labels are used by Orchestrator and BIOs to determine which interfaces on different appliances should
be connected by tunnels built by Orchestrator. Orchestrator automatically pushes interface labels to
appliances it manages.

Manage Labels

Use the Interface Labels dialog box to manage labels in Orchestrator, available under Configuration > Overlays &
Security > Interface Labels.

Interface Labels x
15 Rows Search |
Edit | Type Label
# | wan MPLS &
4 wen SAT1 (Hub & Spoke)
4 ven LTEB (Hub & Spoke)
4 van LTEA (Hub & Spoke)
4 wan INETC
£ wan INETB
# | wan INETA
& lan Wired_Lan b4
# lan LOOPBACKZ X -
Use labels ta match and route traffic into overlays. Type spedifies “which side” of the network the
intarface i on. LAN [abels identify LAN-side data (subnets), and WAN labels identify the WAN service.
If you edit 2 fabel, tunnels that reference that labeled interface are renamed accordingly.
Labels used in overlays or tunnel groups cannot be deleted.
)

From this dialog box, you can create, edit, or delete labels.

Create a Label
1. Click New Label.

The Interface Label Configuration dialog box opens.

Interface Label Configuration X
wan lan
Label Name LTEL
Topology Hub & Spoke ¥
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2.

3.

Select wan or lan for the label type.

Enter a descriptive name in the Label Name field.

NOTE For WAN labels, if you want to allow Orchestrator to build tunnels using this label in any topology,
leave the Topology selection set to any. If you want to override BIO settings and exclude this label in Full
Mesh overlays, set Topology to Hub & Spoke.

Click Done to save your changes and close the dialog box. Otherwise, click Close to cancel and return to the
list of interface labels.

Edit a Label

In the Interface Labels dialog box, click the edit icon to the right of an existing label.
Select wan or lan for the label type—you cannot change the label type if the label is currently in use.

If you want to change the label name, modify it in the Label Name field.

NOTE For WAN labels, if you want to allow Orchestrator to build tunnels using this label in any topology,
leave the Topology selection set to any. If you want to override BIO settings and exclude this label in Full
Mesh overlays, set Topology to Hub & Spoke.

Click Done to save your changes and close the dialog box. Otherwise, click Close to cancel and return to the
list of interface labels.

Delete a Label

1.

3.

In the Interface Labels dialog box, click the X icon to the left of a label you want to delete.

NOTE Labels used in overlays cannot be deleted.

The label is deleted from the list but can be restored by closing the dialog box without saving.

To save your changes and permanently delete the label, click Save.

WARNING When deleting a label, a confirmation message warns you that deleted interface labels will be
removed from all policies, interfaces, and deployment profiles that are currently using the label.

Click Save to confirm the removal. Otherwise, click Cancel to return to the Interface Labels dialog box.

Hubs

Configuration > Overlays & Security > Hubs

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved

87



Silver Peak Unity Orchestrator User Guide

On this tab, you can add, remove, and associate hubs to a specified region within the Regional Mesh or Regional
Hub-and-Spoke topologies configured on the Business Intent Overlay tab.

You can specify whether a hub will re-advertise routes that were previously received from a spoke in the hub's
region or a hub in another region.

NOTE This feature requires appliance software version 9.1.0 or later.

You also can access the Regions tab and Business Intent Overlay tabs by clicking the links at the top of the page.
Complete the following steps to add a hub:

1. Starttyping a name or select the appliance you want make a hub from the list.

2. Select one of the following:

" Re-Advertise Routes - This hub will re-advertise its routes so that other appliances can learn them.

This hub also will re-advertise routes learned from other EdgeConnects within its region.
" Do Not Re-Advertise Routes (Stub Hub) - This hub will not re-advertise routes learned from other
regions or spokes within the current region. All local routes (static, directly connected, BGP, and OSPF)

will still be advertised. Hubs that do not re-advertise their routes are Stub hubs.
3. Click Add Hub.

To delete a hub, select the X icon next to the hub you want to delete.

NOTE You must remove all overlays before you can revert a hub back to a spoke.

Deployment Profiles

Configuration > Overlays & Security > Deployment Profiles

Instead of configuring each appliance separately, you can create various Deployment Profiles and provision a
device by applying the profile you want. For example, you can create a standard format for your branch.

TIP For a smoother workflow, complete the DHCP Server Defaults tab (Configuration > Networking > DHCP
Server Defaults) before creating Deployment Profiles.

You can use Deployment Profiles to simplify provisioning, regardless of whether you choose to create and use
Business Intent Overlays.

NOTE You cannot edit IP/Mask fields because they are appliance-specific.
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Map Labels to Interfaces

® Onthe LAN side, labels identify the data, such as data, VolP, or replication.

® Onthe WAN side, labels identify the service, such as MPLS or Internet.
® To create a global pool of labels, either:
® Click the edit icon next to Label.
Navigate to Configuration > Overlays & Security > Interface Labels.

" Ifyou edit a label, the change propagates appropriately. For example, it renames tunnels that use that

labeled interface.

LAN-side Configuration: DHCP

" By default, each LAN IP acts as a DHCP Server when the appliance is in (the default) Router mode.

The global defaults are set in Configuration > Networking > DHCP Server Defaults and pre-populate this
page. The other choices are No DHCP and having the appliance act as a DHCP/BOOTP Relay.

Enter the LAN interface from the drop-down. Click +IP to add a specific IP address.
Enter the IP address of the specific LAN interface above the NO DHCP link.

The firewall zones you have already configured will be in the list under FW Zone. Select the Firewall Zone you
want to apply to the LAN you are deploying.

NOTE You can only change the segment being applied for the LAN interfaces.

WAN-side Configuration

® Select the WAN-side label you want to apply to this deployment. Click the edit icon to add a new interface or
delete a previously configured interface.

Firewall Zone: Zone-based firewalls are created on the Orchestrator. A zone is applied to an Interface. By
default, traffic is allowed between interfaces labeled with the same zone. Any traffic between interfaces with
different zones is dropped. Users can create exception rules (Security Policies) to allow traffic between
interfaces with different zones. The firewall zones you have already configured will be in the list under

FW Zone. Select the Firewall Zone you want to apply to the WAN you are deploying.

Firewall Mode: Four options are available at each WAN interface:

" Allow All permits unrestricted communication.
" stateful only allows communication from the LAN-side to the WAN-side.
Use this if the interface is behind the WAN edge router.

Stateful with SNAT applies Source NAT to outgoing traffic.
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Use this if the interface is directly connected to the Internet.

" Harden

For traffic inbound from the WAN, the appliance accepts only IPSec tunnel packets that terminate on
an EdgeConnect appliance.

For traffic outbound to the WAN, the appliance only allows IPSec tunnel packets and management
traffic that terminate on an EdgeConnect appliance.

WARNING Activating fail-to-wire will DISABLE ALL firewall rules.

NAT Settings: When using NAT, use in-line Router mode to ensure that addressing works properly. That means you
configure paired single or dual WAN and LAN interfaces on the appliance. Select one of the following options:

If the appliance is behind a NAT-ed interface, select NAT.

If the appliance is not behind a NAT-ed interface, select Not behind NAT.

" Enter an IP address to assign a destination IP for tunnels being built from the network to this WAN interface.

Shaping: You can limit bandwidth selectively on each WAN interface.

" Total Outbound bandwidth is licensed by model. It is the same as max system bandwidth.

*® To enter values for shaping inbound traffic (optional), you must first select Shape Inbound Traffic.

EdgeConnect Licensing: Only visible on EdgeConnect appliances.

® For additional bandwidth, you can purchase Plus, and then select it here for this profile.

® If you have purchased a reserve of Boost for your network, you can allocate a portion of it in a Deployment

Profile. You also can direct allocations to specific types of traffic in the Business Intent Overlays.

® To view how you have distributed Plus and Boost, navigate to the Configuration > Overlays & Security >
Licensing > Licenses tab.

" Select the appropriate licensing you have applied to your EdgeConnect appliance from the menu. The

licenses will only display depending on the licenses you have for that particular account. You can select the
following licensing options:

Mini

Base

Base + Plus
50 Mbps
200 Mbps

500 Mbps
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1 Gbps

2 Gbps

Unlimited

NOTE You must have the correct hardware to support the license selected.

BONDING
® When using an NX or EdgeConnect appliance with four 1Gbps Ethernet ports, you can bond like pairs into a
single 2Gbps port with one IP address. For example, wanO0 plus wan1 bond to form bwan0. This increases
throughput on a very high-end appliance and/or provides interface-level redundancy.

For bonding on a virtual appliance, you would need to configure the host instead of the appliance. For
example, on a VMware ESXi host, you would configure NIC teaming to get the equivalent of etherchannel
bonding.

Whether you use a physical or a virtual appliance, etherchannel also must be configured on the directly
connected switch/router. Refer to the Silver Peak user documentation.

Descriptions
DHCP Server
Field ‘ Description
Default gateway When selected, indicates the default gateway is being used.
Default lease, Specify, in hours, how long an interface can keep a DHCP-
Maximum lease assigned IP address.
DHCP failover Enables DHCP failover. To set up DHCP failover, click the Failover
Settings link.
DHCP Pool Subnet/Mask Enter the DHCP pool subnet and mask IP addresses.
DNS server(s) Specifies the associated Domain Name System server(s).
Exclude first N addresses Specifies how many IP addresses are not available at the
beginning of the subnet's range.
Exclude last N addresses Specifies how many IP addresses are not available at the end of
the subnet's range.
NetBIOS name server(s) Used for Windows (SMB) type sharing and messaging. It resolves
the names when you are mapping a drive or connecting to a
printer.
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Field ‘ Description

NetBIOS node type NetBIOS node type of a networked computer relates to how it
resolves NetBIOS names to IP addresses. There are four node
types:

® B-node - 0x01 Broadcast

P-node - 0x02 Peer (WINS only)
M-node - 0x04 Mixed (broadcast, then WINS)
H-node - 0x08 Hybrid (WINS, then broadcast)

NTP server(s) Specifies the associated Network Time Protocol server(s).

Subnet Mask Mask that specifies the default number of IP addresses reserved
for any subnet. For example, entering 24 reserves 256 IP
addresses.

DHCP/BOOTP Relay

Field ‘ Description

Destination DHCP/BOOTP Server IP address of the DHCP server assigning the IP addresses.

Enable Option 82 When selected, inserts additional information into the packet

header to identify the client's point of attachment.

Option 82 Policy Tells the relay what to do with the hex string it receives. The
choices are append, replace, forward, or discard.

A More Comprehensive Guide to Basic Deployments

This section discusses the basics of three deployment modes: Bridge, Router, and Server modes.

It describes common scenarios, considerations when selecting a deployment, redirection concerns, and some
adaptations.

For detailed deployment examples, refer to the Silver Peak website for various deployment guides.

In Bridge Mode and in Router Mode, you can provide security on any WAN-side interface by hardening the
interface. This means:

*® For traffic inbound from the WAN, the appliance accepts only IPSec tunnel packets.

For traffic outbound to the WAN, the appliance only allows IPSec tunnel packets and management traffic.

Bridge Mode
Single WAN-side Router

In this deployment, the appliance is in-line between a single WAN router and a single LAN-side switch.
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A\ siverpeak-
Bandwidth
Interface Label #* 1PMask VLAM Label & PW Maode Interface (Kbps) Mext Hop
|lan0 ¥ — Voice ¥ H — MPLS ¥  Allow all ¥ wand ¥ :
bvi +IP DT
+Eridge Interface 1
1
1
| ECale
+
Dual WAN-side Routers
This is the most common 4-port bridge configuration.
A\ siverpeak-
Bandwidth
Interface Label & 1P/ Mask VLAN Label & FW Mode Interface {Kbps) Next Hop
lan0 ¥ ] Voice v [ meLs v Hallow all * X wano_v |
bui0 +IP BT
lani ¥ — Data ¥ £ H — LTE ¥ — Allow All ¥ * wanl ¥ :
buitl +Ip bAT
+Bridge Interfzce :
1
! £ cale
+

® 2 WAN egress routers / 1 or 2 subnets / 1 appliance

® 2 separate service providers or WAN services (MPLS, IPSec VPN, MetroEthernet, and so forth)

Considerations for Bridge Mode Deployments

Do you have a physical appliance or a virtual appliance?

Avirtual appliance has no fail-to-wire, so you would need a redundant network path to maintain connectivity
if the appliance fails.

If your LAN destination is behind a router or L3 switch, you need to add a LAN-side route (a LAN next-hop).

If the appliance is on a VLAN trunk, you need to configure VLANs on the EdgeConnect appliance so that the
appliance can tag traffic with the appropriate VLAN tag.

Router Mode

There are four options to consider:

1. Single LAN interface & single WAN interface

2. Dual LAN interfaces & dual WAN interfaces
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3. Single WAN interface sharing LAN and WAN traffic

4. Dual WAN interfaces sharing LAN and WAN traffic

For best performance, visibility, and control, Silver Peak recommends Options #1 and #2, which use separate
LAN and WAN interfaces. And when using NAT, use Options #1 or #2 to ensure that addressing works properly.

#1 - Single LAN Interface & Single WAN Interface

A\ siverpeak
LAN Interfaces +Add WAN Interfaces +Add
Bandwidth
Interface  VLAN ~ FWZone »*  Segment Label /* IP/Mask ® PMask Label /* Segment FWZone/ FWMode VIAN Interface | (KDPS) Next Hop
lan0 Vv H [~ Default Vv = PURPLE v — None Y L — MPLS1 [ Default —v-— Default v [ Allow Al V' |~ — wan0 V: u

P No DHCP va 4P Not behind NAT

For this deployment, you have two options:

1. You can put Silver Peak in-path. In this case, if there is a failure, you need other redundant paths for high
availability.

2. You can put Silver Peak out-of-path. You can redirect LAN-side traffic and WAN-side traffic from a router or
L3 switch to the corresponding Silver Peak interface, using WCCP or PBR (Policy-Based Routing).

To use this deployment with a single router that has only one interface, you could use multiple VLANSs.

#2 - Dual LAN Interfaces & Dual WAN Interfaces

A\ siverpeak
LAN Interfaces +Add WAN Interfaces +Add
Bandwidth
Inteface VIAN  FWZone »*  Segment Label ,* 1P/Mask . PMask o Label S Segment FWZone s FWMode VIAN Interface | (KDPS)} Next Hop
lan0 v = — Default v — PURPLE vV — None v — x x — MPLS1 v [ Default v Default v — Allow Al Vv — — wan0 \/: -
P No DHCP ® Vig P Not behind NAT
— Default v — Default v = None Al | x x None V iDefault v Default  —AllowAl vV < = ——-=--=1 :

No DHCP Not behind NAT

This deployment redirects traffic from two LAN interfaces to two WAN interfaces on a single EdgeConnect appliance.

2 WAN next-hops / 2 subnets / 1 appliance

2 separate service providers or WAN services (MPLS, IPSec VPN, MetroEthernet, and so forth)
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Out-of-path dual LAN and dual WAN interfaces

Router

Internet

Router

For this deployment, you have two options:

1. You can put Silver Peak in-path. In this case, if there is a failure, you need other redundant paths for high
availability.

2. You can put Silver Peak out-of-path. You can redirect LAN-side traffic and WAN-side traffic from a router or
L3 switch to the corresponding Silver Peak interface, using WCCP or PBR (Policy-Based Routing).

#3 - Single WAN Interface Sharing LAN and WAN traffic

A\ siverpesk-
LAN Interfaces +add WAN Interfaces +add
Bandwidth
Silver Peak recommends adding a LAN side (Kbps)
interface for best visibility and control. ' 1P/ Mask Label »" FW Zone#"  FW Mode VLAN  Interface Next Hop

=+ 100000
M Guest_Wi ¥ — Hard ¥ = m 0 v =2
one uest_Wi rden wan '+ 100000

None +IP T
MPLS

Internet
LTE
Internet2

E Cale

_—————

This deployment redirects traffic from a single router (or L3 switch) to a single subnet on the EdgeConnect
appliance.
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This mode only supports out-of-path.

When using two Silver Peaks at the same site, this is also the most common deployment for high availability
(redundancy) and load balancing.

For better performance, control, and visibility, Silver Peak recommends Router mode Option #1 instead of
this option.

#4 - Dual WAN Interfaces Sharing LAN and WAN traffic

A siverpeak-
LAN Interfaces +Add WAN Interfaces +Add
Bandwidth
Silver Peak recommends adding a LAN side . = (T(b‘gls)
Interface for best visibility and control. ] 1P/Mask ® Label »* Segment FWZone s FWMode VIAN  Interface Next Hop
j — MPLS1 \ [—Default v Default v — Allow Al \/ (— — wan0 V: n
| vig, 4P Not behind NAT
I x None V [tDBefault—Vv-— Default V HAllow Al vV = = |——===="1 : |

v4 Not behind NAT

i 3Cale

This deployment redirects traffic from two routers to two interfaces on a single EdgeConnect appliance.

This is also known as Dual-Homed Router Mode.

2 WAN next-hops / 2 subnets / 1 appliance.
2 separate service providers or WAN services (MPLS, IPSec VPN, MetroEthernet, and so forth).
| |

This mode only supports out-of-path.

For better performance, control, and visibility, Silver Peak recommends Router mode Option #2 instead of
this option.

Considerations for Router Mode Deployments

Do you want your traffic to be in-path or out-of-path? This mode supports both deployments. In-path
deployment offers much simpler configuration.

Does your router support VRRP, WCCP, or PBR? If so, you might want to consider out-of-path Router mode
deployment. You can set up more complex configurations, which offer load balancing and high availability.

Are you planning to use host routes on the server/end station?

In the rare case when you need to send inbound WAN traffic to a router other than the WAN next-hop router,
use LAN-side routes.

Examine the Need for Traffic Redirection

Whenever you place an appliance out-of-path, you must redirect traffic from the client to the appliance.
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There are three methods for redirecting outbound packets from the client to the appliance (known as LAN-side
redirection, or outbound redirection):

" PBR (Policy-Based Routing) - Configured on the router. No other special configuration required on the

appliance. This is also known as FBR (Filter-Based Forwarding).

If you want to deploy two Silver Peaks at the site, for redundancy or load balancing, you also need to use
VRRP (Virtual Router Redundancy Protocol).

® WCCP (Web Cache Communication Protocol) - Configured on both the router and the EdgeConnect
appliance. You also can use WCCP for redundancy and load balancing.

Host routing - The server/end station has a default or subnet-based static route that points to the
EdgeConnect appliance as its next hop. Host routing is the preferred method when a virtual appliance is
using a single interface, mgmto, for datapath traffic (also known as Server Mode).

To ensure end-to-end connectivity in case of appliance failure, consider using VRRP between the appliance
and a router, or the appliance and another redundant Silver Peak.

How you plan to optimize traffic also affects whether or not you also need inbound redirection from the WAN
router (known as WAN-side redirection):

" If you use subnet sharing (which relies on advertising local subnets between EdgeConnect appliances) or

route policies (which specify destination IP addresses), you only need LAN-side redirection.

If, instead, you rely on TCP-based or IP-based auto-optimization (which relies on initial handshaking outside
a tunnel), you must also set up inbound and outbound redirection on the WAN router.

® For TCP flows to be optimized, both directions must travel through the same client and server appliances. If

the TCP flows are asymmetric, you need to configure flow redirection among local appliances.
A tunnel must exist before auto-optimization can proceed. There are three options for tunnel creation:

" If you enable auto-tunnel, the initial TCP-based or IP-based handshaking creates the tunnel. This means

that the appropriate LAN-side and WAN-side redirection must be in place.
" You can let the Initial Configuration Wizard create the tunnel to the remote appliance.

" You can create a tunnel manually on the Configuration > Networking > Tunnels > Tunnels page.

Server Mode

This mode uses the mgmtO0 interface for management and datapath traffic.
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A\ siverpeak-

Bandwidth

1P/Mask Label #* Interface | (KbPS) Next Hop

None i mgmtd

ADD DATA INTERFACES

® You can create additional data-plane Layer 3 interfaces to use as tunnel endpoints.

® Toaddanew logical interface, click +IP.

Deployment - EdgeConnect HA

The EdgeConnect High Availability (HA) mode is a high availability cluster configuration that provides appliance
redundancy by pairing two EdgeConnect devices together.

When a deployment profile configures two EdgeConnect appliances in EdgeConnect HA mode, the resilient cluster
acts as a single logical system. It extends the robust SD-WAN multipathing capabilities such as Business Intent
Overlays seamlessly across the two devices as if they were one entity.

With EdgeConnect HA mode, a WAN uplink is physically plugged into a single one of the EdgeConnect appliances but
is available to both in the cluster. For WAN connections that perform NAT (for example, a consumer-grade
Broadband Internet connection), it means that only a single Public IP needs to be provisioned in order for both
EdgeConnect devices in the EdgeConnect HA cluster to be able to build Business Intent Overlays using that transport
resource.

Enable EdgeConnect HA Mode

1. Inthe appliance tree, select the appliance, and then right-click to select Deployment from the contextual
menu. The appliance's Deployment page appears.

2. Select the EdgeConnect HA check box.

3. Configure the interfaces (LAN and WAN-side) on both EdgeConnect devices to reflect the WAN connections
that are plugged into each one of the respective appliances.
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NOTE Both EdgeConnect devices will be able to leverage all WAN connections regardless of which chassis
they are physically plugged into. It is, however, important to match the deployment profile interface
configuration to the actual chassis the WAN connection is physically, directly connected to.

4. Select the physical ports on the respective EdgeConnect appliances that you will connect to each other using
an Ethernet cable (RJ-45 twisted pair or SR optical fiber).

NOTE You can choose any LAN or WAN port combination for this HA Link that is available on the respective
EdgeConnect chassis. You must match the media type and speed for both ends of the HA link. (For example,
1 Gigabit-Ethernet RJ-45 to RJ-45 or 10 Gigabit-Ethernet multimode fiber LC-connector-to-LC-connector). Also,
note that you cannot use MGMT ports for the HA Link; only LAN or WAN ports.

IPSec over UDP Tunnel Configuration

For both EdgeConnect appliances in a high availability cluster to be able to share a common transport connection,
you must set the tunnel type to IPSec over UDP mode.

See Tunnel Settings in the Orchestrator (Orchestrator > Orchestrator Server > Tools > Tunnel Settings).

NOTE /f you are deploying a network with EdgeConnect appliances running VXOA 8.1.6 or higher and Orchestrator 8.2 or
higher, the tunnel type is already set to IPSec over UDP mode by default.

VRRP Configuration

Typically, in a branch site deployment, you will choose to configure the cluster with a VRRP protocol and assign a VIP
(virtual IP) address to the cluster.

Set the VRRP priority of the preferred LAN-side Primary EdgeConnect to 128.

Set the other, Secondary appliance’s VRRP priority to 127.

LAN-side Monitoring

The IP SLA feature should be configured to monitor the LAN-side VRRP state in order to automatically disable subnet
sharing from that appliance in the case of a LAN link failure.

For more information, refer to the IP SLA configuration guide.
Firewall Zones

Configuration > Overlays & Security > Security > Firewall Zones
Zone-based firewalls are created on the Orchestrator.

A zone is applied to an Interface.
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By default, traffic is allowed between interfaces labeled with the same zone.

Any traffic between interfaces with different zones is dropped.

Users can create exception rules (Security Policies) to allow or deny traffic between interfaces within the same or
different zones.

Firewall Zones

Name
Default
GuestWifi x
POS X
POS_WAN X

Close |

NOTE "Default" will always be the initial default zone. You cannot have another zone named "Default".

NOTE The name of your firewall cannot exceed 16 characters and cannot contain any special characters. It can
contain alphanumeric characters and underscores only.

Internet Traffic

Configuration > Overlays & Security > Internet Traffic Definition

Internet traffic is any traffic that does NOT match the internal subnets listed on this dialog box.
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Internet Traffic b4

Internet traffic is defined as any fraffic that DOES NOT MATCH the infernal subnets below.

Internal Subnets

| Add | | Bulk Add/Replace |

Subnet/Mask I
192.168.0.0/16 b4
172.16.0.0/12 X
10.0.0.0/8 X

IPSec Pre-Shared Key Rotation

Configuration > Overlays & Security > Security > IPSec Key Rotation

Use this dialog box to schedule the rotation of auto-generated IPSec pre-shared keys.

Failure Handling and Orchestrator Reachability

Orchestrator distributes key material to all EdgeConnect appliances in the network. Immediately before the end of a
key rotation interval, Orchestrator activates new ephemeral key material for all of the EdgeConnect appliances in
the SD-WAN network. For key activation, all the appliances should be reachable to Orchestrator. However, there are

two cases of unreachability:

1. Inactive appliances: When appliances are inactive, they exist in the Orchestrator, but do not have tunnels
configured to any active appliances.

2. Temporary unreachability: Temporary unreachability issues occur in cases where an EdgeConnect
appliance reboots or if there is a link or communication failure. In this case, Orchestrator will not activate the
new key material until all active appliances are reachable and have received the new key material or if the
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maximum activation wait time has exceeded. If the appliance is unreachable for a period longer than the key
rotation interval, it will be treated as an inactive appliance.

Re-authorization: Inactive appliances that become active at a later point in time will be authorized to receive the
current key material. Only then will they be able to download configurations and build tunnels.

Schedule IPSec Key Rotation Dialog Box

The Schedule IPSec Key Rotation dialog box enables you to schedule your key rotation. The following tables provide
details about the two sections on this dialog box.

SD-WAN IPSec UDP Key Material Rotation Section

Field ‘ Description

Enable Key Rotation Select this check box to enable key rotation.

Persist Key Material If enabled, key material is stored on each appliance, ensuring data plane tunnels are built
quickly after an appliance reboot (no dependency on Orchestrator). If disabled, new key
material from Orchestrator is required after any reboot (Orchestrator reachability is
critical).

Max Activation Wait Maximum time Orchestrator waits before activating the new key material when there are
appliances that are not reachable. After this set time, the new key material is activated on
all reachable appliances.

Rotation Period Click the edit icon to set the rotation and the time you want the key material rotation to
begin. Click Force Rotate to immediately start a new key material rotation.

Key Material Amount of time a key material lasts.
Lifetime

CAUTION The lifetime must be at least three times the amount of the set Rotation
Period.

SD-WAN IPSec Pre-shared Key Rotation Section

Field ‘ Description
Enable Select this check box to enable.
Period Click the edit icon to set the time when you want the key rotation to begin.

Intrusion Detection System (IDS)

Configuration > Overlays & Security > Security > Intrusion Detection System (IDS)

The Intrusion Detection System (IDS) can monitor traffic for potential threats and malicious activity and generates
threat events based on preconfigured rules. Packets are copied and inspected against signatures downloaded to
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Orchestrator from Cloud Portal. Orchestrator sends appliances the signature file and any rules that have been
added to the allow list. Traffic is designated for inspection using matching rules enabled in the zone-based firewall.

Use the Intrusion Detection System tab to view status or modify the IDS configuration for appliances selected in the
appliance tree. The following information is displayed for selected appliances:

Appliance Name of the appliance.

Status Indicates whether or not IDS is enabled on the selected appliance.
Events Click Show Last 100 Events to see the 100 most recent IDS events on the selected appliance.
Stats Click Show Stats to see the following IDS statistics for the selected appliance: Decoder Packets,

Kernel Drops, Alerts Detected, and Decoder Bytes.

Intrusion Detection System @
| Enable IDS on Appliances | | 105 Allow List |
4 Rows Search |
Appliance [ Status Events Stats
- — - Enabled Show Last 100 Events Show Stats
- —— Enabled Show Last 100 Events Show Stats
- - - Enabled Show Last 100 Events Show Stats
— Disabled Show Last 100 Events Show Skats
Prerequisites

Note the following requirements about using IDS:

" IDS can be enabled only on appliances with a minimum of four cores and 16 GB of RAM.

" IDS can be enabled only on appliances running ECOS 9.1.0.0 or higher, and appliances running an earlier

version of ECOS will not be displayed on the Intrusion Detection System tab.

IDS is a licensed feature and can be enabled only on appliances that have been assigned the Advanced
Security license (see help text on the Configuration > Overlays & Security > Licensing > Licenses tab).

NOTE DS alarms are logged in standard syslog format. You can configure a logging facility for IDS and
remote log receiver to send logs to a 3rd party for additional review and analytics (see Advanced Reporting
and Analytics below).

Enable or Disable IDS on Appliances

Click Enable IDS on Appliances to add (enable) or remove (disable) IDS on all appliances displayed in the table.
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Enable / Disable IDS X

4 Rows Search |

ms [

Appliance | 1D5 State
— ves (Reimoie]
— S ves [Remove!
——— — ves Remove.

e Mo

Cancel

i

1. Select the Add check box to enable IDS on the appliances or select the Remove check box to disable IDS on
the appliances.

The proposed change in state, if any, is displayed for each appliance in the IDS State column.

2. Click Save to apply your changes or click Cancel to close the dialog box without making any changes.

Enable or Disable Rules with the IDS Allow List

By default, all rules included in the IDS signature list are enabled on all appliances where IDS is enabled. For certain
traffic or in some specific cases, however, you might want to disable logging and alarms for a rule by adding it to the
IDS allow list.

1. To manage which IDS rules are enabled and disabled, click IDS Allow List.

The Allow IDS Rules dialog box opens.
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Allow IDS Rules b
Search Rules | By Name, Description, 1D
Show Allowed Rules
22513 Rows, 1 Selected
1D Name Description Class Type Severity Allo...
2846003  Android/Hiddad.KN Che... command-and-contraol Major o
2807017 Backdoor.Win32.GF.13 . command-and-control MNA []
2018395 Possible Kelihos.F EXE ... trojan-activity A [Z]
2812180 Win32/Adware.Convert. .. pup-activity s []
2017249 %%Hex Encoded Applet .. exploit-kit MNA ]
2014906 .exe File requested ove. . policy-violation MNA
2020573  .exe download with no ... bad-unknown A [
2015674 3 redirect to data URL misc-activity MNA |:|
2024930 401TRG Generic Webs...  Alerts on generic web... web-application-attack Major ]
2031318 401TRG Liferay RCE (C... attempted-admin Major B
2024977  401TRG Perl DDos IRC...  Alerts on successful w... | trojan-activity Major [E]
2024942  401TRG Successful Mul..  Emerging Threats phi...  credential-theft Critical []
2842536 404 [ Snake Keylogoer ... This will alert on 4046, trojan-achivity Major [ -
Save || Cancel
e

2. Use the search field at the top of the table to filter the list of rules. You can click Show Allowed Rules or
Show All Rules to display only disabled rules or all rules, respectively.

NOTE |[f you disable or enable any rules, and then toggle the display between allowed and all rules without
saving, your changes will be undone.

3. Use the check box in the Allow column to disable or enable rules:
To disable a rule and add it to the allow list, select the check box.
To enable a rule and remove it from the allow list, clear the check box.

4. Click Save to apply your changes or click Cancel to close the dialog box without making any changes.

Specify Traffic to Be Inspected

You can specify the traffic to be inspected according to source and destination zone, as well as specify detailed
match criteria, using Firewall Zone Security Policies.
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From Zone Default to Zone UNTRUSTED

Source Segment | Denso Destination Segment  Default

2 Rows, 1 Selected

Prioty « Match Criteria Action

Enabled

20000 Match Everything allow
65535 Match Everything

(<

With the addition of IDS, firewall actions have the following meanings:

" allow: Allow traffic and do not inspect

® deny: Deny traffic and do not inspect

inspect: Allow traffic and inspect

NOTE No traffic will be inspected until rules with the inspect action are specified in the security policy.

For more information, see the following tabs in Orchestrator:

® Templates (Security Policies): Configuration > Templates & Policies > Templates

Routing Segmentation: Configuration > Networking > Routing > Routing Segmentation (VRF)

Advanced Reporting and Analytics

For users who are using or trying Splunk, you can install the Aruba EdgeConnect app to enable advanced reporting

and analytics using the IDS alarms forwarded from EdgeConnect appliances. Search Splunkbase for

"EdgeConnect" or click this link to search in your browser.
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Time Picker

Last 30 days

THREATS

%\

THREATS

Mon Aug 2 Mon Aug 9 Mon Aug 16 Mon Aug 23
2021

AssORTED [l DNS HTTP Bl ssH I TLs/ssL

TRENDS MOST AFFECTED GATEWAYS

Type * Count+ trend %

CENTRAL2-AWS

EAST7-AWS
ASSORTED
DNS

EMEA3-AWS
W TisissL

7500 10000 12500 15000 17.500

Follow the instructions provided to install and configure the app.

SSL Certificates Tab

Configuration > Overlays & Security > SSL > SSL Certificates

Silver Peak provides deduplication for Secure Socket Layer (SSL) encrypted WAN traffic by supporting the use of SSL

certificates and other keys.
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Topology SSL Certificates |
Manage S5L Certificates with Templates 3 minz

SSL Certificates @
Show Search

Edit|  Agpience Meme o ' Issuer . Issued To ' Certificate | Expiration Date
# | DM-VX-B dm dm

View Jan 123:19:39 2015 G...

Showing 1 to 1 of 1 entries First | P

This report summarizes the SSL certificates installed on appliances for decrypting non-Saas traffic.

" Silver Peak decrypts SSL data using the configured certificates and keys, optimizes the data, and transmits

data over an IPSec tunnel. The peer EdgeConnect appliance uses configured SSL certificates to re-encrypt
data before transmitting.

" Peers that exchange and optimize SSL traffic must use the same certificate and key.

" For the SSL certificates to function, the following also must be true:
* The tunnels are in IPsec or IPsec UDP mode for both directions of traffic.

In the Optimization Policy, TCP acceleration and SSL acceleration are enabled.

TIP For a historical matrix of Silver Peak security algorithms, click here.

SSL CA Certificates Tab

Configuration > Overlays & Security > SSL > SSL CA Certificates

This tab lists any installed Certificate Authorities (CA) that the browser uses to validate up the chain to the root
CA.
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Topology SSL CA Certificates x |

Manage S5L CA Certificates with Templates | Expart & | - | 3 mins
SSL CA Certificates @
show[25 ¥ | Search
Edit Appliance Name « Issuer Issued To Certificate Expiration Date
# | chateau Sihver Peak S5L Proxy Silver Peak S5L Proxy Wiew . Dec 31 23:59:59 2034 GMT
-—
—
View Certificate Content
Certificate:
Data:

Serial Number:

Validity
Mot Before:
Mot After :
Subject: C=us,
Subject Public
Public Key
RSA Public

Showing 1 to 1 of 1 entries

8a:
el
da:
98:

[«:H

Exponent: 65537 (@x1@2081)

:BC:

Version: 3 (@x2)
cd:a8:77:1b:f5:8d:14:ac

Signature Algorithm: shalWithRSAEncryption
Issuer: C=us, S5T=ca, L=san jose, O=silverpeak, OlU=eng, CN=dm/emailAddress=dm@gdm.com

Modulus (2848 bit):

:f5:61:7b:60:8c:57:58:bcida:BC:dd; 18:09:d3:

ice:2e;:8d:42:fe: Ff:@5:d7:69:Cf:73:ea:f7:db:
:fb:9B:4f:8F:70:8e:51:98:78:4f:ca: 36:a5:eb:
:@1:6a:6d:97:bf:ad:26:52:76:95:bB8:97:2e:71:
:e7:b0:69:40:8b:d3:cB:bci24:62:98:54:7d:d8:
:44:94:00:92:6a:e8:51:4b:6c:58:b1:c5:7b:05:
:88:80:fl:c4:fa:da:43:87:2c:bciee: 19:2d:8b:
:88:4c:ad:62:35:d5:9a:39%:eb:1F:9e: 3¢ 85:78:
:a0:ef:e5:7e:fd:30:33:74:39:1e:d0: cb:19:45:
:55:68:cd: fa:Bd:Ba:1b:@7:81:20:c2:6e:59:F9:

X5@9v3 extensions:
¥589v3 Subject Key Ide

Dec 2 23:19:39 2814 GMT
Jan 1 23:19:39 2815 GMT

5T=ca, L=san jose, O=silverpeak, OU=eng, CN=dm/emailAddress=dm@dm.com —

Key Info:

Algorithm: rsaEncrypticn

Key: (20848 bit)
d7:ea:5b:15:6a:c1:43:67:8c:29:¢c8:81:2c:b8:
:8d:f2:d9:78:18:fd:bb:46:9b:38:b3: fc:
2c:dd:85:83:f7:a6:82:6f:55:23:1a:db:al:36:
4c:6d:18:51:22:F2:85:7d:29:94:12:dc:54:b2:

c2:ca:be:64:b7:cf:a6:15:73:27:05:91:29:8¢:

14d:7c:49:c9:e@:81:9e: Fd: £3:83:¢5:
:2b:ad:8d:d2:26:da:13:74:86:31:e8:

B:Al:FE:

If the enterprise certificate that you used for signing substitute certificates is subordinate to higher level Certificate

Authorities (CA), you must add those CA certificates. If the browser cannot validate up the chain to the root CA, it

will warn you that it cannot trust the certificate.

TIP For a historical matrix of Silver Peak security algorithms, click here.

SSL for SaaS Tab

Configuration > Overlays & Security > SSL > SSL for Saa$S

This report lists the signed substitute certificates for the appliances.
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Topology SSL for Szas x‘

Manage SSL for Saas with Templates Expart ‘ & | » | 3mins
SSL for SaaS @
show|25 7 | Search
it Apofsncs Asms | Decryptssl Tssusr [ Issusd To [ Cartificate Expiration Date
s | castle No
# | chateau Yas Sihver Peak S5L Proxy Silver Peak S5L Proxy View Dec 31 23:59:59 203...
=
4
View Certificate Content
Certificate:
Jata
Version: I (Bm2)
Szrial ‘unber: 14340313823633164335 (2xcTR33771c1474843)
Signature Algorithm: shalS5cWithRSAEncryption
Issuers CN=Silver Pedk SSL Pruxy, C=US, ST=Col_ 7ot ld, L=Sanle Clard, 0=5_Luer P=ch Syslems
Validity
Hot Eeore: Jan 1 BG:92:80 2315 GMT
. . Hot &fter : Dec 31 23:53:59 2334 GMT
Showing 1 to 2 of 2 entries Subject: CN-Silver Peak SSL Proxy, C-Us, ST-Cslifornia, L-Sarta Clara, O-Silver “eak Syrtems L
Sabject Fublic Eey Info:
Punlic key Algorizhm: rsaEncryption

Fublic-Eey: {2848 LIL)
Modulus

BE:b:cf 1eD:0d: dB:1b: 51:52:67: §2:48 :32:d8: 24
2e:72:b0 8 Bt

5 1b
FEiadicoic@i 87 Bdic3 38191186 6215
be:cl

Exponent: 65537 (0:x10807)
x52ev3 extenslons:
X580y3 Basic ConsTrainTs: critical

To fully compress SSL traffic for a SaaS service, the appliance must decrypt it and then re-encrypt it.

To do so, the appliance generates a substitute certificate that must then be signed by a Certificate Authority (CA).
There are two possible signers:

For a Built-In CA Certificate, the signing authority is Silver Peak.

" The appliance generates it locally, and each certificate is unique. This is an ideal option for Proof of Concept
(POC) and when compliance is not a big concern.
[ ]

To avoid browser warnings, follow up by importing the certificate into the browser from the client-side
appliance.

For a Custom CA Certificate, the signing authority is the Enterprise CA.

*® Ifyou already have a subordinate CA certificate (for example, an SSL proxy), you can upload it to Orchestrator

and push it out to the appliances. If you need a copy of it later, just download it from here.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 110



Silver Peak Unity Orchestrator User Guide

If this substitute certificate is subordinate to a root CA certificate, also install the higher-level SSL CA
certificates (into the SSL CA Certificates template) so that the browser can validate up the chain to the root
CA.

If you do not already have a subordinate CA certificate, you can access any appliance's Configuration >

Templates & Policies > Applications & SaaS > SaaS Optimization page and generate a Certificate Signing
Request (CSR).

TIP For a historical matrix of Silver Peak security algorithms, click here.

Discovered Appliances

Configuration > Overlays & Secuity > Discovery > Discovered Appliances

This tab lists each appliance that Orchestrator discovers.

J Discovered Appliances x|

Discovered Devices @ [ Discovery Email Recipients peakeom
Show Denied Devices  Show Approved rchestrators
15 Rows Search

Serial Number Hostname 1P Address Public IP Address Location Tag Dscovered Tme > | Reachabilty Approve Deny Software Version Model
0100AABB1016 GMS-73 128.242.109.226 Vilpitas, Calfornia, US | Unassigned 10-Feb-17 11:07 — £.0.1031334 220
001BBCO90EDS reinha-ecv 10.0.233.94 128.242.109.226 | Mipitas, Calfornia, US | Unassigned 11-3an-17 11:50 Unreachable | Approve - 8.14.0_62991 ECV
001BBC090EDS rsinha-ecv 10.0.233,94 128.242.100.226 | Mipitas, Calfornia, US | Unassigned 11-3an-17 10:50 Unreachable | Approve | - 8.14.0_62091 ECV
001BBCOS0BDS reinha-ecy 10.0.233.94 128.242.109.226 Vilpitas, Calfornia, US  Unassigned 10-Jan-17 16:58 Unreachable | Approve | - 8.14.0_62991 ECV
010048881016 GMS7.3 128242109226 Mipitas, Calfornia, US | Unassigned 06-Jan-17 16:51 - 801031334 v
00188C091F38 @x1 10.0.233.189 128.242.100.226  Mipitas, Galfornia, US | Unassigned 06-3an-17 10:31 unreachable | | [ S @x
001BBCDS0BDS reinha-ecy 10.0.233.94 128.242.109.226 Vilpitas, Calfornia, US | Unassigned 06-Jan-17 10:29 Unreachable [ il - 7.38.0 62228 ECv
001BBCO90EDS rsinha-ecv 10.0.233.94 128242109226 Miptas, Calfornia, US| Unassigned 05-Jan-17 12:55 Unreachable | | - 7.39.0_62228 ECY
00188C0814D5 VA 1084310 128.242.100.226  Mipitas, Galfornia, Us | Unassigned 29-Nov-16 15114 unreachable | | [ IR oy
000C2913A38E SqaSaas-WiA 1722540215 128.242.109.226 Vilpitas, Calfornia, US  Unassigned 21-0ct-16 22:15 Unreachable | Approve | - 8.14.0 62671 X-1000
00029490805 traceroute-vib 10.0.248.33 128242109226 Miptas, Calfornia, US | Unassigned 20-0ct-16 11:44 Reachable - 8.1.1.0_60893 X-1000
000C29FC7E34 traceroute-via 10024828 128.242.100.226  Mipitas, Calfornia, US | Unassigned 20-0ct-16 11:44 Reachable ey £.1.1.0_60893 VX-1000
001BBCO91E2L reinha-ecy 128242.109.226 Vilpitas, Calfornia, US | Unassigned 20-0ct-16 11:44 Unreachable - ECv
00029790872 rsinha-vd 10.0.233.134 10.0.233.134 . Unassigned 20-0ct-16 11:44 Unreachable _ 8.02.0_59017 X-2000
000c29B3008F rsinha-nc 100233.132 Unassigned 19-0ct-16 11:41 unreachable ey £.11.0_60810 Vx-2000

To enable Orchestrator to manage an appliance after you verify its credentials, click Approve.

If the appliance does not belong in your network, click Deny. If you want to include it later, click Show
Denied Devices, locate it in the table, and click Approve.

| Discovered Appliances x|

Denied Devices @ = Discovery Email Redipicnts peak.com
Show Discovered Devices
7 Rows Search
serial Number Hostname 1p Address | Public P Address | Location Tag | Discovered Time | Reachabiity Approve | Software Version Model | Comment

000C2904F241 rsinha-va 10.0.233.164 Unassigned 19-0ct-16 11:42 Reachable _ 8.0.8.0_63501 V-3000 Appliance was delet.
10188C011E36 Eos2 10.0.25053 128242100226 | Mipitas, Calfornia, US Unassigned 30-Jan-17 16:26 Reachable Wl soeoseso ECxS Appliance was delet.
00188C121F4A ECis1 10.0.250.52 128242100226 | Mipitas, Calforria, US EC5-5an Jose. 07-Feb1714:15 Reachable SR sososssor £CXs Appliance vias delet
00188C121FAA ECs1 10025052 128242109226 | Mipitas, Calfornia, Us Unassigned 210016 11:49 Unreachable | Approve | 8060_61853 Eoxs Appliance wias delet.
001880030805 rsinha-ecv 10.0.233.54 128242100226 | Mipitas, Calforria, US Unassigned 113017 10:36 Unreachable [ Approve | | 8140 62991 £cy appliance was delet.
00188C091F38 sherpeak 249425 | 10.0.233.189 128242109226 | Mipitas, Calfornia, U Unassigned 05-3an-17 14:05 Unreachable [ Approve | 814062091 X Applance vias delet.
000C290D1901 rsinhab 10.0.233.169 Unassigned 16-0ct-16 11:45 Reachable e 2000 Appliance vias delet
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As a security measure to prevent unauthorized management of your network, any Orchestrator with your
Account Name and Account Key must be approved by the originally deployed Orchestrator.

To view the approved Orchestrators, click Show Approved Orchestrators.

| Discovered Appliances x |

Approved Orchestrators @ [&] Discovery Email Recipients peak.com

Show Discovered Devices

3 Rows search |

Serial Number | Hostname 1P Address Public IP Address | Location | Tag Discovered Time | softwareVersion | Model

0030AABB1016 Gis 128.242.109.226 Mipitas, California, US Unassigned 20-0ct-16 11:44 81330972 &V

0030AABB1016 GMS. 128242.109.226 Mipitas, California, US Unassigned 20-0ct-16 11:44 99.99.99.30654 (=8

0100AABB1016 G733 128.242.108.226 Mipitas, California, US Unassigned 20-0ct-16 11:44 7.3.10.30880 @Y

lll !
£

Preconfigure Appliances

Configuration > Overlays & Security > Discovery > Preconfiguration

Use this page to prepopulate flat data files that are matched with appliances as you add them to your network.

Preconfigure Appliances =

Preconfigure Appliances @ [ | 2¢min:

1 Rows Search

Edit | Name | Discovery Criteria Comment | Status | Modified On | Applied On | Applied Appliznce

& site-A Pending Discovery 09-May-18 16:06 X

The information in the files is a combination of items found in the Appliance Configuration Wizard, along with site-
specific information such as BGP, OSPF, IP SLA rules, VRRP, interfaces, and addressing.

You can create a new file or clone (and rename) an existing one. Make any changes with the built-in editor.

After the appliance is discovered and approved, software upgrade and configuration push are done automatically.
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New or Clone

Appliance Preconfiguration b4
Mame* 1~ ¥ Preconfiguration Template for Appliance Setup -

2 # If any fields aren't needed then remove them.
Comment 3 v appliancelnfo:

b 4 # softwareVersion - Version of the software to upgrade the appliance to,
Auto Approve when 5 # this will happen before the rest of the preconfiguration
Discovered a [ # iz applied. The valid versions to use can be seen in the
7 # "Appliance Upgrade™ dialog in Orchestrator
Discovery Criteria g # Values: string software version. ex: "8.4.8.9_12345"
" 9 # hostname - Hostname to set for this appliance
e 1e # Values: Maximum 6@ characters
Appliance Tag 11 # group - The group in the Orchestrator tree where this appliance should be
12 # added
13 = Values: Orchestrator tree group name
14 # site - Name for the site where this appliance resides.
15 # Site is mainly used to prevent building tunnels
16 # between appliances with the same site name
17 # Values: any string
18 # networkRole - Role that appliance plays in the network, specifically
19 # tunnel topology.
20 # Values: "spoke", "hub", "mesh"
21 # region - Region name used to connect hubs between regions.
22 # Values: any string
23 # location - These are put into the appliance SNMP configuration.
24 # This section is required.
25 # Location comprises the following key/value pairs:
26 # address - Address 1
27 # Vaules: any string
23 # address? - Address 2
29 # Vaules: any string
38 #  city - City
3 # Vaules: any string
33 # state - State
33 # Vaules: any string
34 # zipCode - Zip Code
35 # Vaules: any string i
‘ Save | Validate || Cancel
4
Field ‘ Description
Name Assigns a name to the preconfiguration file.
Comment Optional descriptive field.

Auto Approve when Discovered

When selected, Orchestrator finds the appliance that
matches the Discovery Criteria and automatically loads it
without needing user intervention.

When deselected, the user will be prompted to manually
approve the association of the preconfiguration file to the

appliance.

Serial Serial number associated with the appliance that is to receive
this configuration.

Appliance Tag Free-form text or unique identifier that an administrator can

associate with the appliance. Available as a discovery criteria
for EC-Vs.

Appliance Configuration Wizard

Configuration > Overlays & Security > Discovery > Configuration Wizard

Use this wizard to set up a newly added appliance or to reconfigure an appliance that is already in your network.
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NOTE Orchestrator assumes you will be pushing many of the same configuration items to each appliance. To that
end, it surveys the templates and Overlay prerequisite items and displays the Recommended Configuration list,
showing what comprehensive items you have and have not yet configured.

Recommended Configuration b4

Silver Pezk recommends configuring the following items before
running the Appliance Setup Wizard

WAN MPLS, Internet, LTE

Labels ;
LAN Woice, Data

Deployment

pml}i?;s P | Mo Profiles Crezted

Overlays »

Templates Default Template Group, my templates

DHCP Pool » | DHCP Pool not configured |

Continue to Wizard |

Appliance Wizard

Appliance Setup

Hostname* Chennai Site Name.

Group* asia v Contact Name
Admin Password Contact Email
Confirm Password Serial Number*

Software Version

Location Address 1
Address 2
a state
] Chagnai
Zip Code Country Qe
India

Region Region
< ssia

2 ©2018 Google _Terma of Use

Next>
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Appliance Wizard

Appliance Setup

Deployment Profile | Current Configuration ¥ | @

A\ siverpeak-
LAN Interfaces +Add WAN Interfaces +Add
Mext Hop Interface VLAN FW Zone Label TP/Mask 1P/Mask Label FW Zone FW Mode VLAN Interface
~lan0 Y [~ [~ Default ¥ — None ¥ —10.17.17.20/24 X 1 X10.17.18.20/24 [~ MPLS ¥ —{Default ¥ — Allow All ¥ — [|wan0 ¥
ey No DHCP#* P

% | DHCP10.0.184.154/24 | Internet

¥ —{ Default ¥ — Stateful+ ¥ —

-

Total Outbound~+
Total Inbound+

EdgeConnect

= 100,000
H v X
want ¥ |7

Bandvidth
(Kbps) Next Hop
= 100,000 N
W 10.47.184
HCP10.0.184.1

'
'
'
lzcak
.

200,000 |Kbps % 200,000 Kbps
Kbps (] Shape Inbound Traffic

EC | Base v

Licensing  Boost| 5000 | Kbps

<Previous | | Next >

Apply

Appliance Wizard

Appliance Setup

Add Local Routes @

The subnet containing the Silver Peak appliance will be automatically shared with other appliances in your network. Add additional subnets for this location below,
and they will be shared as well.
Use shared subnet information

Automatically advertise local LAN subnets

FE®

[
&

omatically advertise local WAN subnets

SubnetjMask Next Hop

Metric Advertise to Peers Exclude

e

Apply
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Appliance Wizard x
Appliance Setup
Add Business Intent Overlays to this Site Select Template Groups to be applied to this Site
Overlays build and manage connections between sites, as well as define Templates are used to configure appliance settings including:
how traffic is routed and prioritized throughout the network. The Deplay Authentication, SSL Certificates, Threshold Crossing Alerts, DNS,
Overlays tab allows you to view and manage overlays on each appliance. SaaS Optimization and DatefTime.
@ RealTime [ Default Template Group
@ Interactive N Access Lists, Shaper, System
O Demo
¥ Default Access Lists, Security Policies
() BusinessCritical 8 North America
DNS, Shaper
@ NTP
DatefTime, Logging
¥ Securityl
Security Polides
O trial
Access Lists, Security Polices
< Previous Next > ( Apply \
A
Licenses

Configuration > Overlays & Security > Licensing > Licenses

This page lists the appliance model, serial number, hostname, EdgeConnect (EC) license term, Boost license
term, and feature licenses, and license terms for the appliances selected in the appliance tree.

You can add, edit, or revoke EC licenses (EC size, Boost, or feature licenses) from an appliance.

® For EC-Enterprise accounts: A license summary including the number of used licenses and total number of

available licenses is displayed above the table. The expiration date of the Boost license and each feature
license is also listed.

NOTE EdgeConnect stops passing traffic when a license expires.

Click one of the following buttons to filter the list:

All Display all appliances

EdgeConnect Display appliances with EdgeConnect license (configured or granted)
Boost Display appliances with Boost license (configured or granted)
Feature license Display appliances with this feature license (configured or granted)
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Assign a License to an Appliance
1. Inthe appliance tree, select one or more appliances to display in the table.
2. Do one of the following:
® To assign licenses to one appliance, click the Edit icon next to that appliance.

® To assign licenses in bulk (to all appliances in the table), click Assign Licenses to Appliances.

NOTE To assign licenses in bulk, all appliances must be on the same software version.

The Assign Licenses to Appliances dialog box opens.

3. Complete the following elements as needed:

Field ’ Description

EC Select the Add/Replace check box, and then select the EC size from the
list: Mini, Base, Base + Plus, 50 Mbps, 200 Mbps, 500 Mbps, 1 Gbps, 2
Gbps, or Unlimited.

Boost Select the Add/Replace check box, and then enter the amount of Boost
to apply to the EC.

Feature licenses 1. To add a feature license, select the Add/Replace check box.

2. If required, select a license option from the list and specify a
quantity, such as amount of bandwidth.

4. Torevoke a license or Boost, select the Revoke check box next to the license or Boost you want to revoke.

NOTE If you revoke an EC license from an appliance, Silver Peak will revoke the Boost license and all feature
licenses from that appliance.

NOTE You must revoke the license from an appliance before you can RMA it. For more information on how
to RMA an appliance, see RMA Wizard.

5. Click Apply.

Cloud Portal

Configuration > Overlays & Security > Licensing > Cloud Portal
Orchestrator > Orchestrator Server > Licensing > Cloud Portal

The Cloud Portal is used to register cloud-based features and services, such as SaaS optimization and
EdgeConnect.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 17



Silver Peak Unity Orchestrator User Guide

Cloud Portal x

Host
Port a3

Registration
Account Name | dmenvin2

Account Key o
Cota dmenvin@siver-pesk.com

Regitered  Yes

Reachability

s
-

When you purchase one of these services, Silver Peak sends you an Account Name and instructions to
obtain your Account Key.You will use these to register your appliances.

The cloud portal populates the Contact field from information included in your purchase order.

Use of these services requires that your appliances can access the cloud portal via the Internet.
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Network Configuration Tabs

These topics describe the pages related to configuring and managing the network.

Deployment Tab

Configuration > Networking > Deployment

This tab provides summary and detailed views of the selected appliance's deployment settings.

To change an appliance's deployment settings, click the Edit icon next to the name of the desired appliance.

The following table describes the fields on the Summary view of this tab.

Field

Appliance Name

‘ Description

Name of the deployed appliance.

HA Name of the appliance with which this appliance is paired for EdgeConnect High
Availability (HA).
Mode Indicates the deployment mode for the appliance:

" Inline Router - Uses separate LAN and WAN interfaces to route data traffic.

Bridge - Uses a virtual interface, bvi, created by binding the WAN and LAN
interfaces.

Server - Both management and data traffic use the mgmtO interface.

Outbound Bandwidth

Deployment's total outbound bandwidth in Kbps.

Inbound Bandwidth

Deployment's total inbound bandwidth in Kbps.

WAN Labels Used

Identify the service, such as MPLS or Internet.

LAN Labels Used

Identify the data, such as data, VolP, or replication.

Segment

Names of the segments used for this appliance deployment.

Details

Select the information icon to view further deployment details of an appliance.

The following table describes the fields on the Details view of this tab.

Field

Appliance Name

‘ Description

Name of the deployed appliance.

Interface

Name of the LAN or WAN interface.

Label

Label mapped to the interface. LAN labels refer to traffic type, such as VolIP, data, or
replication. WAN labels refer to the service or connection type, such as MPLS,
internet, or Verizon.
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Field ‘ Description

Zone Firewall zone applied to the interface.

Segment Name of the segment used for this interface.

IP/Mask Interface's IP address and subnet mask.

WANY/LAN Side Indicates that the interface is WAN-side or LAN-side.

Next Hop Deployment interface's next-hop router address.

Public IP Public IP address.

Inbound Interface's inbound bandwidth in Kbps.

Outbound Interface's outbound bandwidth in Kbps.

NAT Indicates whether the appliance is behind a NAT-ed interface.
Firewall Mode Indicates the firewall mode for the appliance's WAN-side interface:

[ ] . . . .
Allow All - Permits unrestricted communication.

" stateful - Only allows communication from the LAN-side to the WAN-side. Used
if the interface is behind the WAN edge router.

Stateful+SNAT - Applies Source NAT to outgoing traffic. Used if the interface is
directly connected to the Internet.

Harden - For traffic inbound from the WAN, the appliance accepts only IPSec
tunnel packets that terminate on an EdgeConnect appliance. For traffic outbound
to the WAN, the appliance only allows IPSec tunnel packets and management
traffic that terminate on an EdgeConnect appliance.

DHCP Indicates whether the interface's IP address is obtained from the DHCP server.
HA Interface Indicates whether the interface is part of an EdgeConnect High Availability (HA) link.
Comment Additional information for this deployment interface.

Interfaces Tab

Configuration > Networking > Interfaces

The Interfaces tab lists the appliance interfaces.
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Interfaces @

48 Rows Search

Edit Applisnce Name ~ Status 1P Address/Mask Public 1P DHCP Speed Duplex MTU MAC Address
¢ Chennai lan0 “ 10.17.17.20/24 o 10000Mbys (auto) full (auto) 1500 00:0C:29:71:58:36 =
£ chennai lan1 [ w ] No 1000Mb/s (auto) full (auto) 1500 Unassigned

& Chennai an2 “ Mo 1000Mbys (auto) full (auta) 1500 Unassigned

# Chennai mgmtd “ 10.0.185.29/24 Yes 10000Mbys (auta) full (auto) 1500 D0:0C:29:71:58:2C
4 Chennai mgmt1 down 169.254.0.1/16 No 1000Mbys (auto) full (auto) 1500 Unassigned

/' Chennai wand “ 10.17.18.20/24 Mo 10000Mbys (auto) full (auta) 1500 D0:0C:29:71:58:40
' Chennai wani “ 10.0.184.154/24 Yes 10000Mbys (auto) full (auto) 1500 00:0C:29:71:58:4A
4 Chennai wan2 “ No 1000Mb/s (auto) full (auto) 1500 Unassigned

¢ Mumbai land “ 10.17.47.20/24 Mo 10000Mbys (auto) full (auto) 1500 00:0C:29:09:61:92
£ Mumbai lan1 [ w ] No 1000Mb/s (auto) full (auto) 1500 Unassigned

£ Mumbai lan2 [ w ] No 1000Mb/s (auto) full (auto) 1500 Unassigned

# Mumbai mgmtd “ 10.0.185.44/24 Yes 10000Mbys (auta) full (auto) 1500 D0:0C:29:09:61:88
4 Mumbai mgmtL down 169.254.0.1/16 No 1000Mbys (auto) full (auto) 1500 Unassigned

/' Mumbai wand “ 10.17.48.20/24 Mo 10000Mbys (auta) full (auto) 1500 D0:0C:29:09:61:9C
/' Mumbai wani “ 10.0.184.226/24 Yes 10000Mbys (auto) full (auto) 1500 00:0C:29:09:61:A6
' Mumbai wan2 “ No 1000Mb/s (auto) full (auto) 1500 Unassigned

¢ Osaka lan0 “ 10.17.43.20/24 Mo 10000Mbys (auto) full (auto) 1500 00:0C:29:51:20:CE
£ osska lan1 [ w ] No 1000Mb/s (auto) full (auto) 1500 Unassigned

& Osska lan2 [ w ] No 1000Mb/s (auto) full (auto) 1500 Unassigned

# Osaka mgmtd “ 10.0.185.42/24 Yes 10000Mbys (auta) full (auto) 1500 D0:0C:29:51:20:C4
7 osaka mgmt1 down 169.254.0.1/16 No 1000Mbys (auto) full (auto) 1500 Unassigned

/' Osaka wand “ 10.17.44.20/24 Mo 10000Mbys (auta) full (auto) 1500 D0:0C:29:51:20:D8
7 Osaka wani “ 10.0.184.224/24 Yes 10000Mbys (auto) full (auto) 1500 00:0C:29:51:20:E2

The following table describes the fields on this tab.

Field

Appliance Name

’ Description

Name of the appliance of an interface.

Name

Name of the LAN/WAN interface selected.

Status

Status of the interface (up or down.)

IP Address/Mask

IP address.

Public IP

Public IP address.

Segment

Name of the configured segment being used.

DHCP

Whether this interface's IP address is obtained from the DHCP
server. Displays as Yes, No, No data (not configured), or Invalid
data (error condition).

Speed

Current interface speed.

Duplex

Current interface duplex.

MTU

Maximum number of packets being transmitted.

MAC Addresses

MAC addresses applied to an interface.
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" As a best practice, assign static IP addresses to management interfaces to preserve their reachability.
Speed/Duplex should never display as half duplex after auto-negotiation. If it does, the appliance will
experience performance issues and dropped connections. To resolve, check the cabling on the appliance and
the ports on the adjacent switch/router.

To directly change interface parameters for a particular appliance, click the edit icon. It takes you to the
Appliance Manager's Configuration > Interfaces page.

To change the IP address for a lan or wan interface, either use the Appliance Manager's Configuration >
System & Networking > Deployment page or the CLI (Command Line Interface).

To change the IP address for mgmt0, either use the Appliance Manager's Administration > Basic Settings
> Hostname/IP page or the CLI.

Terminology
blan Bonded LAN interfaces (as in lan0 + lan1).
bvi0 Bridge Virtual Interface. When the appliance is deployed in-line (Bridge mode), it is the
routed interface that represents the bridging of wan0 and lanO.
bwan Bonded WAN interfaces (as in wan0 + wan1).
tlan 10-Gbps fiber LAN interface.
twan 10-Gbps fiber WAN interface.
NAT

NAT allows for multiple sites with overlapping IP addresses to connect to a single SD-WAN fabric. You can configure
S-NAT (Source Network Address Translation), D-NAT (Destination Network Address Translation), destination TCP,
and UDP port translation rules to LAN to SD-WAN fabric traffic in the ingress and egress direction. The following
address translation options are supported:

1:1 source and destination IP address translation
1:1 subnet to subnet source and destination IP address translation

Many to one IP source address translation

® NAT pools for translated source IP address

You can view both NAT Rules and NAT Pools within your network by selecting NAT Rule or NAT Pools at the top of
the page. You also can export a CSV file of your branch NAT traffic. Select the Edit icon to add rules to your NAT and
NAT Pools.
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NAT Rules and Pools

You can add NAT rules by completing all the values in the table shown below. Each NAT rule has a directional field or
value. Outbound rules are applied to the traffic flows initiated from the LAN, destined to the SD-WAN fabric.
Inbound rules are applied to the traffic flows initiated from the SD-WAN fabric destined to the LAN. Return traffic for
a given flow does not require an additional rule. The destination IP address must be configured for each rule.

NOTE You must disable advertisements of local, static routes on the LAN side at the site so the routes are
completely unique. Additionally, you must configure static routes for NAT pools and advertise them to the SD-WAN
fabric by enabling Advertise to Silver Peak Peers.

Complete the following steps to add a rule to your NAT:

1. Select Add Rule.

2. Complete the following values in the table by selecting any of the columns.

Field ’ Description

Priority Order in which the rules are executed; the lower the priority, the higher
the chance your NAT rule will be applied.

Name of the LAN interface the NAT rule is using. This is configurable for
an outbound NAT rule only.

LAN Interface

Segment Name of the segment being used.

Direction Select the direction the traffic is going:
* Outbound (LAN to Fabric)
Inbound (Fabric to LAN)

Protocol Type of protocol being used for each NAT.
Source Original source IP address of the IP packet.
Destination Address of the LAN/WAN interface where the traffic is going to.

Translated Source

Translated source IP address when the NAT rule is applied.

Translated Destination

Translated destination IP address when the NAT rule is applied.

Enabled Select this check box to enable your customized NAT rule. Direction can
be both inbound or outbound.
Comment Any comment you want to add pertaining to your NAT rule.
Criteria Match: LAN interface, direction, source, destination
Set: Translated source, translated destination
NAT Pools

You also have the option to configure a NAT pool. Complete the following steps to create a NAT pool:
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1. Select the Edit icon on the NAT tab. The NAT window opens.
2. Select the NAT Pools icon. The NAT Pools window opens.
3. Select Add.

4. Select the columns in the table, starting with Name, to enter information about your Pool.

Field ‘ Description

Name Name of your pool.

Direction Whether the traffic is outbound or inbound.

Subnet IP address of the subnet.

Translate Ports Enable source port address translation if the NAT pool is too small to

accommodate multiple, flows simultaneously with 1:1 IP address translation.

VRRP Tab

Configuration > Networking > VRRP

This tab summarizes the configuration and state for appliances deployed with Virtual Router Redundancy
Protocol (VRRP).

In an out-of-path deployment, one method for redirecting traffic to the EdgeConnect appliance is to configure VRRP
on a common virtual interface. Possible scenarios are:

® When no spare router port is available, a single appliance uses VRRP to peer with a router (or Layer 3 switch).

This is appropriate for an out-of-path deployment in which no redundancy is needed.

" Apair of active, redundant appliances use VRRP to share a common, virtual IP address at their site. This
deployment assigns one appliance a higher priority than the other, thereby making it the Master appliance,
and the other the Backup.

WCCP Tab

Configuration > Networking > WCCP

Use this page to view, edit, and delete WCCP Service Groups.
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‘ Topology ‘ ‘ WCCP x¢ ‘
[Emot] [e]-]
wcep @
5 Rows Search -
Edit Applance Name = | GroupID Oper Status | Admin | Router IP Protocol Interface Compatibility . Forwarding Met... Advanced Settings
# | Tallinn No data avaiabie
4 line-va Not applicabie s this applance is in Bridge mode.
# | laine-vd Not applicable as this applance is in Bridge mode.
4 bine2wa Not applieabie s this appkance is in Bridge mode,
# | laine2-ud Not applcable as this applance is in Bridge mode.

Web Cache Communications Protocol (WCCP) supports the redirection of any TCP or UDP connections to appliances
participating in WCCP Service Groups. The appliance intercepts only those packets that have been redirected to it.
The appliance optimizes traffic flows that the Route Policy tunnelizes. The appliance forwards all other traffic as
pass-through or pass-through-unshaped, as per the Route Policy.

INFO Refer to the Silver Peak Network Deployment Guide and the SD-WAN Deployment Guide for examples, best
practices, and deployment tips.

PPPoE Tab

Configuration > Networking > PPPoE

Point-to-Point Protocol over Ethernet (PPPOE) is a network protocol for encapsulating PPP frames inside Ethernet
frames. It is used mainly with DSL services where individual users connect to a DSL modem over Ethernet.
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PPPOE x |

| Export | | & | - | Deployment | Interfaces | PPPoE
PPPcE @
7 Rows Search
Edit | Appliance Name + PPPGE Name Ethernet Device | Details
& | Paris FPPPaF was not configured on the Appliance.
# | Milan PPPof was not corfigured on the Appliance.
# | London PPPaF was not configured on the Apofance.
& | Geneva PPPaF was not configured on e Appliance,
# | Frankfurt FPPPaF was not configured on the Appliance,
#" | Edinburgh PPPoF was not configured on the Apoliance.
# | Barcelona PPPaF was not configured on the Appliance,

When configuring a PPPoE connection, complete the following fields:

Field ‘ Description

Ethernet Device Specifies the physical interface to use for sending the protocol. Generally, this is a
WAN-side interface.

Password This is set up with your Internet Service Provider (ISP).
PPPoE Name Name is ppp followed by a numerical suffix from 0 to 9.
User Name This is set up with your Internet Service Provider (ISP).

Generally, this is all the configuration required. If your ISP is fine-tuning the access, you might be asked to configure
some of the Optional Fields, below.
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Add PPPoE - Paris ¥
PPPOE Name pppl0 ¥ |
User Name
Password 8
Ethernet Device wanl ¥

Optional Fields

UNIT 0 Connect Timeout 30
LCP Failure 3 Connect Pall 2
LCP Interval 20 Service Name

DNS Type NOCHANGE ¥ ACNAME

DNS1 0.0.0.0 Default Route [
DNS2 0.0.0.0

Add || Cancel

‘ |

Field Description

ACNAME Access Concentrator Name. Provided by ISP.

Connect Poll Specifies how many times to try to establish the link. The default value is 2.
Connect Timeout When trying to establish the link, this specifies how many seconds until the effort

times out. The default value is 30 seconds.

Default Route If the check box is selected, the connection uses the default gateway provided by
the ISP.
DNS Type This specifies the resolver to use:

NOCHANGE - Do not accept or configure the ISP's Domain Name Server (DNS).
Use the DNS configured on the Administration > General Settings > Setup >
DNS tab.

SERVER - Accept the ISP's DNS. This then overrides Silver Peak's DNS
configuration.

SPECIFY - Use DNS1 and DNS2 to resolve domain names.

LCP Failure Link Control Protocol Failure. Specifies the number of times the keep-alive can fail
before the link goes down. The default value is 3.

LCP Interval The default value for this keep-alive interval is 20 seconds.

Service Name Provided by ISP.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 127



Silver Peak Unity Orchestrator User Guide

Loopback Interfaces

Configuration > Networking > Loopback Interfaces

The loopback feature enhances reliability and security by enabling you to access your network using a single static
IP address. If one interface goes down, you can access all interfaces through the single static IP address.

To add a loopback interface to your network:

1. Navigate to Configuration > Networking > Loopback Interfaces.
The Loopback tab opens.

2. Click the edit icon next to the appliance to which you want to add a loopback interface.
The Loopback Interfaces dialog box opens.

3. Click Add.
The Add Interface dialog box opens.

4. Configure the following elements as needed:

Field ‘ Description

Segment Name of the segment, if enabled.

Interface Name of the loopback interface.

IP/Mask IP address for the loopback interface.

Admin Select whether the admin status is up or down.

Label Label of the loopback interface.

Zone Zone you want to apply to your loopback interface.
5. Click Add.

Loopback Orchestration

Configuration > Networking > Loopback Orchestration

You can create a pool of loopback addresses for Orchestrator to automatically create one or more loopback
interfaces. You also can assign IP addresses from the pool to each appliance in the network. Complete the following
steps to create the range for your loopback interfaces.

1. Select +Add Loopback Interface. The Loopback Interface window opens.

2. Specify the Label from the drop-down menu. This is optional. If no label is selected, "None" is assigned.
Additionally, Label only displays the LAN side interface labels configured on the Interface Labels tab.

3. Specify the firewall zone if you want the loopback interface to be part of a specific firewall zone.
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4. Select the management check box if you want the interface to be used by management applications running
on the appliance.

NOTE You can only select one loopback interface as management if you configure multiple loopbacks.

5. Click Add.

The following table represents the fields for loopback orchestration.

Field ‘ Description

Segment Associated segment that has loopback orchestration applied.

Label Label of the LAN interface being used.

Zone Firewall zone associated with the loopback interface.

Management IP Loopback interface selected as the management interface.
Loopback Pool Pool of loopback addresses representing each device.

Allocated / Total Number of loopback IP addresses allocated from the pool out of the

total number of IP addresses in the pool.

Deleted Number of loopback interfaces deleted.

NOTE You can only delete an interface from an appliance in the
Appliance Manager.

Virtual Tunnel Interface

AVirtual Tunnel Interface (VTI) is a tunneling protocol that does not require a static mapping of IPSec sessions to a
physical interface. The tunnel endpoint is associated with a tunnel interface that enables a constant secure and
stable connection throughout your network.

Click the Edit icon to get started configuring your VTlIs.
VTI
Complete the following steps to configure a VTl with an associated tunnel in Orchestrator.

1. Click Add.

The Add VTI Interface window appears.
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2. Complete the following fields with the appropriate information.

Field ‘ Description
Segment Name of the segment, if enabled.
Interface ID of the VTI.

NOTE IDs 20000 through 30000 are reserved for Orchestrator.

IP/Mask IP address and subnet mask of the VTI.

Admin Select whether the interface is up or down.

Passthrough Tunnel Name of the passthrough tunnel associated with the VTI.

Interface Type Interface type (lan or wan).

Label If you want to apply a label to the VTI, select one from the list of those
available.

Zone Select the firewall zone to which the VTI should apply from the drop-
down list.

3. When all fields are complete, click Add.

DHCP Server Defaults

Configuration > Networking > DHCP Server Defaults

You can reduce your workload by using this tab to configure global defaults for Dynamic Host Configuration
Protocol (DHCP).

These defaults apply to the LAN interfaces in Deployment Profiles that specify Router mode.

® There are three choices:

No DHCP.

Each LAN interface acts as a DHCP Server.

The EdgeConnect appliance acts as a DHCP Relay between a DHCP server at a data center and clients
needing an IP address.

® On the Configuration > Overlays & Security > Deployment Profiles tab, the selected default displays

consistently under each LAN-side IP/Mask field.
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Asiverpeak-

xxxxxxxx

For any LAN-side interface, you can override the global default by clicking the edit icon to the right of the
label and changing the values or selection.

" Changes you save to the global default only apply to new configurations.

® Toview or revise the list of reserved subnets, select Monitoring.

DHCP Settings
DHCP Server Fields

Field

DHCP Pool Subnet/Mask

‘ Description

Enter the DHCP pool subnet and mask IP addresses.

Subnet Mask

Mask that specifies the default number of IP addresses reserved
for any subnet. For example, entering 24 reserves 256 IP
addresses.

Exclude first N addresses

Specifies how many IP addresses are not available at the
beginning of the subnet's range.

Exclude last N addresses

Specifies how many IP addresses are not available at the end of
the subnet's range.

Default lease,
Maximum lease

Specify, in hours, how long an interface can keep a DHCP-
assigned IP address.

Default gateway

Indicates whether the default gateway is being used.

DNS server(s)

Specifies the associated Domain Name System servers.

NTP server(s)

Specifies the associated Network Time Protocol servers.

NetBIOS name server(s)

Used for Windows (SMB) type sharing and messaging. It resolves
the names when you are mapping a drive or connecting to a
printer.

NetBIOS node type

NetBIOS node type of a networked computer relates to how it
resolves NetBIOS names to IP addresses. There are four node

types:
® B-node - 0x01 Broadcast
P-node - 0x02 Peer (WINS only)
M-node - 0x04 Mixed (broadcast, then WINS)
H-node - 0x08 Hybrid (WINS, then broadcast)
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Field

DHCP failover

‘ Description

Enables DHCP failover. To set up DHCP failover, click the Failover
Settings link.

DHCP/BOOTP Relay
Field

Destination DHCP/BOOTP Server

‘ Description

IP address of the DHCP server assigning the IP addresses.

Enable Option 82

When selected, inserts additional information into the packet
header to identify the client's point of attachment.

Option 82 Policy

Tells the relay what to do with the hex string it receives. The
choices are append, replace, forward, or discard.

DHCP Leases

Configuration > Networking > DHCP Leases

This page lists the IP addresses that are currently being leased from the DHCP pool.

,,| DHCP Leases |

[Beo] [e]

DHCP Leases @

30 Rows

Apgliance Name Hostname IP Address

Current State Start Time End Time

Mumbai No DHCP Lease info found for this appliance

Chennai Mo DHCP L ease info found for this appliance
Seoul No DHCP Lease info found for this appliance
Osaka
Tokyo
Singapore

Edinburgh

No DHCP Lease info found for this appliance
Mo DHCP Lease info found for this appliance
Mo DHCP Lease info found for this appliance
Ne DHCP L ease info found for this appliance
Barcelona No DHCP Lease info found for this appliance
Frankfurt No DHCP Lease info found for this appliance
London No DHCP Lease info found for this appliance
Geneva Mo DHCP L ease info found for this appliance

Milan Ao LD 1 s infa faund far thic annfianes

DHCP Failover

Configure the following settings to apply to your DHCP failover servers.

1. Select the DHCP Failover check box to enable the DHCP Failover feature.

2. Select whether you are configuring the failover settings for either the Primary or Secondary server.
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3. Configure the remaining settings in the table below.

DHCP Failover Fields
Field ‘ Description
My IP IP address of the LAN interface.
My Port Port number of the LAN interface.
Peer IP IP address of the DHCP peer.
Peer Port Port number of the DCHP peer.
MLCT Optional. If selected, the default is 60 minutes. This field cannot
be zero.
SPLIT Optional. If selected, determines which peer (primary/secondary)

should process the DHCP requests.

Max Response Delay

Optional. If selected, determines how many seconds the DHCP
server can pass without receiving a message from its failover peer
before it assumes the connection has failed.

Max Unacked Updates

Tells the remote DHCP server how many BNDUPD messages it
can send before it receives a BNDACK from the local system.

Load Balance Max Seconds

Optional. Allows you to configure a cutoff after which load
balancing is disabled. The cutoff is based on the number of
seconds since the client sent its first DHCPDISCOVER or
DHCPREQUEST message. It only works with clients that correctly
implement the secs field.

DHCP Failover State

Configuration > Networking > DHCP Failover State

EdgeConnect appliances can act as a DHCP server for clients on the LAN side. DHCP failover allows redundancy by
creating failover groups when two appliances are combined in an HA configuration. DHCP failover also provides
stability if one EdgeConnect appliance dies by allowing the other EdgeConnect HA pair to take over as the DHCP
server. To do so, the primary and secondary servers must be completely synchronized so that each server can reply

on the other if one fails.

This tab displays the DHCP failover peer states of each server for troubleshooting purposes.

DHCP Failover State Fields
Field

Appliance Name

‘ Description

Name of the EdgeConnect appliance that is part of the DHCP
failover configuration.
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Field ’ Description

Failover Group Name Failover group name that is the same for all the tagged and
untagged interfaces corresponding to one physical interface.

My State Failover endpoint state of the selected primary appliance. The
states are: Normal, Communications-Interrupted, Partner-
Down, Recover, Recover-wait, Recover-done.

My State Time Date and time when the selected appliance's DHCP server entered
the specified state in the table.

Partner State Failover endpoint state of the partner appliance. The states are:
Normal, Communications-Interrupted, Partner-Down,
Recover, Recover-wait, Recover-done.

Partner State Time Date and time when the partner appliance entered the specified
state in the table.

MCLT Maximum client lead time: the maximum amount of time that one
server can extend a lease for a client's binding beyond the time
known by the partner.

Link Aggregation

Configuration > Networking > Link Aggregation

This tab displays the link aggregation details for all appliances selected in the appliance tree to the left.

Link Aggregation @
4 Rows Search
Edit Appliance Name « Channel Groups Interfaces MTU
#  Kennesaw3-Powers Link aggregation was nof configured on the Appliance.,
# Kennesawd-Poviers bwanQ wanl,wan2 nonenone 1500
# KennesawS-Powers Limk aggregation was nof configured on the Appliance.
#  Kennesawf-Powers Link aggregation was nof configured on the Appliance.

Link aggregation combines data from multiple interfaces into a channel group that provides a single high-speed link.
Configuring link aggregation also adds failover redundancy to the interfaces in the group.

View Aggregation Details

To view link aggregation details for one or more appliances, select an appliance or group of appliances. The
following information is displayed for each of the selected appliances:
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Column ‘ Description
Appliance Name Name of the EdgeConnect appliance.
Channel Groups If any channel groups have been configured on the selected appliance, the

channel group names are listed here.

NOTE You can create up to four channel groups per appliance; two each on the
LAN side (blan0, blan1) and WAN side (bwan0, bwan1).

Interfaces Physical or virtual interfaces that are included in the channel group. A channel
group can contain two, three, or four interfaces.

NOTE You cannot add an interface that has already been deployed on the
appliance deployment page, and an interface can only be included in one channel

group.

MTU The MTU size configured for the channel group. The configured MTU will override
any existing MTU settings when the channel group is deployed. The default MTU is
1500.

Modify Link Aggregation

To add, change, or delete channel groups on an appliance, click the edit icon to the left of the appliance name.

Link Aggregation - S S w
[ Add |
1 Rows Search
Edit Channel Groups & Interfaces MTU
#  bwan0 wanl, wan2 1500 X
s

Add a Channel Group

To add a channel group, follow the steps below:
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1. Click Add above the table of channel groups. The Add link aggregation dialog box opens.

Add link aggregation - S S b4

Channel Group (Interface) Mame

Interfaces to Be Grouped none % || none % [ none % || none W

MTU 1500

A

2. Select a name for the channel group from the list of those available (blan0, blan1, bwan0, bwan1).
3. Select two, three, or four of the available interfaces to be grouped.
4. Specify the MTU to be applied to all interfaces in the group. The default MTU is 1500.

5. Click Add.

Modify a Channel Group

To modify an existing channel group, click the edit icon to the left of the group. You cannot modify an existing group
name, but you can change the interfaces in the group and the MTU.

Delete a Channel Group

To delete an existing channel group, click the delete icon (X) to the left of the group.

Regions

Configuration > Overlays & Security > Regions

Use this tab to add or remove regions from the SD-WAN fabric and configure regional routing. The regions within
your SD-WAN fabric can represent geographical regions, administrative regions, or a set of sites in the network that
have common business goals.

Regional Routing

When enabled, regional routing enables you to manage your SD-WAN fabric by regions. It involves intra-region and
inter-region route distribution across the SD-WAN fabric. The regions within your network can represent
geographical regions, administrative regions, or a set of sites in the network that have common business goals. You
can provide different Business Intent Overlay for each region by enabling regional routing and customizing BIOs per
region. The following diagrams show examples of different regional network topologies you can build by enabling
regional routing.
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REGIONAL BIO TOPOLOGY
[a] [a] [4]
A
e Central "
A A

Wes

b

REGIONAL MULTI-HUB BIO TOPOLOGY

87 S8 59
H3  H4
A Central A
1 !H—Z H-5 | H-ﬁl
(a] [a] [a] e (o] [a] [a]
51 52 53 513 H-13 H5 > S4 54 &5 56

523 H-23> H6 >S4
West East
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OPTIMIZED REGIONAL BIO TOPOLOGY

[4] (4] [a]

H-3

= s . — East
m E Path examples: E E E
51 52 s3 S-12>H3-> 54 54 55 56
S-1=2 H-2 =2 57

You can enable regional routing within your Orchestrator Ul. Navigate to the Regional Routing window and click
Enable Regional Routing in the header and move the toggle.

View Status

Click View Status to view the status of the added or updated appliances to regions.

Edit Regions
Complete the following steps to add a region or edit existing regions that you want to add to your overlays.
1. Click Edit Regions.
2. Click New Region.
3. Enter the name of your new region in the Region Configuration dialog box.
4. Click Save.

You also can edit an existing region.

1. Click the Edit icon next to the region you want to edit.
2. Enter the region name.

3. Click Save.

Navigate to the Business Intent Overlay tab to make further customizations to your regions and overlays.

Routing Segmentation

Configuration > Networking > Routing > Routing Segmentation (VRF)

Use this tab to enable and disable routing segmentation across your network and apply unique configuration to
your segments. Routing segmentation allows for the configuration of VRF (Virtual Routing and Forwarding) style
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layer-3 segmentation in your SD-WAN deployments. Note the following before configuring routing segmentation in
Orchestrator:

You must upgrade all EdgeConnect appliances and Orchestrator to version 9.0.
All EdgeConnects must be configured to Inline Router Mode.

If a new appliance has been added to your network, or if an existing appliance has been replaced, you need
to upgrade the appliance software to the appropriate version running in the network.

After upgrading, segmentation is disabled by default. You will have to enable it on this tab.

Regardless of whether segmentation is enabled or disabled, a Default segment is automatically created
when you upgrade to 9.0.

The system-generated Default segment cannot be deleted.

After you enable routing segmentation, all existing configuration across your network is associated with the
Default segment.

Add a New Segment

Before adding a segment, you must enable segmentation by moving the toggle at the top of the page. If Routing
Segmentation is not enabled, you cannot make any modifications to the Default segment or add any new segments.

To add a new segment, click +Add Segment and enter a Segment Name. You can make further specifications by
clicking the edit icon or by selecting the +Add icon in any of the columns in the table.

Segment Configuration

You can uniquely configure your segments by specifying the following on this page:
Overlays & Breakout Policies

Firewall Zone Policies

Inter-Segment Routing & D-NAT

Inter-Segment SNAT

Loopback

NOTE Inter-Segment Routing & DNAT and Inter-Segment Routing & SNAT are applicable only if you are using
different segments.

The following sections provide more details.

Overlays & Breakout Policies for Segments

Use this window to configure overlays and breakout policies for your segments. This configuration determines the
overlays used by each segment when traffic is originating from that segment and sent over the SD-WAN fabric to
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other sites. This configuration is also used when traffic breaks out locally to the Internet and Cloud Services using
the Preferred Policy Order on the Business Intent Overlay (BIO) tab. For traffic to match what is on the specified
BIO tab, ensure the following two conditions are true:

® BIO must include the defined segment policy

" The BIO match criteria must match the new flow

The overlays are arranged by priority defined in the Match field in the Overlay Configuration window on the
BIO page. You can specify if you want to include or skip the segment for each overlay by clicking Include or Skip
icon in the table cell. By default, all overlays are included for all configured segments.

Include and Skip

If you want to skip an overlay, click the enabled Include icon and Skip appears grayed out. The segment will not be
applied to the specified overlay. Click Skip again to include the segment; it will turn back to green. If an overlay is set
to Skip, traffic will not match that overlay and moves to the next prioritized BIO. Additionally, if no BIOs match, traffic
is dropped.

TIP If overlay is set to Skip, Flow Details on the Flows tab displays the list of skipped overlays.

Firewall Zone Policies

Use this tab to enable and associate firewall zones to your segments. With segmentation enabled, firewall zone
security policies are orchestrated and there is no need for Firewall Security Templates. After migration, deactivate
the Security Policies Template in all Template Groups. If left active, the template will override any default-default
segment security policies configured on this tab.

Before you begin Firewall Zone configuration, note the following:

Review your existing security policies.

Create a new security templates group with the new firewall zoning policies that only includes zones
associated with LAN and WAN interfaces.

Delete all rules in your previous Security Policy Template on the Apply Template Group tab.
Ensure you have selected the Replace option in the previous Security Policy Template.
Save the previously used Security Policy Template. This deletes the security policy rules on your appliances.

Complete the following steps to set a rule or policy to your firewall zones within your segment.

1. Select the cell of the segment you want to update in the Matrix View. The From Zone To Zone window
opens.

NOTE |[f you are already in Table View, click Add Rule.

2. Enter the Source Segment in the Source Segment field. This is the segment that the firewall is starting from.
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3. Enter the Destination Segment in the Destination Segment field. This is the segment where the firewall is
going to.

4. Select Add Rule.

5. Complete the content in the table.

Field ‘ Description

Priority Enter the priority amount.

Match Click the edit icon in this column to modify and create the match criteria for each zone.
Criteria

Action Select Allow or Deny to determine whether this zone will apply the selected segment.
Enable Select the check box to enable or clear it to disable.

Logging Determines the filter for the zone-based firewall drop logging levels. You can select one of

the following levels to apply: None, Emergency, Alert, Critical, Error, Warning, Notice,
Info, or Debug.

Tag Use tags to categorize or identify the purpose of a rule.

Comment Any additional details about the firewall zone.

NOTE Firewall zones are unique to each segment. For example, the default zone in Segment X will not be the same
default zone in Segment .

Inter-Segment Routing & DNAT

Use this tab to configure inter-segment routing and DNAT rules when traffic is crossing between segments. Click
+Add and the Inter-Segment Routing & DNAT window opens. Click +Add again and select any rule in the table to
modify the following:

Field ‘ Description

Source Segment Name of the segment traffic is initiating from.

Matches IP address got the source segment. This is used to match the packet destination IP address
Destination IP before the packet goes through DNAT.

Send to Name of the segment the packets are translated to from the matched destination IP address.
Segment

Translated IP address of the DNAT IP address when the segment is translated.

Destination

Enabled Whether or not this is enabled or disabled within your segment.

Comment Any additional information.

Inter-Segment Routing & SNAT

This window enables you to enable source network address translation to your segments.
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NOTE The default setting for SNAT is enabled for inter-segment traffic.

Field ’ Description
Source Name of the segment that the SNAT is starting from.
Destination Name of the segment that SNAT is translated to.
SNAT Whether SNAT is enabled or disabled.

Loopback

Click +Add and you are redirected to the Loopback Orchestration tab. Select the segment you want to apply a
loopback interface from the table, and then click +Add Loopback Interface.

Appliances

This column represents the amount of appliances the selected segment is enabled on.

Comment

Click the cell in the Comment column to add a comment including any additional information for that particular
segment.

Deleting a Segment

WARNING Segmentation involves drastic changes to your physical network. Deleting segments can be service
affecting. Carefully read this section before deleting any of your segments.

Deleting a segment removes all the segmentation configuration from all the appliances within your network. When
you delete a segment, Orchestrator automatically deletes the following:

The segment’s association with the overlay and break-out policies
The intra-segment and inter-segment firewall zone policies

The inter-segment routing & D-NAT rules

The inter-segment S-NAT rule

The loopback interfaces associated with the segment

The VTl interfaces associated with the segment

All the interface and VLAN interfaces

Manual Tasks to Complete Before Deleting a Segment

The following configuration is disassociated from the segment and you need to manually delete the following:
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® Any manual created tunnels

" BGP peers in the segment

® Internal subnet table rules

Overlay ACL rules associated to the deleted segment

To delete a segment, click the X in the last column in the table. A Delete Routing Segment warning appears. Click
Delete or Cancel.

Disable a Segment

To disable routing segmentation across your network, you need to delete all configured segments in the network,
except the default segment (which cannot be deleted). After all the segments are deleted, navigate to this tab and
move the toggle at the top of the page to disable.

Management Services

Configuration > Networking > Routing > Management Services

Use this tab to configure your management services. Management Services can be configured irrespective of
whether routing segmentation is enabled or disabled. When routing segmentation is disabled, all the interfaces are
available for configuration. When routing segmentation is enabled, Management Services are functional in the
associated segment based on the selected interface.

NOTE Management Services will still function if Routing Segmentation is not enabled on your Orchestrator. In this
case, you will only be able to use the default configuration: Any interface with the Default segment.

The Management Routes tab works similar to Management Services. The Management Routes tab enables users to
configure static routes for management services traffic from the EdgeConnect appliance (egress traffic). This tab,
Management Services, enables users to select the source IP address used for each service. It is recommended that
you use the management services configuration, but if deterministic source IP address for “Management Services"” is
not a requirement, you can continue to use Management Routes configuration.

Field ’ Description

Appliance Name Name of the appliance selected.

Management Management service being used by your appliance.

Service

Source IP IP address of the interface being used by the selected management service.

Address

Segment Name of the associated segment that is applied to the management service when your

source IP address is selected.

Click the edit icon to get started.
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Management Services Dialog Box

Click the Any field in the Source IP Address column. A drop-down list displays all the interfaces configured on your
appliance. When a source IP address is selected, the Segment column automatically updates and provides the
associated segment.

The following table describes the behaviors of management services.

Service ‘ Behavior
* HTTP(S) These services use the selected interface’s Interface for the Source IP
" Cloud Portal Address as the source address to establish reachability and WebSocket
® Orchestrator connections to the Cloud Portal and Orchestrator. HTTP/HTTPS uses the
- Interface for the Source IP Address for connection as well.
SaaS Opt

If routing segmentation is enabled, SaaS Opt packets are sent from the
Interface for the Source IP Address segment interface.

CAUTION If routing segmentation is enabled, make sure to provide
Internet connectivity from the segment to the Interface for source IP
Address associated with the segment.

" NTP Each of these management services uses Interface for the Source IP

" NetFlow Address as the source IP address. The source interface configured from the

" SNMP management route table is ignored if the Interface for Source IP Address
is not “Any”.

" SsH Y

* Syslog

Inter-segment DNAT Exceptions

Use this tab to configure inter-segment routing and DNAT rules when traffic is crossing between segments. Click the
edit icon and the Inter-Segment Routing & DNAT window opens. Click +Add and select any rule in the table to
modify or define the following:

Field ‘ Description

Appliance Name of the appliance that the DNAT exception is being applied to.

Name

Source Name of the segment traffic is initiating from.

Segment

Matches IP address that matches the destination segment IP address, before DNAT. The IP address is
Destination IP  included in the defined policy match criteria.

Send to Name of the segment the packets are translated to from the matched destination IP address.
Segment This is included in the set criteria.
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Field ‘ Description
Translated IP address of the DNAT IP address when the segment is translated.
Destination

NOTE If DNAT is not needed, this field is empty.

Enabled Whether inter-segment DNAT is enabled or disabled within your segment.

Comment Any additional information.

INFO This tab only pushes the inter-segment DNAT exceptions to one appliance, selected in the left toolbar.

Inter-segment SNAT Exceptions

Use this window to enable source network address translation to your segments. Select an appliance or group of
appliances from the left menu to apply your SNAT exceptions.

NOTE The default setting for SNAT is enabled for Inter-Segment traffic.

Field ‘ Description

Source Name of the segment that the SNAT is starting from.

Destination Name of the segment that SNAT is translated and going to.

SNAT Whether SNAT is enabled or disabled for the specified segment.
BGP Tab

Configuration > Networking > Routing > BGP

On this tab, you can configure BGP (Border Gateway Protocol) for appliances and add their BGP peers (also
known as BGP "neighbors"). You also can add and modify peer-based advertisement and redistribution rules. Silver
Peak has the following behaviors relative to communities:

Although Silver Peak does not configure BGP communities, it propagates existing communities.
Appliances can display up to ten communities per route.

Appliances subnet-share communities with their Silver Peak peers.

Appliances advertise communities to remote peers, if learned from Silver Peak peers.
Appliances advertise communities to BGP neighbors.

All BGP-learned subnets also appear in the appliance Routes table, displayed on the Routes configuration
page. In addition, any AS Path or BGP Community information learned with a particular subnet will also be
displayed with that subnet entry in the table.
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BGP route updates are not refreshed unless the peer specifically asks for it. To update the BGP routes, go to
the Peers table and select Soft Reset in the desired row.

BGP Equal-cost multi-path (ECMP) is supported for eBGP and iBGP. Multiple next-hops will be installed for

the same prefix if all BGP path attributes are the same, enabling BGP to load balance egress traffic across
multiple peers. A maximum of 20 BGP peers is supported per appliance, with 16 next-hops supported per

interface.

Click the Summary button on the BGP tab to display configuration details associated with the local appliance, such
as its local AS number and router ID. Click the icon in the BGP State Details column to display a summary, including
the number of routes learned and advertised via BGP by this appliance.

Click the Peers button on the BGP tab to display information about all configured peers for the appliances selected
in the appliance tree. Click the icon in the Peer Details column to display the connection status of each peer that is

configured for the appliance.

The table below describes the fields displayed for the BGP configuration.

Field

Appliance Name

’ Description

Name of the appliance.

Segment

Name of the segment being used, if enabled.

Peer IP

IP address of the Silver Peak peer.

Local Interface

A list of the interfaces that can be chosen: Any, lan0, wan0, or
wan1.

Peer ASN Peer's Autonomous System Number.

Peer State State of the peer. A peer state of Established indicates that full
adjacency has been established and routes can be advertised
to and learned from that peer.

Soft Reset Allows new changes to be incorporated without taking the

entire BGP session down.

Established Time

Final peer state that indicates neighbor connection as
complete.

Type

Governs what kinds of routes the appliance is allowed to
advertise to this BGP peer. These routes are itemized as Route
Export Policies.

Inbound Route Map

Route map being used for the inbound traffic.

Outbound Route Map

Route map being used for the outbound traffic.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 146



Silver Peak Unity Orchestrator User Guide

Field ’ Description

Local Preference Local preference is the first attribute a Cisco router looks at to
determine which route towards a certain destination is the
“best” one. This value is not exchanged between external BGP
routers. Local preference is a discretionary BGP attribute.
Default value is 100. The path with the highest local preference
is preferred.

MED Multi Exit Discriminator. When BGP chooses the best route to
reach a certain destination, it first looks at the local preference
and AS path attributes. When the local preference and AS path
length are the same for two or more routes towards a certain
prefix, the Multi Exit Discriminator (MED) attribute is chosen.
With MED, the lowest value is preferred.

NOTE |If you configured the Metric Delta parameter in an
earlier version of our software, this value has been translated
into a MED value.

Input Metric Metric that is advertised with the route when shared.
Enable Imports Allows the learning of routes from this specific BGP peer.
AS Prepend Count Learned path from an external prepend between a remote BGP

site to local BGP peers.

Next-Hop-Self Advertised route connected to a CE router that an EdgeConnect
appliance learns from the eBGP with a PE router.

Keep Alive Timer Interval, in seconds, between keep alive signals to a peer.

Hold Timer When availability to a peer is lost, this specifies how long to wait
before dropping the session.

Peer Details Any additional details about a peer or its state.

To edit the BGP configuration for one of the listed appliances, click the edit icon in the left column of the table.

BGP Information

Use this window to enable BGP for your appliances and to configure BGP peers. Complete the following steps to
start BGP configuration.

1. Move the toggle to Enable BGP.

2. Complete the following fields.

Field Description

Autonomous System Number (ASN) Configure this number as needed for your network.
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Field ‘ Description

Router ID This router identifier is the IPv4 address by which the remote peer can
identify this appliance for purposes of BGP.

Graceful Restart Enable receiver-side graceful restart capability. Silver Peak retains
routes learned from the peer and continues to use it for forwarding (if
possible) iffwhen a BGP peer goes down. The retained routes are
considered stale routes. They will be deleted and replaced with newly

received routes.

® Max Restart Time - Specifies the maximum time (in seconds) to

wait for a Graceful Restart capable peer to come back after a peer
restart or peer session failure.

Stale Path Time - Specifies maximum time (in seconds) following
a peer restart that Silver Peak waits before removing stale routes
associated with that peer.

AS Path Propagate Select this check box to enable this appliance to send the full AS path,
associated with a prefix to other routers and appliances, avoiding
routing loops. This will provide the learned path from an external
prepend between a remote BGP site to local BGP peers.

To add a BGP peer, select Add. The Add Peer dialog box opens.

Add Peer
Complete the following fields to add a BGP peer.

Field ‘ Description
Peer IP IP address of the Silver Peak peer.
Local Interface You can specify the source address or interface for a specific

BGP peer. Select the interface from the drop-down list: any, lanO0,
wan0, or wan1.

Peer ASN Peer's Autonomous System Number.

Peer Type Select the type of peer from the drop-down list: Branch or PE-router.
Admin Status Select whether you want the Admin Status UP or DOWN.
Next-Hop-Self Select this check box to enable the next-hop-self.

Inbound route map Route map for inbound traffic. Select the edit icon to load or configure

inbound route maps.

Outbound route map Route map for outbound traffic. Select the edit icon to load or
configure outbound route maps.

Keep Alive Timer Interval, in seconds, between keep alive signals to a peer.
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Field ‘ Description

Hold Timer Specified time to wait before dropping the session when the
reachability to a peer is lost.

Enable MD5 Password Select this check box to add a password to authenticate the TCP
session with the peer.

BGP Inbound and Outbound Route Redistribution Maps

Route Maps are policies that can be applied to static, OSPF, BGP, and SD-WAN fabric learned routes. These policies
have match and set criteria. A route map is applied to routes during route redistribution between routing protocols
and allows for filtering routes or modifying route attributes.

" Specify up to 20 BGP route maps (inbound and outbound).
" Apply up to 128 rules per route map.

You can add, delete, rename, or clone route maps using this window. You can add rules to your route map to further
specify routing protocols by clicking Add Rule. Use rules to allow or deny routes based on numerous matching
criteria.

NOTE Prefix match criteria is ‘exact match + less than'. Both the prefix specified and any subnets of that prefix will
be matched. This behavior will be updated in a future release to allow for selection of ‘exact,’ ‘greater than,’ or ‘less
than’ criteria.

To permit a default-route, deny 0.0.0.0/1, deny 128.0.0.0/1, and then permit any.

You can specify the following fields in each rule for the selected route map:

Priority ® Ifyou are using Orchestrator templates to add rules,
Orchestrator will delete all entries from 1000 - 9999 before
applying its policies.

® You can create rules with higher priority than Orchestrator
rules (1 - 999) and rules with lower priority (10000 - 19999

and 25000 - 65534).

NOTE The priority range from 20000 to 24999 is reserved
for Orchestrator.

When adding a rule, the priority is incremented by 10 from
the previous rule. The priority can be changed, but this
default behavior helps to ensure you can insert new rules
without having to change subsequent priorities.
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Source Protocol

BGP Enter the prefix (list of subnets separated by
commas) and your BGP communities.

Prefix

® BGP Communities

Match Criteria

Source Protocol Fields (based on protocol chosen)
Local/Static Enter the prefix (list of subnets separated by
commas) and your BGP communities.
Prefix
SD-WAN (Local/Static) " Prefix

BGP Communities

BGP Prefix

® BGP Communities
OSPF " Prefix

" OSPF Tag
SD-WAN (BGP) " Prefix

BGP Communities

Prefix
OSPF Tag

SD-WAN (OSPF)

Inbound and Outbound

Set Actions

Permit Enable or disable.

BGP Local Preference Best BGP destination. The default value is
100.

Metric Metric for the route.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 150



Silver Peak Unity Orchestrator User Guide

Label of extra information that is added to
one or more prefixes advertised to
BGP neighbors.

BGP Communities

Advertised route connected to a CE router
that an EdgeConnect appliance learns from
the eBGP with a PE router.

Nexthop

ASN Prepend Count Original route path that was used.

The following table describes the redistribution commands supported in the BGP routing protocol.

Command Redistribution Support
Match prefix Yes

Set metric Yes

Set tag Yes

Routes Tab

Configuration > Networking > Routing > Routes

Each appliance builds a route table with entries that are added automatically by the system, added manually by a
user, or learned from a routing protocol (SD-WAN Fabric Subnet Sharing, BGP, or OSPF).

Route Maps

Orchestrator supports the ability to apply route maps to various routing protocols. This provides more control to
import and export routes to and from the SD-WAN fabric. You can configure your route maps to modify information
of a route through ACLs and applying tags by using commands. Each route map has a match command and set
command. The match command verifies the attributes of the original route the protocol supports. The set
command modifies information that is redistributed into the target protocol.

NOTE Prefix match criteria is ‘exact match + less than'. Both the prefix specified and any subnets of that prefix will
be matched. This behavior will be updated in a future release to allow for selection of ‘exact,’ ‘greater than,’ or ‘less

than’ criteria.

To permit a default-route, deny 0.0.0.0/1, deny 128.0.0.0/1, and then permit any.

Silver Peak supports route mapping for the following protocols and the direction of those protocols:

" Local, static to SD-WAN fabric
® BGP, OSPF to SD-WAN fabric

" SD-WAN fabric to BGP Outbound peers
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Local, BGP, OSPF to BGP outbound peers

® Local BGP Peers to EdgeConnect BGP sessions

The following table lists the routing protocols and the associated commands supported.

Command Redistribution Support BGP OSPF SD-WAN Local/Static
Match prefix Yes Yes Yes Yes Yes
Set metric Yes Yes Yes Yes Yes
Set tag Yes Yes Yes Yes Yes

You can filter the type of routes displayed by clicking All, Local / Static, SD-WAN Fabric, BGP, or OSPF.
Import
Click Import to import route details from a CSV file into the selected appliance. The CSV file should contain values

for the following fields in the exact order specified: Subnet, Mask Length, Metric, Is Local, Advertise to Silver
Peak Peers, Advertise to BGP Peers, Next Hop, Advertise to OSPF Neighbors, Interface Name, Segment.

NOTE The CSV file should not contain a header row, and it should have no spaces after commas. You can specify
only the Subnet, Mask Length, and Metric, and Orchestrator uses default values for the remaining fields. If you
include values in any of the remaining fields, however, all fields must have a value (that is, none can be blank).

The following lines illustrate what two rows in a CSV import file might look like:

10.1.0.0,16,50, TRUE, FALSE, TRUE, 10.1.0.1, FALSE, 1an0, Default
10.2.0.0,16,50,,,,,,,

Export
Click Export to save the contents of the Routes table to a CSV file.
Filter by Subnet

Filter by subnet is a filtering tool that can be used to filter all existing routes and the results are populated on the
Routes tab.

A Very Large Query Response pop-up will display if the number of the routes filtered exceeds 500,000. You can
filter by subnet, cancel, or continue waiting to help mitigate this issue.

NOTE |If the number of the routes filtered is greater than 500,000 the following pop-up will display.
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Very Large Query Response x

More than 100,000 responses have been returned.
This could make the user interface unresponsive.

Filter query to this subnet I | |

| Cancel Query | | Continue Waiting

Segment

The segments you have configured on the Routing Segmentation tab are listed in the Segment field. After you
specify the segment, the Routes table displays only the routes belonging to that segment.

The following information is displayed for each route listed in the table:

Field Description

Appliance Name of the appliance.
Name
Segment Routes displayed belonging to this segment.

Subnet/Mask Actual subnet to be shared or learned.

Next Hop Next-hop IP address for the route. A maximum of 16 next-hops are supported per logical
interface.

Interface Interface for outgoing traffic. Display only.

State Shows whether the route is up or down.

Metric Metric of the subnet. Value must be between 0 and 100. When a peer has more than one

tunnel with a matching subnet (for example, in a high availability deployment), it chooses the
tunnel with the lower numerical value.

Advertise to Select to share subnet information with categories of peers. Select from the following options:
Peers " Advertise to Silver Peak Peers

" Advertise to BGP Peers

" Advertise to OSPF Peers

Peers then learn the subnets.
To add a subnet to the table without divulging it to peers, clear this option.

Type (indicates one of the following route types)

Auto (System)  Automatically added subnets of interfaces on this appliance.

Auto (Saa$) Automatically added subnets from SaaS services.
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Field ‘ Description

Added by user Subnets manually added or configured on this appliance.

SP: Hostname  Subnets added by exchanging information with peer appliances. If the peer has learned the
subnet from a remote BGP or OSPF peer, that information is appended.

<BGP peer Subnets added by exchanging information with local BGP peers.
Type>: <BGP

peer ip>

OPSF: OPSF Subnets added by exchanging information with local OSPF peers.
neighbor IP

Additional Info (indicates any tags for restricting route lookups)

Tag FROM_LAN Used to restrict route lookups to traffic arriving on a LAN-side interface.

Tag FROM_ Used to restrict route lookups to traffic arriving on a WAN-side interface.
WAN
Comment Any additional information you would like to include.

To edit a route, select the edit icon in the Routes table.
Route Table Lookup Criteria
Each Route table has lookup criteria that is used in the following order:

Longest Prefix Match
Route Table admin distance of the source protocol (lower the better)
® Metric (lower the better)

Use peer priority (if configured) as a tie-breaker
If there are two or more routes that match all the above criteria, use multiple routes.
Admin Distance Configuration
You can configure the admin distance by using the Admin Distance template on the Templates tab. The default

settings in this template determine the most reliable route with the use of admin distance. See the table below for
the various default admin distances per route type.

Route Type Default Admin Distance
Local 1

SD-WAN Fabric - Static 10

SD-WAN Fabric - BGP 15

SD-WAN Fabric - OSPF 15
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eBGP 20
OSPF 110
iBGP 200

Navigate to the BGP and OSPF tabs for more information about applying or configuring your route maps.

Edit or Add Routes

The following table describes the elements in the Routes dialog box. They represent various features you can apply

to your route.

Field

Automatically
advertise local
LAN subnets

‘ Description

Indicates whether the system-created LAN subnets of your appliance should be advertised
to your peers.

Automatically
advertise local
WAN subnets

Indicates whether the system-created local WAN subnets of your appliance should be
advertised to your peers.

Metric for
automatically
added routes

Metric assigned to subnets of interfaces on this appliance. Specify a value from 0 to 100.
The default value is 50. When a peer has more than one tunnel with a matching subnet
(for example, in a high-availability deployment), it chooses the tunnel with the lower metric
value.

Redistribute routes
to SD-WAN Fabric

Route redistribution map for the SD-WAN Fabric. Click the edit icon next to this field and
specify the appropriate route redistribution map.

Filter Routes From
SD-WAN Fabric
With Matching
Local ASN

Indicates whether to filter routes from the SD-WAN fabric with matching local
Autonomous System Number (ASN).

Include BGP Local
ASN to routes sent
to SD-WAN Fabric

Indicates whether all routes must carry local ASN over subnet sharing to remote Silver
Peak peers.

Tag
BGP communities
to routes

Indicates whether all routes carry BGP Local Communities over subnet sharing to remote
Silver Peak peers. Additionally, all routes advertised to local BGP peers include local
communities in the BGP route advertisements.

Communities

BGP communities to share. A community must be a combination of two numbers (0 to
65535) separated by a colon. For multiple communities, use a comma to separate them.
You can have up to nine communities per route shared with subnet-sharing.

Use SD-WAN Fabric
Learned Routes

Indicates whether to use SD-WAN fabric learned routes.

Enable Equal Cost
Multi Path (ECMP)

Indicates whether you want to enable Equal Cost Multi-Path routing support.
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Add Routes
Use the Add Routes dialog box to add a user-defined route to an appliance's route table.
1. On the Routes dialog box, click Add Routes.
The Add Route dialog box opens.

2. Configure the following elements as needed.

Field Description

Subnet/Mask Subnet IP address and mask (for example, 4.4.4.4/32).

Next Hop Next-hop IP address for the route. If you specify a next hop, you cannot select a zone for
the route. (Optional)

Interface Interface for outgoing traffic. Click in the field and select the appropriate interface. If you
specify an interface, you cannot select a zone for the route. (Optional)

Zone Firewall zone to apply to the route. Select the appropriate firewall zone from the drop-
down list. Initially, this field is set to Default. If you specify a next hop or an interface,
you cannot select a zone for the route; the field automatically sets to None and cannot
be changed. (Optional)

Metric Metric for the subnet. Specify a value from 0 to 100. When a peer has more than one
tunnel with a matching subnet (for example, in a high-availability deployment), it
chooses the tunnel with the lower metric value. The default value is 50.

Tag Tag for restricting route lookups. It is primarily used to filter routes from being
redistributed in a routing loop. Select one of the following options from the drop-down
list:

" ANY - Allows route lookups for traffic arriving on a LAN-side or WAN-side interface.

* FROM_LAN - Restricts route lookups to traffic arriving on a LAN-side interface.

" FROM_WAN - Restricts route lookups to traffic arriving on a WAN-side interface.

Comments Additional information you want to provide about this route. (Optional)

3. Click Add.

Import Subnets

Do the following to import route details from a CSV file into the selected appliance.
1. Click Choose File.
2. Locate and select the CSV file on your local machine, and then click Open.
3. Click Import.

Orchestrator imports the information from the selected file and the Routes table displays new or updated
route details.
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OSPF Tab

Configuration > Networking > Routing > OSPF
This tab manages OSPF (Open Shortest Path First) on LAN and WAN interfaces.
OSPF learns routes from routing peers, and then subnet shares them with Silver Peak peers and/or BGP neighbors.

A route tag is applied to a route to better identify the source of the network it originated from. It is primarily used to
filter routes from being redistributed in a routing loop.

Field ‘ Description

Appliance Name Name of the appliance.

Enable [Route Metric] Cost associated with a route. The higher the value, the less
preferred.

Router ID This router identifier is the IPv4 address by which the remote peer can

identify this appliance for purposes of OSPF.

Redistribute Routes to OSPF Redistribution map being used to redistribute routes to OSPF.

Details Any additional details about your route.

Select the edit icon in the OSPF table to edit and enable OSPF.

OSPF Edit Row
Use this page to manage OSPF (Open Shortest Path First) on LAN and WAN interfaces.

OSPF learns routes from routing peers, and then subnet shares them with Silver Peak peers and/or BGP neighbors.

Field ‘ Description
Enable OSPF When enabled, the appliance has access to use the OSPF protocol.
Router ID IPv4 address of the router that the remote peer uses to identify the

appliance for purposes of OSPF.

Redistribute routes to OSPF Redistributing routes into OSPF from other routing protocols or from static
will cause these routes to become OSPF external routes. Select the edit icon
to the left of this field and select the OSPF route redistribution maps you
would like to select.

To add an additional interface to an OSPF route, click Add in the Interfaces section.

To configure or modify an OSPF route map, select the edit icon next to the Redistribute routes to OSPF field.

Add Interface
Complete the following fields to add an interface to OSPF.
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Field ’ Description

Interface Indicates whether a Backup Designated Router (BDR) is
specified for the Designated Router (DR). Options are Yes or
No.

Area ID Number of the area in which to locate the interface. The

Area ID is the same for all interfaces.

It can be an integer between 0 and 4294967295, or it can
take a form similar to an IP address, A.B.C.D.

Cost The cost of an interface in OSPF is an indication of the
overhead required to send packets across a certain
interface. Itis used in the OSPF path calculation to
determine link preference.

Priority Router priority. (If two or more best routes are subnet
shared, peer priority is used as the tie-breaker.)

Admin Status Indicates whether the interface is set to admin UP or
DOWN.
Hello Interval Specifies the length of time, in seconds, between the hello

packets that a router sends on an OSPF interface.

Dead Interval Number of seconds that a router's Hello packets have not
been seen before its neighbors declare the OSPF router
down.

Transmit Delay Number of seconds required to transmit a link state update

packet. Valid values are 1 to 65535.

Retransmit Interval Amount of time (in seconds) the router will wait to send
retransmissions if the router receives no acknowledgment.

Authentication None - No authentication.

® Text - Simple password authentication allows a

password (key) to be configured per area.

MD5 - Message Digest authentication is a cryptographic
authentication. A key (password) and key-id are
configured on each router. The router uses an algorithm
based on the OSPF packet, the key, and the key-id to
generate a "message digest" that gets appended to the
packet.

Comment Any information you want to include for your own use.

OSPF Route Redistribution Maps

Route Maps are policies that can be applied to static, OSPF, BGP, and SD-WAN fabric learned routes. These policies
have match and set criteria. A route map is applied to routes during route redistribution between routing protocols
and allows for filtering routes or modifying route attributes.
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® You can specify up to 20 OSPF route maps.
" You can apply up to 128 rules per route map.

You can add, delete, rename, or clone route maps using this window. You can add rules to your route map to further
specify routing protocols by clicking Add Rule. Use rules to allow or deny routes based on numerous matching
criteria.

NOTE Prefix match criteria is ‘exact match + less than'. Both the prefix specified and any subnets of that prefix will
be matched. This behavior will be updated in a future release to allow for selection of ‘exact,’ ‘greater than,’ or ‘less
than’ criteria.

To permit a default-route, deny 0.0.0.0/1, deny 128.0.0.0/1, and then permit any.

You can specify the following fields in each rule for the selected route map:

Source Protocol Fields (based on protocol chosen)

Priority If you are using Orchestrator
templates to add rules, Orchestrator
will delete all entries from 1000 -

9999 before applying its policies.
You can create rules with higher
priority than Orchestrator rules (1 -
999) and rules with lower priority
(10000 - 19999 and 25000 - 65534).

NOTE The priority range from 20000
to 24999 is reserved for Orchestrator.

When adding a rule, the priority is
incremented by 10 from the previous
rule. The priority can be changed, but
this default behavior helps to ensure
you can insert new rules without
having to change subsequent

priorities.
Local/Static " Prefix
SD-WAN Routes " Prefix
® BGP Communities
® OSPFTag
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BGP

Prefix
BGP Communities

Set Actions

Permit - Specify if you want to allow or
deny the route map.

OSPF Tag - Value of OSPF tag to set in
routing information sent to destination.
OSPF Metric Type - Filters redistributed
routes to OSPF.

Metric - The metric for the route.
Comment - Any additional comments
you would like to include.

Multicast

Configuration > Networking > Routing > Multicast

Orchestrator supports multicast routing, a method of sending data from a

single IP address to a larger group of

recipients. This is only supported in Inline Router mode. Orchestrator provides four views of multicast status, each

accessible by one of the corresponding buttons at the top of the Multicast
and Routes.

Descriptions of fields on the Summary view follow:

Field ’ Description

tab: Summary, Interfaces, Neighbors,

Appliance Name Name of the appliance (also selected in the left menu) associated with the multicast

configuration.

Enable Indicates whether multicast is enabled.
Rendezvous IP address of the centralized, source router distributing the packet of traffic to each router
Point IP involved in multicast.

Click the edit icon to enable or disable multicast, add an interface for mult

Multicast Dialog Box

icast, or edit an existing interface.

From the Summary, Interfaces, Neighbors, or Routes view on the Multicast tab:

1. Click the edit icon next to the appliance for which you want to set up multicast.

The Multicast dialog box opens.

2. Move the Enable Multicast toggle to the right to enable multicast.

3. Inthe Rendezvous Point IP Address field, enter the appropriate IP address.

Interfaces
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Field ’ Description
Interface Name of the interface you want to connect.
PIM Enabled Indicates whether Protocol Independent Multicast is enabled. This allows

routers to communicate through the unidirectional shared trees within
multicast through the shortest path.

IGMP Enabled Indicates whether Internet Group Management Protocol is enabled. This
establishes the other routers in the multicast group.

DR Priority Designated router priority of the given interface.

DR Router IP IP address of the designated router within your network.

To add an interface:

1. Click Add.

The Add Interface dialog box opens.
2. Select the desired interface from the Interface drop-down list.
3. Select the Enable PIM check box if you want to enable it.

4. Select the Enable IGMP check box if you want to enable it.

5. Click Add.

Neighbors
Field ‘ Description
Interface Name of the interfaces you want to connect.
Neighbor DR Priority Designated router priority of the neighbor.
Neighbor IP IP address of the neighbor.

Routes
Field ‘ Description
Source Transmitter of the multicast data.
Group IP address of the multicast group.
Incoming Interface Interface that receives inbound traffic.
Outgoing Interfaces Interface that receives outbound traffic.

On the Multicast tab, you can click Export to export an excel file of the multicast report. You also can click the
refresh button to update information displayed on the tab.
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Peer Priority Tab

Configuration > Networking > Routing > Peer Priority

When an appliance receives a Subnet with the same Metric from multiple remote/peer appliances, it uses the Peer

Priority list as a tie-breaker.
[ ]

The lower the number, the higher the peer’s priority.

Click the edit icon to configure a peer and its peer priority.

If a Peer Priority is not configured, the appliance randomly distributes flows among multiple peers.

Peer Priority

Routes | BGP | OSPF | Peer Priority | Admin Distance

Manage Peer Priority with Templates

Search |

Peer Name

Peer Priority @
30 Rows
Edit : Appliance Mame
# | Mumbai
# | Osaka
# | Chennai
# | Sequl
# | Singapore
# | Tokyo

# | Barcelona

# | Edinburgh
# | Frankfurt
# | Geneva
# | Milan

# | Paris

# | London

#" | Boston

Peer Prionty not caomfigured an the Apoliance.

Peer Prianity not canfigured on the Appliance.
Peer Prianity nat configured on the Appliance.
Peer Prianity not configured on the Appliance.
Peer Priomity not configured on the Appliance.
Peer Prianty not configured on the Appliance.
Peer Prionty not configured an the Appliance.
Peer Prianity not configured an the Appliance.
Pear Prianity not configured on the Appliance.
Peer Priomily not configured on the Appliance.
Peer Priority not configured on the Appliance.
Peer Priority not configured on the Appliance.

Peer Priamity not comfigured on the Appliance.

| Peer Priarity nat configured on the Appliance.

NOTE By default, the peer priority range starts at 1.

Peer Priority Edit Row

This dialog box displays a list of configured peers. The peer priority and advertise metric are displayed for each peer.
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Peer priority controls the peer to which traffic is sent when route ties occur. It acts similar to BGP's local
preference.

" Advertise metric controls the return path of a flow back toward the local appliance. It adjusts the metric of all
routes sent to Peer Name. Advertise metric announces different metrics to different fabric peers. It acts
similar to BGP's Multi Exit Discriminator (MED). The default setting is preserve existing (do nothing).

Both peer priority and advertise metric impact all routes sent and received from Peer Name.

To add a peer:

—_

Click Add Peer.
2. Inthe new row that is added to the table, enter the peer name, peer priority, and advertise metric.
3. To delete a peer, click the X in the far-right column of the peer's row.

4. When finished, click Apply.

Admin Distance Tab

Configuration > Networking > Routing > Admin Distance

This tab shows values associated with various types of Admin Distance. Admin Distance (AD) is the route
preference value assigned to dynamic routes, static routes, and directly connected routes. When the appliance's
Routes table has multiple routes to the same destination, the appliance uses the route with the lowest
administrative distance.

The following table displays the values associated with various types of Admin Distance.

Field ‘ Description

Appliance Name The name of the appliance.

Local A manually configured route, or one learned from locally connected subnets.
EBGP External BGP: exchanging routing information with a router outside the

company-wide network.

IBGP Internal BGP: exchanging routing information with a router inside the company-
wide network.

Subnet Shared - Static A route learned from a Silver Peak peer.

Routes

Subnet Shared - A route shared from a Silver Peak peer from an external network.
BGP Remote

OSPF A route learned from an OSPF (Open Shortest Path First) neighbor.
Subnet Shared - Aroute learned from a Silver Peak peer.

OSPF Remote
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To edit these fields, click the edit icon.

Management Routes Tab

Configuration > Networking > Routing > Management Routes

Use this tab to configure next-hops for management interfaces.

J Management Routes ><|

Management Routes @ [ ¢

6 Rows Search
Subnet~ | Mext-hopIP | Interface | Source IP | Metric

10.17.46.0/24 0.0.0.0 wan 0.0.0.0 100
10.17.45.0/24 0.0.0.0 lan0 0.0.0.0 100
10.0.185.0/24 0.0.0.0 mgmto 10.0.185.43

10.0.184.0/24 0.0.0.0 wanl 0.0.0.0 100
0.0.0.0/0 10.17.46.1 wan 0.0.0.0 253
0.0.0.0/0 10.0.185.1 mgmto 0.0.0.0 252

Management routes specify the default gateways and local IP subnets for the management interfaces.

In a Dual-Homed Router Mode configuration, you might need to add a static management route for flow
redirection between appliances paired for redundancy at the same site.

The management routes table shows the configured static routes and any dynamically created routes. If you
use DHCP, the appliance automatically creates appropriate dynamic routes. A user cannot delete or add
dynamic routes.

If the Source IP is listed as 0.0.0.0, packets sent using this route use the Interface's IP address as the Source
IP address. If the Source IP lists a specific IP address, that IP address is used instead.

Tunnels Tab

Configuration > Networking > Tunnels > Tunnels

Use this page to view, edit, add, or delete tunnels. This tab has separate tables for Overlay, Underlay, and
Passthrough tunnels.
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If you have deployed an SD-WAN network, Business Intent Overlays (BIOs) govern tunnel creation and
properties.

Overlay tunnels consist of bonded underlay tunnels.

Status: You also can filter by the following statuses: All, Up, or Down.
Add a Tunnel

Complete the following fields to add a tunnel to an Overlay or Passthrough Tunnel.

Field ‘ Description

Appliance Name of the selected appliance.

Segment Name of the segment, if enabled.

Overlay Tunnel Designated overlay tunnel.

Overlay Tunnels are applied to this designated overlay.

Admin Status Indicates whether the tunnel has been set to admin Up or Down.
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Field ’ Description

Status Indications are as follows:

Down - The tunnel is down. This can be because the tunnel administrative
setting is down or the tunnel cannot communicate with the appliance at the
other end. Possible causes are:

Lack of end-to-end connectivity / routability (test with iperf).

Intermediate firewall is dropping the packets (open the firewall).

Intermediate QoS policy (be packets are being starved. Change control
packet DSCP marking).

Mismatched tunnel mode (udp / gre / ipsec / ipsec_udp).

IPSec is misconfigured: (1) enabled on one side (see show int tunnel
configured), or mismatched pre-shared key.

Down - In progress - The tunnel is down. Meanwhile, the appliance is
exchanging control information with the appliance at the other end, trying
to bring up the tunnel.

Down - Misconfigured - The two appliances are configured with the same
System ID (see show system).

Up - Active - The tunnel is up and active. Traffic destined for this tunnel
will be forwarded to the remote appliance.

Up - Active - Idle - The tunnel is up and active, but it has not had recent
activity in the past five minutes, and it has slowed the rate of issuing keep-
alive packets.

Up - Reduced Functionality - The tunnel is up and active, but the two
endpoint appliances are running mismatched software releases that give
no performance benefit.

UNKNOWN - The tunnel status is unknown. This can be because the
appliance is unable to retrieve the current tunnel status. Try again later.

MTU Maximum Transmission Unit. The largest possible unit of data that can be sent
on a given physical medium. Silver Peak provides support for MTUs up to 9000
bytes. Auto allows the tunnel MTU to be discovered automatically. It overrides
the MTU setting.

Uptime How long since the tunnel has been up.

Underlay Tunnels Designated underlay tunnel.

Live View Live view of the status of your selected tunnel. You can view by bandwidth,
loss, jitter, latency, MOS, chart, traceroute, inbound or outbound, and lock the
scale.

Historical Charts A display of the historical charts for the selected appliance.
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Troubleshooting

1.

Have you created and applied the Overlay to all the appliances on which you are expecting tunnels to be built?
Verify this on the Apply Overlays tab.

Are the appliances on which you are expecting the Overlays to be built using Release 8.0 or later?

View the active software releases on Administration > Software > Upgrade > Software Versions.

Do you have at least one WAN Label selected as a Primary port in the Overlay Policy?

Verify this on the Business Intent Overlay tab in the WAN Links & Bonding Policy section.

Are the same WAN labels selected in the Overlay assigned to the WAN interfaces on the appliances?

Verify that at least one of the Primary Labels selected in the Business Intent Overlay is identical to a Label

assigned on the appliance's Deployment page. Tunnels are built between matching Labels on all appliances

participating in the overlay.

Do any two (or more) appliances have the same Site Name?

We only assign the same Site Name if we do not want those appliances to connect directly. To view the list of

Site Names, navigate to the Configuration > Networking > Tunnels > Tunnels tab, and then click Sites at

the top.

Use Passthrough Tunnels

You would add a passthrough tunnel under the following circumstances:

For internet breakout to a trusted SaaS application, like Office 365

For service chaining to a cloud security service, like Zscaler or Symantec

* This requires building secure and compatible third-party IPSec tunnels from EdgeConnect devices to

non-EdgeConnect devices in the data center or cloud.

* When you create the tunnel, the Service Name in the Business Intent Overlay's Internet Traffic
Policies must exactly match the Peer/Service specified in the Passthrough tunnel configuration.

* To load balance, create two or more passthrough IPSec tunnels and, in the Business Intent Overlay,

ensure that they all specify the same Service Name in the Internet Traffic Policies.

Tunnel Exception

Configuration > Networking > Tunnels > Tunnel Exception

Orchestrator includes a tunnel exception feature that enables you to specify tunnel transactions between overlays.
There are two ways you can enable this feature in Orchestrator.

You can configure tunnel exceptions through the Tunnel Exception tab.
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1. Select the two appliances that you do not want connected via a tunnel.

2. Enter the Interface Labels.

Tunnel Exception @ Tunnels

Appliance Type to select Appliance Type to select Description
Interface Label Type to select Interface Label | Type to select

The interface label can be any type of connection, such as any, MPLS, Internet, or LTE. Specifying the label excludes
appliances within a given network to communicate with that particular appliance.

NOTE Use the description field to add a comment if you want to indicate why you are adding an exception.

Schedule Auto MTU Discovery

Configuration > Networking > Tunnels > Auto MTU Discovery

Use this dialog box to schedule when to discover Auto MTU.

Schedule Auto MTU Discovery o

Period #* Every day at 2:00 starting 15-Jan-18 10:13 PST

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 168



Silver Peak Unity Orchestrator User Guide

Policy Configuration Tabs

These topics describe the pages related to managing access lists and policies.

DNS Proxy Policies

Configuration > Networking > DNS Proxy

The DNS (Domain Name Server) Proxy stores public IP addresses with their associated domain name. Server A is
used primarily as a private DNS to backhaul traffic and Server B is used to match all other domains that are not
included under Server A. Server B also is used for public (cloud services) to breakout traffic. See the table below for
the field descriptions on this tab.

Field ‘ Description
Appliance Name Name of the appliance associated with DNS proxy.
DNS Proxy Enabled Whether the DNS Proxy is enabled. Select True or
False.
Interface Name of the interface associated with the
DNS proxy.
Server A Addresses IP addresses of Server A.
Server A Domains Domain addresses of Server A.
Server A Caching Whether you configured the server to be cached.
Server B Addresses IP addresses of Server B.
Server B Domains Domain addresses of Server B.
Server B Caching Whether you configured the server to be cached.

Configure DNS Proxy Policies

Complete the following steps to configure and define your DNS Proxy policies.

NOTE This feature is only configurable if you have loopback interfaces configured.

1. Choose whether you want to enable the DNS Proxy by selecting ON or OFF.
2. Select the name of the loopback interface or the LAN-side label associated with your DNS proxy.
3. Enter the IP addresses for Server A in the Server A Addresses field.

4. Choose whether you want caching to be ON or OFF. If selected, the domain name to the IP address mapping
is cached. By default, caching is ON.

5. Enter the domain names of the Server A for the above IP addresses.
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6. Enter Server B IP addresses in the Server B Addresses field. Server B will be used if there are no matches to
the Server A domains.

NOTE You can Clear DNS Cache. This will erase the domain name to the IP address mapping you had cached for
both Server A and B.

Route Policies Tab

Configuration > Templates & Policies > Policies > Route Policies
The Route Policies report displays the route policy entries that exist on the appliance(s).

This includes the appliance-based defaults, entries applied manually (via the Appliance Manager or CLI), and entries
that result from applying an Orchestrator Route Policies template, or applying Business Intent Overlays (if you are
deploying an SD-WAN).

Each appliance's default behavior is to auto-optimize all IP traffic, automatically directing flows to the appropriate
tunnel. Auto-optimization strategies reduce the need to create explicit route map entries for optimization. The
three strategies Silver Peak uses are TCP-based auto-opt, IP-based auto-opt, and subnet sharing. By default, all
three are enabled on the Templates tab, under System.

The Route Policy only requires entries for flows that are to be:

Sent pass-through (shaped or unshaped)

Dropped

Configured for a specific high-availability deployment
u

Routed based on application, VLAN, DSCP, or ACL (Access Control List)

You also might want to create a Route Policy entry when multiple tunnels exist to the remote peer, and you want
the appliance to dynamically select the best path based on one of these criteria:

® Load balancing
| |
Lowest loss
Lowest latency
* Specified tunnel

Manage these instances on the Templates tab, or select the Edit icon to manage Routing policies directly for a
particular appliance.

If you are deploying an SD-WAN network and setting up Internet breakout from the branch, you must create manual
route policy entries for sanctioned Saa$S applications or Guest WiFi.
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Priority
® If you are using Orchestrator templates to add rules, Orchestrator will delete all entries from 1000 - 9999
before applying its policies.

® You can create rules with higher priority than Orchestrator rules (1 - 999) and rules with lower priority

(10000 - 19999 and 25000 - 65534).

NOTE The priority range from 20000 to 24999 is reserved for Orchestrator.

® When adding a rule, the priority is incremented by 10 from the previous rule. The priority can be changed,

but this default behavior helps to ensure you can insert new rules without having to change subsequent
priorities.

Match Criteria

® These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),

and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Source or Destination

An IP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).
® To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).
Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

® When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.
Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*%.64-95.
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A wildcard can only be used to define an entire octet. For example, 10.13*.*%.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

and ACLs.

QoS Policies Tab

Configuration > Templates & Policies > Policies > QoS Policies

QoS Policy determines how flows are queued and marked.

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either
192.168.0.0/24 or 192.168.0.1-127.

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,

The QoS Policies tab displays the QoS policy entries that exist on the appliances. This includes the appliance-based

defaults, entries applied manually (via the Appliance Manager or CLI), and entries that result from applying an
Orchestrator QoS Policy template or Business Intent Overlay.

Use the Shaper to define, prioritize, and name traffic classes.
Think of it as the Shaper defines and the QoS Policy assigns.

Use the Templates tab to create and manage QoS policies for multiple appliances, or click the Edit icon to manage
QoS Policies directly for a particular appliance.

QoS Policies x

Manage QoS Policies with Templates @] Display active policies - 1 min
QoS Policies @
120 Rows Search
| | Set Actions |
Edit ApanceMa..|  Map | Priority Match Criteria | Traffic Class | Langos | wanqes Comment
# | Albuquerque | map1 (active) 20000 | acL RealTime 3 - RealTime | trust-lan be RealTime overlay
# | Albuguerque | map1 (active) 20001 | ACL Interactive 2 - Interactive | trustdan be Interactive overlay
# | Albuquerque | map1 (active) 20002 | aCL AnyTraffic 1-default | trustdan be DefaultOveriay overlay
# | albuguergue | mapl (active) 65535 | Protocol ip 1 - default trust-lan trust-lan
# | Barcelona map1 (active) 20000 | ACL RealTime 3 - RealTime | trustdan be RealTime overlay
# | Barcelona map1 (active) 20001 | acL Interactive 2 - Interactive | trust-lan be Interactive overlay
# | Barcelona map1 (active) 20002 | acL AnyTraffic 1 - default trust-lan be DefaultOverlay overlay
# | Barcelona map1 (active) 65535 | Protocol ip 1 - default trust-lan trust-lan
#' | Boston map1 (active) 20000 | ACL RealTime 3 - RealTime | trustdan be RealTime overlay
# | Boston map1 (active) 20001 | acL Interactive 2 - Interactive | trustlan be Interactive overlay
# | Boston map1 (active) 20002 | ACL AnyTraffic 1 - default trust-lan be DefaultOverlay overlay
# | Boston map1 (active) 65535 | Protocol Ip 1 - default trust-lan trust-lan
# | Chennai map1 (active) 20000 | ACL RealTime 3 - RealTime | trustdan be RealTime overlay
#' | Chennai map1 (active) 20001 | acL Interactive 2 - Interactive | trustdan be Interactive overlay
# | Chennai map1 (active) 20002 | acL AnyTraffic 1 - default trust-lan be DefaultOverlay overlay
# | Chennai map1 (active) 69535 | Protocol ip 1 - default trust-lan trust-lan
# | Chicago map1 (active) 20000 | ACL RealTime 3 - RealTime | trust-lan be RealTime overlay
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The QoS Policy's SET actions determine two things:

® To what traffic class a shaped flow—optimized or pass-through—is assigned

Whether to trust incoming DSCP markings for LAN QoS and WAN QoS, or to remark them as they leave for
the WAN

Handle and Mark DSCP Packets

*® DSCP markings specify end-to-end QoS policies throughout a network.

The default values for LAN QoS and WAN QoS are trust-lan.

Apply DSCP Markings to Optimized (Tunnelized) Traffic

® The appliance encapsulates optimized traffic. This adds an IP outer header to packets for travel across the

WAN. This outer header contains the WAN QoS DSCP marking.
LAN QoS - The DSCP marking applied to the IP header before encapsulation.

WAN QoS - The DSCP marking in the encapsulating outer IP header. The remote appliance removes the
outer IP header.

LAN and WAN set to trust-lan

be
WAN QoS
IP outer header
QoS Policy Set Action UDP
LAN: trust-lan
be WAN: trust-lan be be
LAN QoS LAN QoS LAN QoS
IP header . . IP inner header . ; IP header
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic
—
WAN
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LAN setting changed, WAN is trust-lan

be
WAN QoS
[T IPouter header
QoS Policy Set Action uDP
LAN: ef
be WAN: trust-lan ef ef
LAN QoS LAN QoS LAN QoS
IP header ; IPinner header - IP header
+ (ITTTTTITII . (TTTTITTII .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic
WAN
LAN is trust-lan, WAN setting changed
cs5
WAN QoS
IP outer header
QoS Policy Set Action uDP
LAN: trust-lan
be WAN: cs5 be be
LAN QoS LAN QoS LAN QoS
IP header - - IPinner header - IP header
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic
WAN
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LAN setting changed, WAN setting changed

cs5
WAN QoS
IP outer header
QoS Policy Set Action UDP
LAN: ef
be WAN: cs5 ef ef
LAN QoS LAN QoS LAN QoS
IP header " IPinner header IP header
+ (I + (T
' ' '
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic )
WAN

Apply DSCP Markings to Pass-through Traffic

The appliance applies the QoS Policy's DSCP markings to all pass-through flows—shaped and unshaped.
Pass-through traffic does not receive an additional header, so it is handled differently:

The Optimization Policy's LAN QoS Set Action is ignored.

The specified WAN QoS marking replaces the packet's existing LAN QoS DSCP marking.

When the packet reaches the remote appliance, it retains the modified QoS setting as it travels to its
destination.

LAN and WAN set to trust-lan

QoS Policy Set Action
LAN:

trust-lan

be WAN: trust-lan be be
LAN QoS WAN QoS LAN QoS
IP header - - IP header - - IP header
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic .
WAN
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LAN setting changed, WAN is trust-lan

QoS Policy Set Action

be WAN: trust-lan be be
LAN QoS WAN QoS LAN QoS
IP header IP header IP header
+ (TN + (TN
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic
WAN
LAN is trust-lan, WAN setting changed
QoS Policy Set Action
N: trust-lan
be WAN: cs5 cs5 cs5
LAN QoS WAN QoS LAN QoS
IP header IP header IP header
. (TTTITIITI . . (TTTTTTTIIID .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic
WAN
LAN setting changed, WAN setting changed
QoS Policy Set Action
\|
be WAN: cs5 cs5 cs5
LAN QoS WAN QoS LAN QoS
IP header . ’ IP header . IP header
, (TTTTTTTIIIND . . (TTTTTTTIIID .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic
WAN
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Priority
® If you are using Orchestrator templates to add rules, Orchestrator will delete all entries from 1000 - 9999
before applying its policies.

® You can create rules with higher priority than Orchestrator rules (1 - 999) and rules with lower priority

(10000 - 19999 and 25000 - 65534).

NOTE The priority range from 20000 to 24999 is reserved for Orchestrator.

® When adding a rule, the priority is incremented by 10 from the previous rule. The priority can be changed,

but this default behavior helps to ensure you can insert new rules without having to change subsequent
priorities.

Match Criteria

® These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),

and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Source or Destination

An IP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).
® To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).
Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

® When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.
Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*%.64-95.
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® Awildcard can only be used to define an entire octet. For example, 10.13*.*.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

" The same rules apply to IPv6 addressing.

" CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either

192.168.0.0/24 or 192.168.0.1-127.

" These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,

and ACLs.

Schedule QoS Map Activation

Configuration > Templates & Policies > Policies > Schedule QoSMap Activation

You can schedule appliances to apply different QoS maps at different times.

Schedule QoSMap Activation X

View Currently Scheduled Jobs

Mgmt IP/Group Name

California
Add
fap o [ Schedule | Re-Classify . Description
mapl Every day at 6:00 starting 13-Jan-17 20:48 GMT Edit 7] primary map
map2 Every day at 20:00 starting 13-Jan-17 20:48 GMT Edit i EVening map

| Schedule QosMap || Cancel |
el

Before using this option, verify the following:

® The desired Template Group has the QoS maps you need.

® You have applied the Template Group to the appliances you want to schedule.

TIP To specify the timezone for scheduled jobs and reports, use the Schedule Timezone window (Orchestrator >
Software & Setup > Setup > Timezone for Scheduled Jobs).

Optimization Policies Tab

Configuration > Templates & Policies > Policies > Optimization Policies
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The Optimization Policies tab displays the Optimization policy entries that exist on the appliances. This includes
the appliance-based defaults, entries applied manually (via the Appliance Manager or CLI), and entries that result

from applying an Orchestrator Optimization Policy template or Business Intent Overlay.

Use the Templates tab to create and manage Optimization policies, or click the edit icon to manage Optimization

policies directly for a particular appliance.

J [e! Policies =
Manage Optimization Policies with Templates @ @ Display active policies \zlz
Optimization Policies @
49 Rows Search
Set Actions
Edit | Appliance . Map Priority Match Criteria NetworkM.. | IP Header .. |Payioad o, | TCPAccel | TCP AccelD... | Protocolc.. | Comment
£ Chennai map1 (active) 10000 | Protocol tcp, Destination Port 139 balanced | Yes Yes Yes s =
£ Chennai map1 (active) 10010 Protocol tcp, Destination Port 445 balanced  Yes Yes Yes dfs
# chennai map1 (active) 10020  Protocol tep, Destination Port 443 balanced Yes Yes Yes sel
7 chennai map1 (active) 10021  Protocol tcp, Source Port 443 balanced  Yes Yes Yes ssl
| Chennai map1 (active) 10030 Protocol tcp, Destination Port 2598 balanced Yes Yes Yes citrix
#' | Chennai map1 (active) 10040 Protecol tcp, Destination Port 1494 balanced Yes Yes. Yes citric
4 Chennai mapl (active) 10050 | Protocol tcp, Destination Port 860 balanced  Yes s Yes iscsi
4 Chennai map1 (active) 10060 Protocol tcp, Destination Port 3260 balanced  Yes Yes Yes iscsi
£ Chennai mapt (active) 10070 | Protacol tcp, Destination Port 9100 balanced | Yes Yes Yes none
£ Chennai map1 (active) 10071  rotocol tcp, Souree Port 9100 balanced  Yes Yes Yes none
£ Chennai map1 (active) 65535 | Match Everything balanced | Yes Yes Yes none
# Chicago map1 (active) 65535 Match Everything balanced Yes Yes Yes none
# | London map1 (active) 10000 | Protocol tcp, Destination Port 139 balanced | Yes Yes Yes ofs
# | London map1 (active) 10010 Protocol tcp, Destination Port 445 balanced  Yes Yes Yes ofs
4 London mapl (active) 10020 | Protocol tcp, Destination Port 443 balanced  Yes Yes Yes ssl
4 London map1 (sctive) 10021 Protocol tcp, Source Port 443 balanced  Yes Yes Yes sl
4 London map1 (sctive) 10030 Protocol tcp, Destination Port 2508 balanced  Yes s Yes citrix
# | London mapt (active) 10040 Protacol tcp, Destination Port 1494 balanced  Yes Yes Yes aitrix

Prior

ity
If you are using Orchestrator templates to add rules, Orchestrator will delete all entries from 1000 - 9999
before applying its policies.

You can create rules with higher priority than Orchestrator rules (1 - 999) and rules with lower priority
(10000 - 19999 and 25000 - 65534).

NOTE The priority range from 20000 to 24999 is reserved for Orchestrator.

Matc

When adding a rule, the priority is incremented by 10 from the previous rule. The priority can be changed,

but this default behavior helps to ensure you can insert new rules without having to change subsequent
priorities.

h Criteria

and Security.

These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),
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If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

® The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

® To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Source or Destination
® AnIP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).
" To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).
Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

® When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.
Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*.64-95.

A wildcard can only be used to define an entire octet. For example, 10.13*.*%.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either
192.168.0.0/24 or 192.168.0.1-127.

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,
and ACLs.
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Set Actions

Set Action ’ Description

Network Memory Addresses limited bandwidth. This technology uses advanced fingerprinting
algorithms to examine all incoming and outgoing WAN traffic. Network Memory
localizes information and transmits only modifications between locations.

Maximize Reduction - Optimizes for maximum data reduction at the potential
cost of slightly lower throughput and/or some increase in latency. It is
appropriate for bulk data transfers such as file transfers and FTP, where
bandwidth savings are the primary concern.

Minimize Latency - Ensures that Network Memory processing adds no latency.
This might come at the cost of lower data reduction. It is appropriate for
extremely latency-sensitive interactive or transactional traffic. It is also
appropriate when the primary objective is to fully utilize the WAN pipe to
increase the LAN-side throughput, as opposed to conserving WAN bandwidth.

Balanced - Is the default setting. It dynamically balances latency and data
reduction objectives and is the best choice for most traffic types.

Disabled - Turns off Network Memory.

IP Header Compression Process of compressing excess protocol headers before transmitting them on a link
and uncompressing them to their original state at the other end. It is possible to
compress the protocol headers due to the redundancy in header fields of the same
packet, as well as in consecutive packets of a packet stream.

Payload Compression Uses algorithms to identify relatively short byte sequences that are repeated
frequently. These are then replaced with shorter segments of code to reduce the
size of transmitted data. Simple algorithms can find repeated bytes within a single
packet; more sophisticated algorithms can find duplication across packets and even
across flows.

TCP Acceleration Uses techniques such as selective acknowledgments, window scaling, and maximum
segment size adjustment to mitigate poor performance on high-latency links.

INFO The slow LAN alert goes off when the loss has fallen below 80% of the
specified value configured in the TCP Accel Options window.

For more information, see TCP Acceleration Options.

Protocol Acceleration Provides explicit configuration for optimizing CIFS, SSL, SRDF, Citrix, and iSCSI
protocols. In a network environment, it is possible that not every appliance has the
same optimization configurations enabled. Therefore, the site that initiates the flow
(the client) determines the state of the protocol-specific optimization.
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TCP Acceleration Options

TCP acceleration uses techniques such as selective acknowledgment, window scaling, and message segment size
adjustment to compensate for poor performance on high latency links.

This feature has a set of advanced options with default values.

TCP Accel Options ¥
IMPORTAMNT: Changing thess settings can affect senvice. Consult the documentation before editing default values.
Adjust MSS to Tunnsl MTU [+
Preserve Packet Boundaries [+
Enable Silver Peak TCP SYN option exchange [w#]

Route Policy Override o]
Auto Reset Flows &
1P Block Listing 72
End to End FIN handling v
WAN Window Scale |8 [(1.19)
Slow LAN Defense ] | (0..12, 0=off)
WAN Congestion Control
Per-Flow Buffer
Max LAN to WAN Buffer (64000 | KB (64..1000000)
Max WAN to LAN Buffer [ 64000 | KB (64..1000000)
Slow LAN Window Penalty [0 | (0..254, 0=o0ff)
LAN Side Window Scale Factor Clamp | 0 | {0..14, 0=0ff)
Persist timer Timeout (o | Sec (0..64000, 0=0ff)
kzep Alive Timer
Probe Interval [30 | Sec (1..64000)
Probe Count |8 | (1..254)
First Timeout (Idle) [ 600 | sec (1..64000)
| ok || cancel || Resetto Default

CAUTION Because changing these settings can affect service, Silver Peak recommends that you do not modify
these without direction from Customer Support.
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Option ‘ Description

Adjust MSS to Tunnel MTU Limits the TCP MSS (Maximum Segment Size) advertised by the end hosts in the
SYN segment to a value derived from the Tunnel MTU (Maximum Transmission
Unit). This is TCP MSS = Tunnel MTU - Tunnel Packet Overhead.
This feature is enabled by default so that the maximum value of the end host
MSS is always coupled to the Tunnel MSS. If the end host MSS is smaller than
the tunnel MSS, the end host MSS is used instead.

A use case for disabling this feature is when the end host uses Jumbo frames.

Auto Reset Flows NOTE Whether this feature is enabled or not, the default behavior when a
tunnel goes Down is to automatically reset the flows.

If enabled, it resets all TCP flows that are not accelerated, but should be (based
on policy and on internal criteria like a Tunnel Up event).
The internal criteria can also include:

Resetting all TCP accelerated flows on a Tunnel Down event.

Resetting

® TCP acceleration is enabled.

® SYN packet was not seen (so this flow was either part of WCCP
redirection or it already existed when the appliance was inserted in the
data path).

Enable Silver Peak TCP SYN Controls whether or not Silver Peak forwards its proprietary TCP SYN option on

option exchange the LAN side. Enabled by default, this feature detects if there are more than two
EdgeConnect appliances in the flow's data path, and optimizes accordingly.
Disable this feature if there is a LAN-side firewall or a third-party appliance that
would drop a SYN packet when it encounters an unfamiliar TCP option.

End to End FIN Handling This feature helps to fine tune TCP behavior during a connection’s graceful
shutdown event. When this feature is ON (Default), TCP on the local appliance
synchronizes this graceful shutdown of the local LAN side with the remote Silver
Peak’s LAN side. When this feature is OFF (Default TCP), no such
synchronization happens and the two LAN segments at the ends gracefully
shutdown, independently.

IP Block Listing If selected, and if the appliance does not receive a TCP SYN-ACK from the
remote end within five seconds, the flow proceeds without acceleration and the
destination IP address is blocked for one minute.

Keep Alive Timer Allows changing the Keep Alive timer for the TCP connections.

® Probe Interval - Time interval in seconds between two consecutive Keep

Alive probes.

" Probe Count - Maximum number of Keep Alive probes to send.

® First Timeout (Idle) - Time interval until the first Keep Alive timeout.
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Option ‘ Description
LAN Side Window Scale This setting allows the appliance to present an artificially lowered Window Scale
Factor Clamp Factor (WSF) to the end host. This reduces the need for memory in scenarios in

which there are many out-of-order packets being received from the LAN side.
These out-of-order packets cause much buffer utilization and maintenance.

Per-Flow Buffer (Max LAN to WAN Buffer and Max WAN to LAN Buffer)

This setting clamps the maximum buffer space that can be allocated to a flow,
in each direction.

Persist timer Timeout Allows the TCP to terminate connections that are in Persist timeout stage after
the configured number of seconds.

Preserve Packet Boundaries Preserves the packet boundaries end-to-end. If this feature is disabled, the
appliances in the path can coalesce consecutive packets of a flow to use
bandwidth more efficiently.

It is enabled by default so that applications requiring packet boundaries to
match do not fail.

Route Policy Override Tries to override asymmetric route policy settings. It emulates auto-opt
behavior by using the same tunnel for the returning SYN+ACK as it did for the
original SYN packet.

Disable this feature if the asymmetric route policy setting is necessary to
correctly route packets. In this case, you might need to configure flow
redirection to ensure optimization of TCP flows.

Slow LAN Defense Resets all flows that consume a disproportionate amount of buffer and have a
very slow throughput on the LAN side. Owing to a few slower end hosts or a
lossy LAN, these flows affect the performance of all other flows so that no flows
see the customary throughput improvement gained through TCP acceleration.
This feature is enabled by default. The number relates indirectly to the amount
of time the system waits before resetting such slow flows.

Slow LAN Window Penalty This setting (OFF by default) penalizes flows that are slow to send data on the
LAN side by artificially reducing their TCP receive window. This causes less data
to be received and helps to reach a balance with the data sending rate on the
LAN side.

WAN Congestion Control Selects the internal Congestion Control parameter:

® Optimized - This is the default setting. This mode offers optimized

performance in almost all scenarios.

*® Standard - In some unique cases, it might be necessary to downgrade to
Standard performance to better interoperate with other flows on the WAN
link.

" Aggressive - Provides aggressive performance and should be used with
caution. Recommended mostly for Data Replication scenarios.

WAN Window Scale This is the WAN-side TCP Window scale factor that Silver Peak uses internally for
its WAN-side traffic. This is independent of the WAN-side factor advertised by
the end hosts.
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NAT Policies Tab

Configuration > Templates & Policies > Policies > SaaS NAT Policies

This report has two views that show the NAT policies configured on appliances:

1. The Basic view shows whether NAT is enabled on all Inbound and Outbound.

J NAT Policies xl

Manage MAT Pelicies with Templates ‘E@‘ EE

NAT Policies @

9 Rows Search |

NAT All Inbound NAT All Outbound

Edit Applance Name ~ | Enable AT IP Fallback Enable HATIP | Falback
# | chennai No auto No lo auto No
# | Chicago No auto No to auto No
4" | London No auto No lo auto No
4 Los-Angeles No auto No lo auto No
4| Miami No auto No tio auto No
4" | Minneapolis No auto No lo auto No
4 Mumbai No auto No No auto No
# | Munich No auto No Ho auto No
# | Portland No auto No lo auto No

2. The Advanced view displays all the NAT map rules.
J NAT Policies xl

Manage MAT Pelicies with Templates ‘EE‘ @ =

NAT Policies @ [ show Dyamic Policies
9 Rowis Search

| Set Actions

Edt Applance N Map \ Priority Watch riteria | NATType | NATDirect...| NAT IP [ Faltack| Comment
# | chennai map1 (active) 65535 | Match Everything no-nat none auto to
#  Chicago map1 (active) 65535 | Match Everything no-nat none auto Ho
# | London map1 (active) 65535 | Match Everything ne-nat none auto Ho
# | Los-Angeles | mapl (active) 65535 | Match Everything no-nat none auto tio
4 Miami map1 (active) 65535 | Match Everything no-nat none auto lo
# | Minneapolls | map1 (active) 65535 | Match Everything no-nat none auto lo
4 Mumbai map1 (active) 65535 | Match Everything no-nat none auto lo
# | Munich map1 (active) 65535 | Match Everything no-nat none auto lo
4| Portland map1 (active) 65535 | Match Everything no-nat none auto lo

Two use cases illustrate the need for NAT:

1. Inbound NAT. The appliance automatically creates a source NAT (Network Address Translation) map when
retrieving subnet information from the Silver Peak Cloud portal. This ensures that traffic destined to SaaS
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servers has a return path to the appliance from which that traffic originated.

NAT with a Saa$ Service

If no inbound NAT, then traffic is dropped at
AWS gateway on egress for security reasons.

SaaS
LAN
i .
o NAT-ted traffic ’ -
A siverpeak- A siverpeak- ‘)
- — g . o
! + (TITTTITITII WAN ' (TITITIID
Office 365 client e SP2 _g
‘ !
Oq S

2

la ¢ ot
enter or Branc®

o0 Amazon web Service®

“Cloud”

2. Outbound NAT. The appliance and server are in the cloud, and the server accesses the internet. As in the
example below, a Citrix thin client accesses its cloud-based server, and the server accesses the internet.

NAT with the Internet

Internet

Google T

outbound
NAT

NAT-ted

A siverpeak ) el pass-through traffic
L} )
wan
SP1

Citrix thin client

/5) aC®
At \
< Center or Branch ©

Amazon web Service®
“Cloud”

For deployments in the cloud, best practice is to NAT all traffic—either inbound (WAN-to-LAN) or outbound (LAN-
to-WAN), depending on the direction of initiating request. This avoids black-holing that can result from cloud-specific
IP addressing requirements.

Enabling NAT all applies NAT policies to pass-through traffic as well as optimized traffic, ensuring that black-
holing does not occur. NAT all on outbound only applies pass-through traffic.

" If Fallback is enabled, the appliance moves to the next IP (if available) when ports are exhausted on the

current NAT IP.

In general, when applying NAT policies, configure separate WAN and LAN interfaces to ensure that NAT works
properly. You can do this by deploying the appliance in Router mode in-path with two (or four) interfaces.
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Advanced Settings

The appliance can perform source network address translation (Source NAT or SNAT) on inbound or outbound
traffic.

There are two types of NAT policies:

Dynamic - Created automatically by the system for inbound NAT when the SaaS Optimization feature is
enabled and SaaS service(s) are selected for optimization. The appliance polls the Silver Peak Unity Cloud
Intelligence service for a directory of SaaS services, and NAT policies are created for each of the subnets
associated with selected Saa$ service(s), ensuring that traffic destined for servers in use by those SaaS
services has a return path to the appliance.

Manual - Created by the administrator for specific IP addresses / ranges or subnets. When assigning priority
numbers to individual policies within a NAT map, first view dynamic policies to ensure that the manual
numbering scheme does not interfere with dynamic policy numbering (that is, the manually assigned priority
numbers cannot be in the range: 4000-5000). The default (no-NAT) policy is numbered 65535.

The NAT policy map has the following criteria and Set Actions:

Match Criteria

® These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),
and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

® To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Source or Destination

An IP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).

To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).

Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

" When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.

Range is specified using a dash. For example, 128-129.
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® wildcard is specified as an asterisk (*).

For example, 10.136-137.*.64-95.

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.

A wildcard can only be used to define an entire octet. For example, 10.13*.*.64-95 is not supported. The

correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

192.168.0.0/24 or 192.168.0.1-127.

and ACLs.

Set Actions

Set Action

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,

Description

NAT Type no-nat Is the default. No IP addresses are changed.
source-nat Is the default. No IP addresses are changed.
NAT Direction inbound NAT is on the LAN interface.
outbound NAT is on the WAN interface.
none Only option if the NAT Type is no-nat.
NAT IP auto Select if you want to NAT all traffic. The appliance then picks
the first available NAT IP/Port.
tunnel Select if you only want to NAT tunnel traffic. Applicable only

for inbound NAT, as outbound does not support NAT on
tunnel traffic.

[IP address]

Select if you want to make NAT use this IP address during
address translation.

Fallback

If the IP address is full, the appliance uses the next available
IP address.

When you select a specific IP, ensure that the routing is in place for NAT-ted return traffic.

Merge / Replace
At the top of the page, choose

Merge to use the values in the template, but keep any values set on the appliance as is (producing a mix of template

and appliance rules),

-OR-

Replace (recommended) to replace all values with those in the template.
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Inbound Port Forwarding

Configuration > Overlays & Security > Security > Inbound Port Forwarding

Inbound port forwarding allows traffic from the WAN to reach computers or services within a private LAN when you
have a stateful firewall. It helps define and manage inbound traffic, remap a destination IP address and port number
to an internal host, and create policies to manage branch devices from the WAN. Use this tab to define the desired
inbound traffic.

Inbound Port forwarding is available in two modes when you add or edit a rule, depending on whether the translate
mode is enabled or disabled.

The first operating mode for inbound port forwarding is when translate mode is disabled with inbound port
forwarding. The LAN-side subnet with private IP addresses is allowed access through an inbound port forwarding
rule (defined by you in the following steps) and exposes any external services. This requires LAN side private
addresses to be routed on the WAN side. This represents the process of DMZ (Demilitarized Zone).

NOTE This mode is not common unless the port forwarding source is directly connected to the EdgeConnect or if
the LAN side device address is routed from the WAN side. Additionally, inbound port forwarding does not support
TFTP servers.

To establish a DMZ connection, complete the following steps:

=N

Go to the Inbound Port Forwarding tab.
2. Select the Edit icon next to Appliance Name.
3. Select Add Rule.

4. Complete each field with the appropriate information.

Field ’ Description

Source IP/Subnet Source of the WAN device managing the LAN device(s) specified in the
destination.

Destination IP/Subnet Address of the LAN device(s) managed remotely.

The second mode is when translate mode is enabled. When enabled, the EdgeConnect WAN interface performs
destination NAT to reach LAN side device(s) from an external network.

Complete the following steps to enable the translate mode. This represents the process of DNAT (Destination
Network Translation).

1. Go to the Inbound Port Forwarding tab.
2. Select the Edit icon.

3. Select Add Rule.
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4. Select the Translate check box to enable Translate mode.

5. Complete each field with the appropriate information.

Field ’ Description

Source IP/Subnet Source of the WAN device managing the LAN device(s) specified in the
destination.

Destination IP/Subnet Address of the WAN interface IP.

Destination Port/Range Port/range of the LAN device(s) that are managed remotely.

Protocol Select the protocol you want to apply: UDP, TCP, ICMP, Any. If you select Any,

the Destination and Translated Ports have a default value that need to be
between 0-100. If the value exceeds, 100 a warning appears.

Translated IP IP address of the LAN device accessed inside your network.
Translated Port/Range Port/range of the LAN device accessed inside your network.
Source Interface Source interface name.

Segment Name of the segment being used.

Comment Any additional details.

Additional Information

Interface Modes

Port forwarding is used only when you have 'stateful' or 'stateful+snat' configured on interfaces. It does not
apply when you have 'Allow All' or 'Harden' configured.

Security Policies
*If 'security policies' are configured, make sure they allow the traffic specified in the port forwarding rules.

® You can also reorder the appliances associated with inbound port forwarding by selecting Reorder when

adding a rule.

NOTE 'Any'is a protocol option only on versions or 8.1.9.4 and later.

Security Policies Tab

Configuration > Overlays & Security > Security > Firewall Zone Security Policies

This tab displays the Security Policies, which manage traffic between firewall zones.
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Zones are created on the Orchestrator. A zone is applied to an Interface.

By default, traffic is allowed between interfaces labeled with the same zone. Any traffic between interfaces
with different zones is dropped. Users can create exception rules (Security Policies) to allow traffic between
interfaces with different zones.

When Routing Segmentation (VRF) is enabled, by default, traffic is allowed between interfaces labeled with
the same zone and the same segment. Any traffic between different zones or between different segments is
dropped.

When segmentation is enabled, define your security policies from the Routing Segmentation (VRF) tab.

When segmentation is enabled, do not use templates. If a security policy template is applied while
segmentation is enabled, it will only apply within the default segment. It will override the default-default
security policy defined on the Routing Segmentation (VRF) tab. This behavior is designed to prevent a
disruption in traffic when segmentation is enabled for the first time, and during a migration to segments.
After the migration process is complete, the security policy template should be removed.

If segments are disabled, define your security policies by creating templates. You can then apply template
groups to appliances.

Clicking the edit icon opens the Security Policy that has been applied. Any changes made here are local to
that appliance. Silver Peak does not recommend making changes from this tab.

Logging: In table view, you can specify the log level when adding and editing a rule. Select the appropriate
level from the options in the list.

Define your Security Policies by creating templates. You can then apply templates to Interfaces or Overlays.

Clicking the edit icon opens the Security Policy that has been applied. Any changes made here are local to
that appliance.

Click Firewall Drops to see statistics on various flows, packets, and bytes dropped or allowed by a zone-
based firewall for a given time range.

Click Manage Security Policies with Templates to define policies on all appliances within your network.
You can use the matrix and table view to further specify your policies. If segmentation is enabled, do not use
templates. Manage from the Routing Segmentation (VRF) tab instead.

Wildcard-based Prefix Matching

When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the
dot notation. For example, A.B.C.D.

Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*.64-95.
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® Awildcard can only be used to define an entire octet. For example, 10.13*.*.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

" The same rules apply to IPv6 addressing.

" CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either
192.168.0.0/24 or 192.168.0.1-127.

" These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,
and ACLs.

Access Lists Tab

Configuration > Templates & Policies > Policies > ACLs > Access Lists

This tab lists the configured Access Control List (ACL) rules. An ACL is a reusable MATCH criteria for filtering flows.
It is associated with an action: permit or deny. An ACL can be a MATCH condition in more than one policy—Route,
QoS, or Optimization.

Field ’ Description

Appliance Name the appliance selected.

Name
ACLs Access Control Lists. A list of one or more ordered access control rules.
NOTE An ACL only becomes active when it is used in a policy.
Priority ® Ifyou are using Orchestrator templates to add rules, Orchestrator will delete all entries from
1000 - 9999 before applying its policies.
® You can create rules with higher priority than Orchestrator rules (1 - 999) and rules with lower
priority (10000 - 19999 and 25000 - 65534).
NOTE The priority range from 20000 to 24999 is reserved for Orchestrator.
® When adding a rule, the priority is incremented by 10 from the previous rule. The priority can
be changed, but this default behavior helps to ensure you can insert new rules without having
to change subsequent priorities.
Match Configured ACL match criteria associated to the appliance. See below for more information about
Criteria Match Criteria.
Permit Whether the ACL is set to Permit or Deny.

Permit allows the matching traffic flow to proceed to the policy entry's associated SET actions.

Deny prevents further processing of the flow by that ACL, specifically. The appliance
continues to the next entry in the policy.

Comment Any additional information about the ACL.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 192



Silver Peak Unity Orchestrator User Guide

Click the edit icon to make add, delete, or modify rules to your ACLs.

Match Criteria

These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),
and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

*® To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Wildcard-based Prefix Matching

When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the
dot notation. For example, A.B.C.D.

Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*.64-95.

A wildcard can only be used to define an entire octet. For example, 10.13*.*%.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either
192.168.0.0/24 or 192.168.0.1-127.

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,
and ACLs.

Address Groups

Configuration > Templates & Policies > ACLs > Address Groups

Use the Address Groups tab to view and manage address groups in your SD-WAN network. An address group is a
logical collection of IP hosts or subnets that can be referenced in source or destination matching criteria in the zone
based firewall and security policies (route, QOS, optimization, and so forth).

NOTE Orchestrator supports up to 500 address groups.
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Address Groups @ 4 mins

2 Rows, 1 Selected

= v [addcoup]

Jelete Group

Bulk Impaort || Export C5V

Memory Consumed: 30 bytes

Search |

Edit MNamea Indudes Exdudes

Comment

# | AuthorizedDNS

#'  Loophacks-Default 128.41.0.0/16

B.3.8.5 8.8.44, 1.1.1.1, 1.1.0.0

Firewall denies all but these endpoints

Pool for loopback orchestration

Add an Address Group

Follow the steps below to create a new address group:

1. Click Add Group to open the Add Address Group dialog box.

Add Address Group

Group name

Rules
IPs to include

IPs to exclude
Groups to include

Comment

Example: 10.10-20.0.0/16, 10.10-20.0.0/255.255.0.0

Example: 10.10.20.1, 10.10.20.2

Example: Groupl, Group2, Group3

(o
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2. Provide the following details in the fields provided:

Field Description

Group Enter a unique name for the group, up to 64 characters long.
name

NOTE Group names can only contain uppercase and lowercase letters, numbers, dots,
underscores, and hyphens.

IPs to Enter one or more IP addresses or subnets to include in the group (see Address Group
include Formats below).

IPs to Enter one or more IP addresses to exclude, in the case where you are including an IP range.
exclude

Groups to Enter the name of one or more address groups to include.
include

NOTE Group inclusion only supports two levels of nesting. For example, if Group1 includes
Group2 and Group2 includes Group3, you could not include Group1 anywhere because it
already contains two levels of nested groups.

Comment Enter an optional comment that describes the address group and how it might be used.

3. Click Add to create the address group or click Cancel to close the dialog box without making any changes.

Add a Rule to an Address Group

Follow the steps below to add a rule to an existing address group:

1. Select the address group to which you want to add a rule from the drop-down list above the table.

2. Click Add Rule to open the Add Rule dialog box.
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Add Rule b4

Group name  Loopbacks-Default2

Rules

IPs to include I\Example: 10.10-20.0.0/16, 10.10-20.0.0/255.255.0.0

IPs to exclude | Evample: 10.10.20.1, 10.10.20.2

Groups to include | Example: Groupi, Group2, Group3

Comment

Add | Cancel

3. Provide the details for the new rule in the fields provided (see field descriptions in Add an Address Group).

4. Click Add to create the rule or click Cancel to close the dialog box without making any changes.

Delete an Address Group

Follow the steps below to delete an address group:
1. Select the address group you want to delete from the drop-down list above the table.

2. Click Delete Group.

A confirmation dialog opens.

3. Click Delete to confirm your choice and permanently remove the selected group and all of its rules.
Otherwise, click Cancel to return to the list without deleting the group.

Export Address Groups

You can export the current address groups to a CSV file as a backup to make bulk modifications outside of the
Orchestrator Ul. Follow the steps below to export address groups.

1. Click Export CSV.

2. Inthe save dialog box, browse to the location where you want to save the file, provide a name for the file,
and then click Save.
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3. Open the saved file in Excel or another program to view or modify its contents.

y A | B | g | D | E
1 |[Name IncludedIPs ExcludediPs IncludedGroups Comment

2 |AuthorizedDNS 8.8.8.8,8.8.4.4,1.1.1.1,1.1.0.0 Firewall denies all but these endpoints
3 |Loopbacks-Default 128.41.0.0/16 Pool for loopback orchestration

4

NOTE When editing exported rules and address groups, you can modify the included or excluded IPs,
included groups, or comments to overwrite the same rule when imported. If you modify the group name on
a rule, however, it will create a new rule when imported.

Import Address Groups

Follow the steps below to import address groups from a CSV file:

NOTE You can import a file that was exported and modified, or a new file that contains data in the same rows and
columns as the exported file. Columns are ordered as Name, Included IPs, Excluded IPs, Included Groups, and
Comment. The first row of the import file will be ignored.

1. Click Bulk Import to open the Address Groups - Bulk Upload dialog box.

Address Groups - Bulk Upload *

Choose File

Imported address groups:

Name Includes Excludes... : Comment

Na Data Avaiable

Cancel

2. Click Choose File, locate and select the CSV file to be imported, and then click Open.
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3. Review the groups and rules to be imported.

4. Click Save to import the file and merge with or replace the existing address groups, or click Cancel to close
the dialog box without making any changes.

View a Single Address Group

By default, all address groups are displayed in the table on the Address Groups tab. To filter the table to a single
address group, select the group from the drop-down list above the table.

NOTE You can only add rules to an existing group when viewing a single address group. You cannot add a group
with the same name as an existing group.

Edit or Delete a Rule

To edit or delete an existing rule, click the edit icon to the right of the rule. The Edit Rule dialog box opens.

Edit Rule X

Group name  Loopbacks-Default2

Rules

IPs to include  [128.41.0.0/24

IPs to exclude  |Example: 10.10.20.1, 10.10.20.2
Groups to include | Example: Groupl, Group2, Group3

Comment | pool for loopback orchestration

| Save || Delete || Cancel |

® To edit the rule, modify the available fields, and then click Save.

® To delete the rule, click Delete.

Using Address Groups in Match Criteria

When specifying match criteria for IP/Subnet, you can use an address group by enabling the Src:Dest and Groups
options.
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Segment ]
Source Dest
IP/Subnet AuthorizedDNS AuthorizedDNS
secoest (185 e
Port ]

Address Group Formats

An address group can include IP addresses, subnets, address groups, or any combination thereof. For IPs and
subnets, the following formats are allowed:

" One or more IP addresses: 10.10.10.1 or 10.10.10.2, 10.10.10.2, 10.10.10.3
" IP subnet: 10.10.0.0/16 or 10.10.0.0/255.255.0.0

® IPrange: 10.10.10.10-20

" IP range and subnet: 10.10-20.0.0/16, 10.10-20.0.0/255.255.0.0

IP wildcard: 10.10.10.* (you can use the wildcard in any octet)

® wildcard and mask: 10.*%.0.0/16, 10.*.0.0/255.255.0.0

Service Groups

Configuration > Templates & Policies > ACLs > Service Groups

Use the Service Groups tab to view and manage service groups in your SD-WAN network. A service group is a logical
collection of protocols and ports that can be referenced in source or destination matching criteria in the zone based
firewall and security policies (route, QOS, optimization, and so forth).

NOTE Orchestrator supports up to 500 service groups.
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Service Groups @ [ & ] zmins

v [nee )

up || Bulk Import || Export CSV

Memory Consumed: 320 bytes

15 Rows Search
Edit Name Protocol Indludes Excludes Comment
& ICMP-Echo IcMe 8 ping request
& ICMP-EchoReply IcMe o ping reply
# | ICMP-DestinationUnreacha... ICMP 3 destination unreachables
& ICMP-TTLExceeded IcMP 11 TTL Expired in Transit (traceroute, routing loops,...
& ICMP-Redirect IcMe 5 redirect messages for better gateway
& SystemPorts-UDP uDP 1-1023 system, well-known, privileged ports
# | SystemPorts-TCP TCP 1-1023 system, well-known, privileged ports
# EphemeralPorts-TCP TCP 49152-65535 ephemeral ports
# | EphemeralPorts-UDP upP 49152-65535 ephemeral ports
#  RegisteradPorts-TCP TCP 1024-49151 registered and unprivileged ports
# | RegisteredPorts-UDP upP 1024-49151 registered and unprivileged ports
# Unidirectional-UDP UDP 514, 2055, 67, 162 apps that continuously send in only one direction
# | multi-services TCP 1, 2, 3-5, ICMP-Echo 100-200, SystemPorts-TCP
# multi-services GRE
# | multi-services upp 512 123

Add a Service Group

Follow the steps below to create a new service group:
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1. Click Add Group. The Add Service Group dialog box opens.

Add Service Group X

Group name ] ]

Rules

Protocol TP il

Ports to include | Example: 144,256,980-6500
Ports to exclude |Example: 144,256,980-6500
Groups to include | Example: Groupi, Group2, Group3

Groups to exclude Example: Groupl, Group2, Group3

Comment

| Cancel |

2. Provide the following details in the fields provided:

Used Description

Group name  All Enter a unique name for the group, up to 64 characters long.

NOTE Group names can only contain uppercase and lowercase letters,
numbers, dots, underscores, and hyphens.

Protocol All Select a protocol from the list of those available.
Ports to TCP, Enter one or more ports to include in the group. A single port, multiple comma-
include uUDP separated ports, and a range of ports are supported (e.g., 20, 22, 24-30).
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Description

Used
Ports to TCP,
exclude UDP

Enter one or more ports to exclude from the group, in the case where you are
including a range of ports. A single port, multiple comma-separated ports, and a
range of ports are supported (e.g., 20, 22, 24-30).

Groups to TCP,
include UDP

Enter the name of one or more service groups to include.

NOTE Group inclusion only supports two levels of nesting. For example, if
Group1 includes Group2 and Group2 includes Group3, you could not include
Group1 anywhere because it already contains two levels of nested groups.

Groups to TCP,
exclude UDP

Enter the name of one or more service groups to exclude, in the case where you
are already including a group that includes multiple groups.

ICMP types ICMP

For ICMP, add one or more message types to include. Multiple types and ranges
are supported (e.g., 1, 2, 4-8).

Comment All

Enter an optional comment that describes the service group and how it might be
used.

3. Click Add to create the service group or click Cancel to close the dialog box without making any changes.

Add a Rule to a Service Group

Follow the steps below to add a rule to an existing service group:

1. Select the service group to which you want to add a rule from the drop-down list above the table.

2. Click Add Rule. The Add Rule dialog box opens.
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Add Rule b4

Group name  Group3

Rules

Protocol  UCE ]

Ports to include  |Example: 144,256,980-6500
Ports to exclude  |Example: 144,256,980-6500
Groups to include Example: Groupl, Group2, Group3

Groups to exclude  |Example: Groupl, Group2, Group3

Comment

Cancel

3. Provide the details for the new rule in the fields provided (see field descriptions in Add a Service Group).

4. Click Add to create the rule or click Cancel to close the dialog box without making any changes.

Delete a Service Group

Follow the steps below to delete a service group:
1. Select the service group you want to delete from the drop-down list above the table.
2. Click Delete Group.

A confirmation dialog opens.

3. Click Delete to confirm your choice and permanently remove the selected group and all of its rules.
Otherwise, click Cancel to return to the list without deleting the group.

Export Service Groups

You can export the current service groups to a CSV file as a backup to make bulk modifications outside of the
Orchestrator Ul. Follow the steps below to export service groups.
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1. Click Export CSV.

2. Inthe save dialog box, browse to the location where you want to save the file, provide a name for the file,

and then click Save.

3. Open the saved file in Excel or another program to view or modify its contents.

4 A | & | £ | D | E | F | H
1 |Name Protocol IncludedPorts  ExcludedPorts IncludedGroups ExcludedGroups lcmpTypes Comment

2 |ICMP-Echo ICMP 8 ping request

3:ICMP-EchuReply ICMP 0 ping reply

4 |SystemPorts-UDP upe 1-1023 system, well-known, privileged ports

5 |SystemPorts-TCP TCP 1-1023 system, well-known, privileged ports

6 |EphemeralPorts-TCP TCP 49152-65535 ephemeral ports

7 |EphemeralPorts-UDP upP 49152-65535 ephemeral ports

8: RegisteredPorts-TCP TCP 1024-49151 registered and unprivileged ports

9 |RegisteredPorts-UDP upeP 1024-459151 registered and unprivileged ports

10 |Unidirectional-UDP upp 514,2055,67,162 apps that continuously send in only one direction

NOTE When editing exported rules and service groups, you can modify the protocol, inclusions, exclusions,
ICMP types, or comments to overwrite the same rule when imported. If you modify the group name on a

rule, however, it will create a new rule when imported.

Import Service Groups

Follow the steps below to import service groups from a CSV file:

NOTE You can import a file that was exported and modified, or a new file that contains data in the same rows and
columns as the exported file. Columns are ordered as Name, Protocol, Included Ports, Excluded Ports, Included

Groups, Excluded Groups, ICMP types, and Comment. The first row of the import file will be ignored.
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1. Click Bulk Import. The Service Groups - Bulk Upload dialog box opens.

Service Groups - Bulk Upload *

Choose File

Imported service groups:

Mame | Protocol | Includes | Excludes... | Comment

Na Data Avaiable

Cancel

2. Click Choose File, locate and select the CSV file to be imported, and then click Open.
3. Review the groups and rules to be imported.

4. Click Save to import the file and merge with or replace the existing service groups, or click Cancel to close
the dialog box without making any changes.

View a Single Service Group

By default, all service groups are displayed in the table on the Service Groups tab. To filter the table to a single
service group, select the group from the drop-down list above the table.

NOTE You can only add rules to an existing group when viewing a single service group. You cannot add a group
with the same name as an existing group.

Edit or Delete a Rule

To edit or delete an existing rule, click the edit icon to the right of the rule and the Edit Rule dialog box opens.
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Edit Rule X

Group name  SystemPorts-TCP

Rules

Protocal T€F hd

Ports to include  |1-1023

Ports to exclude | example: 144,256,980-6500
Groups to include  |Example: Group1, Group2, Group3
Groups to exclude  |Example: Groupl, Group2, Group3

Comment | system, well-known, privileged ports

|Sa1.re|| Delete || Cam:el|

® To edit the rule, modify the available fields, and then click Save.

® To delete the rule, click Delete.

Using Service Groups in Match Criteria

When specifying match criteria for Port, you can use a service group by enabling the Src:Dest and Groups options.

TR SUDTTET (]

Source Dest
Port ICMP-EchoReply ICMP-EchoReply

srcpes

Shaper Tab

Configuration > Templates & Policies > Shaping > Shaper
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This report provides a view of the Shaper settings.

The Shaper provides a simplified way to globally configure QoS (Quality of Service) on the appliances.

Shaper

Manage Shaper settings vith Templates [e]=]ems

Shaper @

300 Rows. Search |

Edit | Host Na.. | Jafer.. | MaxWan ... |Recalcon... | TrafficID | Traffic Na... |Priority | Min BW % | Min BW Absolute .. Min BW Actual (. | Excess Weight... MaxBW % | Max B Absolute .. | Max B Actual . | Max Wait Time ... Rate Limit (kb... | Enable
4 Mbuque... | van 200,000 | o 9| UNUSED9 9 0 0 0 1 100 10,000,000 200,000 500 0 Yes -
& albuque. . wan 200,000 | No 10 UNUSED10 10 0 0 0 1 100 10,000,000 200,000 500 0 Yes
4 Barcelona | wan 200,000 | No 1 defaut 1 0 0 0 250 100 10,000,000 200,000 500 0 Yes
# | Barcelona | wan 200,000 o 2 Interactive 1 0 0 0 1000 100 10,000,000 200,000 500 0 Yes
& Barcelona | wan 200,000 | No 3 RealTime 1 0 0 0 500 100 10,000,000 200,000 100 0 Yes
4 Barcelona | wan 200,000 o 4 reglication T 0 0 0 100 100 10,000,000 200,000 1000 0 Yes
# Barcelona | wan 200,000 | No 5| guest_wi. 1 0 0 0 100 100 10,000,000 200,000 1000 0 ves
£ Barcelona | wan 200,000 Mo 6 UNUSEDS 6 0 0 0 1 100 10,000,000 200,000 500 0 Yes
#  Barcelona | wan 200,000 | No 7| UNUSED7 7 0 0 0 1 100 10,000,000 200,000 500 0 Yes
4 Barcelona | wan 200,000 | No 8 UNUSEDS 8 0 0 0 1 100 10,000,000 200,000 500 0 Yes
& Barcelona | wan 200,000 | Ho 9 UNUSED9 9 0 0 0 1 100 10,000,000 200,000 500 0 Yes
#  Barcelona  wan 200,000 | No 10 UNUSED10 10 0 0 ] 1 100 10,000,000 200,000 500 0 Yes
# | Boston | wan 200,000 | Mo 1 default 1 0 0 0 250 100 10,000,000 200,000 500 0 Yes =
Shaper x

Manage Shaper settings with Templates [ fnbound [e]=]emns

Shaper @

30 Rows

Search

Edit| Host A | Interfa | MaxWan | Recalcon | TrafficID | Traffic Na | Prionity | MinEW % | Min BW Absolute | Min BW Actual (| Excess Weight | Max BW % | Max BW Absolute

Max BW Actual . Max Wait Time | Rate Limit (kb... | Enable

# | Albuqu
# | Barcel,
" | Boston
Chennai
Chicago
Dallas
Denver
Edinbu
Frankfurt
Geneva
London

Los-An,

sis win s s v s s

Mexico...

Inbound shapers are not defined for the appliance
Inbound shapers are not defined for the appliance
Inbound shapers are not defined for the appliance
Inbound shapers are not defined for the appkance
dnbound shapers are not defined for the appliance
Inbound shapers are not defined for the appliance
Inbound shapers are not defined for the appliance
iInbound shapers are not defined for the apphance
Inbound shapers are not defined for the appliance
Inbound shapers are not defined for the appliance
Inbound shapers are not defined for the appiiance
Inbound shapers are not defined for the appliance
dnbound shapers are not defined for the appliance

and pass-through-shaped traffic, shaping it as it exits to the WAN.

minimum values and limits bandwidth to the lower of the maximum values.

It shapes traffic by allocating bandwidth as a percentage of the system bandwidth.

If you set Min Bandwidth to a value greater than Max Bandwidth, then Max overrides Min.

The Shaper's parameters are organized into ten traffic classes. Four traffic classes are preconfigured and
named real-time, interactive, default, and best effort.

To manage Shaper settings for an appliance's system-level WAN Shaper, access the Shaper template.

For minimum and maximum bandwidth, you can configure traffic class values as a percentage of total
available system bandwidth and as an absolute value. The appliance always provides the larger of the

The system applies these QoS settings globally after compressing (deduplicating) all the outbound tunnelized
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Shaper Tab Settings
Field

Excess Weighting

’ Description

If there is bandwidth left over after satisfying the minimum
bandwidth percentages, the excess is distributed among the traffic
classes in proportion to the weightings specified in the Excess
Weighting column. Values range from 1 to 10,000.

Interface Shaper

Enables a separate shaper for a specific WAN interface.

For WAN optimization, the interface shaper can be used, but it

is not recommended.

® For SD-WAN, it should never be used because overlay traffic is

not directed to an interface shaper; traffic is always shaped by
the default WAN shaper.

Max Bandwidth %

This limits the maximum bandwidth that a traffic class can use to a
percentage of total available system bandwidth.

Max Bandwidth Absolute (kbps)

This limits the maximum bandwidth that a traffic class can use to
an absolute value (kbps). You can specify a maximum absolute
value to cap the bandwidth for downloads and streaming.

Max Wait Time

Any packets waiting longer than the specified Max Wait Time are
dropped.

Min Bandwidth %

Refers to the percentage of bandwidth guaranteed to each traffic
class, allocated by priority. However, if the sum of the percentages
is greater than 100%, lower-priority traffic classes might not
receive their guaranteed bandwidth if it is all consumed by higher-
priority traffic.

If you set Min Bandwidth to a value greater than Max Bandwidth,
then Max overrides Min.

Min Bandwidth Absolute (kbps)

This guarantees a specific level of service when total system
bandwidth declines. This is useful for maintaining the quality of
VolP, for example.

Priority

Determines the order in which to allocate each class's minimum
bandwidth - 1 is first, 10 is last.

Rate Limit (kbps)

You can set per-flow rate limit that a traffic class uses by specifying
a number in the Rate Limit column. For no limit, use 0 (zero).

Recalc on IF State Changes

When an interface state changes to UP or DOWN, selecting this
recalculates the total bandwidth based on the configured
bandwidth of all UP interfaces. For example, when wan0 goes
down, wanO0 bandwidth is removed from the total bandwidth
when recalculating.

Traffic ID

The number assigned to the traffic class.
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Field

Traffic Name

’ Description

The name assigned to a traffic class, either prescriptively or by the
user.

SaaS Optimization Tab

Configuration > Templates & Policies > Applications & SaaS > SaaS Optimization

When SaaS optimization is enabled, this report provides a view of the information retrieved from the Silver Peak

Unity Cloud Intelligence Service.

Configuration Tab

To directly access an appliance and configure the SaaS applications/services you want to optimize, select the desired

row and click the edit icon. The SaaS Optimization window opens.

SaaS Optimization xl

Manage SaaS Optimization vith Templates | conbgurabon | Mentering |

SaaS Optimization Configuration @

[E2EE

161 Rows Search

Edit Applance Name Application Name Optimize Advertise RTT Threshold Domains

# | Chennai Adobe No No 10 ms adobe.com

# | Chennai AirWatch No No 10 ms *.air-watch.com

# | Chennai AthenaHealth No No 10 ms. #.athenahealth.com, athenahealth.com

# | Chennai Box Mo No 10 ms =,app.box.com, *.box.com, *.box.net, *.boxcdn.net, = boxcloud.com
# | Chennai CCCone No No 10 ms mycccportal.com, *mycceportal.com

# | Chennai ConstantContact No No 10 ms constantcontact.com

# | Chennai ComnerstoneOnDemand No No 10 ms cornerstoneondemand.com

# | Chennai Dropbox No No 10 ms *.dl.dropboxusercontent.com, dropbex.com, *.dropbex.com
# | Chennai Eloqua No No 10 ms elogua.com, eloguatrainingcenter.com

# | Chennai GoToAssist No No 10 ms gototraining.com

# | Chennai GoTolMeeting No No 10 ms gotomeeting.com

# | Chennai GoToTraining No No 10 ms gototraining.com

# | chennai GoToWebinar No No 10 ms gotowebinar.com, gotoassist.com

# | Chennai Intutt No No 10ms intuit.com

# | Chennai Jobvite No No 10 ms careers jobvite.com, v jobvite.com, hire jobvite.com

# | Chennai Lithium No No 10 ms lithium.com

# | Chennai LiveQps No No 10ms liveops.com

# | Chennai Marketo No No 10 ms marketo.com

# | Chennai NetSuite No No 10 ms netsuite.com

# | Chennai Office365 No No 10 ms *.officeapps.live.com, *.microsoftonline-p.net, *.microsoftoniinesupport.net,
# | Chennai Oneiote No lo 10 ms onencte.com, *.onenote.com, *.onenote.net

# | Chennai Parature No No 10ms parature.com

# | Chennai PardotExactTarget No No 10ms pardot.com

# | Chennai Planner No No 10 ms tasks.office.com, *.tasks.osi.office.net, controls.office.com
# | Chennai FlexSystems No lo 10 ms plex.com

# | Chennai Salesforce No No 10 ms =.euforce.com, *.na3 force.com, *.salesforce.com

Application Definitions

Configuration > Templates & Policies > Applications & SaaS > Application Definitions
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This tab provides application visibility and control. You can search to determine whether Silver Peak has a definition
for a specific application and, if so, how it is defined.

Application Definitions x

Application Definitions @ Application Groups
Search Milions of Applications
[qeowz Modified Disabled Auto updates | on | OFF |
1334 Rows Search
e Hame Notes Confid Detal e
Domain Name | Google: 7 Domain * cobrasearch.com s e
Domain Name | 9006 75| bomain*.com.google Z

e | Contacts-goo. 7 Domain *.contacts.google.com

GoogleDocs. 7 Domain *.docs.google.com £
GoogleDomains. 75 Domain *.domains.google

Doubecick 75| Doman" doublecickbygoogle.com 2
GoogleDrive 75 Domain *.drive.google.com

Google 75 | boman* duckcom 2
GoogleFonts 75 Domain *.fonts.google.com

Bomain Name | Google 75 | Domain*.foofle.com

Domain Name | GoogleForms 75 | Domain *forms.google.com
Domain Name | Go-google: 75 Domain ".gg.google.com
Domain Name | Ggoogle 75 | Domain *.ggoogle.com s

Hide Advanced App Defnitions

UDPPort  TCPPort  DomainName  AddressMap  DPI  Compound  SaaS  +Add New Application
Show Only  Modiied | Disobled |

190 Rows Seach
ool | tame — e Codence | edt

o Hepopt 176 Hop-by-Hop Option 0 ;oA

= SR . 1

2 igmp Intermet Geoup Management Pratocel £ < B

3 » Gotevayto-Gateway Protocol E) 7

4 o 1P encapsiation ) P

s st Itermet Stream Proocol 0 -

s 1 Transmission Control Protoca F /

7 = Core based trees 50 -

s & Exeror Gateway Protocol B P

B i gatenay ) 50 .

10 Sbrccmon bbn rce moritoing 5 ”

1 e Network Voie Protoca £ &

2 P Yerax UP 0 7

B g anus E) Z

1 Emcon emcon 0 s B

| ]

Orchestrator uses these eight dimensions for identifying and defining applications:

IP Protocol

° UDP Port

* TCP Port

* Domain Name

* Address Map - (Formerly known as IP Intelligence). Given a range of IP addresses, the Address Map
reveals what organization owns the segment, along with the country of origin.

* DPI - Deep Packet Inspection. An expanded list of Orchestrator's legacy built-in applications.

® Compound - Created by user from multiple criteria.

Saas - Created by user. If any components of the definition change, the user must manually update
the definition.

You can modify or disable an existing application.
You can use any of the dimensions to define a new application.

Auto update is enabled by default.
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Application Groups Tab

Configuration > Templates & Policies > Applications & SaaS > Application Groups

Application groups associate applications into a common group you can use as a MATCH criteria. The applications
can be built-in, user-defined, or a combination of both.

Application Groups x|
Application Groups @ Application Definitions
Groups » Applications | search all apps to view their groups
Filter Groups 129R
Traffic Type | Application Groups Edit Group Membership
Email 76 Adobe Computer_and_Electronics, Interactive, Saas, Software, Video & “
Encrypted 74 Airs TInteractive &
File_Sharing 220 Ammyy Interactive &
Interactive 139 Aol Email, Interactive, Intemet_and_Telecom #
Logging 20 Apple-remote-desktop Interactive P
Networl_Services 66 Asf-rmep Interactive, Network_Services b
P2p 24 i )
Avira Computer_and_Electronics, Computer_Security, Interactive 5
Printing 9 e
Blueleans Interactive, Saas #
Rezl-Time 91
Bluestacks Computer_and_Electronics, Interactive, Software P
Replication 40
Gazs a7 Brocade Encrypted, Interactive s
Transactional 60 Cddbp Interactive #
Video 50 Cisco ‘Computer_and_Electronics, Encrypted, Interactive, Network_Services, Networking, Real-Time, Vide... s
Voice 40 Cisco-aon-amc Interactive P
VPN 13 Citadel Interactive &~
Content Type Citrix-ica Citrix, File_Sharing, Interactive I
Accommodation_and_Hotels 54 Codenger Interactive L
Accounting [] Dart Interactive, Netviork_Services &
Ad_Network 34 Den-meas Interactive I
Adult 1106 Default-port Interactive ;
Aerospace_and_Defence 3 Dtsped Tnbenctive P

Agriculture 1 Farming Interactive

*® The Group Name cannot be blank.
[ ] . ape

Group names are case-insensitive.
" An application group cannot contain another application group.
® Agroup name followed by * indicates a group defined by a user.
[ ]

You cannot change the name of a group provided by Silver Peak, but you can modify the applications those
groups contain.

NOTE To avoid performance issues, it is strongly recommended that you assign an application to no more
than three groups.

Threshold Crossing Alerts Tab

Configuration > Templates & Policies > TCAs > Threshold Crossing Alerts
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Threshold Crossing Alerts (TCAs) are pre-emptive, configurable alarms triggered when specific thresholds are
crossed.

J Threshold Crossing Alerts xl
Hanage Toas ith Tempates E =y
Threshold Crossing Alerts @
36 Rows Search |
Rising | Falling
Edit  Applance Neme » | Hame Raise Cear Times to Trigger Enabled | Raise Clear Times to Trigger Enabled
# Talinn File-system utiization 90% 85% 1 Yes 75% 75% 1| Mo o
4 Talinn LAl-side receive throughput 1000000 kbps 1000000 kbps 1 No 0 kbps 0 kbps 1 No
4 Talinn Total number of flows 0% 85% 1 Yes 0% 0% 1 lo
4 Talinn Total number of optimized flows 90% 85% 1 No 0% 0% 1 No
# | Talinn Tunnel OOP post-POC 100% 100% 1| No 0% 0% 1| o
4 Talinn Tunnel 0OP pre-POC 100% 100% 1 ne 0% 0% 1 No
4 Talinn Tunnel latency 1000 ms 850 ms 1 Yes 0 ms 0ms 1| o
4 Talinn Tunnel loss post-FEC 100% 100% 1 No 0% 0% 1| No
# | Talinn Tunnel loss pre-FEC 100% 100% 1 No 0% 0% 1| o
# Talinn Tunnel reduction 100% 100% 1| No 0% 0% 1 No
# | Talinn Tunnel utilzation 100% 100% 1| No 0% 0% 1| No
4 Talinn WA-side transmit throughput 1000000 kbps | 1000000 kbps 1 No 0 kbps 0 kbps 1 Mo
/' laine-via File-system utiization 90% 85% 1 Yes 75% 75% 1| No
/' laine-via LAN-side receive throughput 1000000 kbps 1000000 kbps 1 No 0 kbps 0 kbps 1 lo
/' laine-via Total number of flows 90% 85% 1 Yes 0% 0% 1| No
/' laine-via Total number of optimized flows 85% 80% 1/ No 0% 0% 1 No
/' laine-via Tunnel OOF post-POC 100% 100% 1/ No 0% 0% 1| o
/' laine-via Tunnel OOP pre-POC 100% 100% 1 No 0% 0% 1| o
/' laine-via Tunnel latency 1000 ms 850 ms 1 ves ams oms 1| No
4 laine-via Tunnel loss post-FEC 100% 100% 1 No 0% 0% 1lho 25
J Threshold Crossing Alerts x‘
Manage TCAs with Templates Baell Tuind T B
[ (_runmd ) \
Threshold Crossing Alerts @
1Rows search
Rising Faling
Applance Name ~ Tunnel Name TCA Name Raise Clear Times to Trigger Enabled Raise Clear Times to Trigger Enabled
laine-vea auto_tun_10.1.153.20_to_10.1.1... latency 20ms 15ms Hal | No undefined ms | undefined ms NaN | No

The alerts are triggered with rising and falling threshold crossing events (that is, floor and ceiling levels). For both
levels, one value raises the alarm while another value clears it.

® When you configure appliance and tunnel TCAs with an Orchestrator template, all alerts apply globally, so all
of an appliance's tunnels have the same alerts.

To create a tunnel-specific alert, navigate to Configuration > Networking > Tunnels> Tunnels, select the
tunnel, click the edit icon to access the tunnel directly, and then click the icon in the Alert Options column.
Make your changes, and then click OK.
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*® To view globally applied system and tunnel alerts, click System.
® Toview alerts that are specific to an individual tunnel, click Tunnel.

Times to Trigger - A value of 1 triggers an alarm on the first threshold crossing instance.

rising alert rising alert
raised cleared

rising raise value

A
/ V) \ /
N N\ rising clear value
falling alert  falling alert

raised cleared

NN

~ oV

\

Rules:
- High raise threshold is greater than high clear threshold
- Low raise threshold is less than low clear threshold

ON by Default

" Appliance Capacity - Triggers when an appliance reaches 95% of its total flow capacity. It is not configurable

and can be cleared only by an operator.

File-system utilization - Percent of non-Network Memory disk space filled by the appliance. This TCA
cannot be disabled.

Tunnel latency - Measured in milliseconds, the maximum latency of a one-second sample within a 60-
second span.

OFF by Default

" LAN-side receive throughput - Based on a one-minute average, the LAN-side receive TOTAL for all

interfaces.

WAN-side transmit throughput - Based on a one-minute average, the WAN-side transmit TOTAL for all
interfaces.
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® TCAs based on an end-of-minute count:

* Total number of flows
® Total number of optimized flows
" TCAs based on a one-minute average:
* Tunnel loss post-FEC
® Tunnel loss post-FEC
* Tunnel OOP post-POC
® Tunnel OOP post-POC

® Tunnel reduction

* Tunnel utilization (based on percent of configured maximum [system] bandwidth)

IP SLA Tab

Configuration > Templates & Policies > TCAs > IP SLA

Using a polling process, IP SLA (Internet Protocol Service Level Agreement) tracking provides the ability to generate
specific actions in the network that are completely dependent on the state of an IP interface or tunnel. The goal is to
prevent black-holed traffic. For example, associated IP subnets could be removed from the subnet table, and also
from subnet sharing, if the LAN-side interfaces on an appliance go down.

This tab displays all of the IP SLA rules configured on the selected appliances. To add or modify rules, click the edit
icon to the left of any row in the table.

IP SLA Monitor Use Cases

The following examples describe five basic use cases for IP SLA monitoring.

Example #1 - Ping via Interface

www.google.com

b
Interface-1 @ = = = = = = = = = = — — — g mE Internet

Primary

\A

www.google.com

Silver Peak

Internet
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® Two passthrough tunnels configured for Internet breakout and High Availability.

If the Primary passthrough tunnel goes down, traffic goes to Backup tunnel.

The IP SLA Rule would look like this, with the same tunnel specified for the Down and Up Actions.

IP SLA Rule b 4
_ OFF
Monitor
Monitor | Fing ¥ |
Address (8.8.8.8 |
Interface |Internet v |
Keep Alive Interval | 1 | (Sec)
Up Threshold [3 | (5er)
Down Threshold | 30 | (Ser)
Interval [30 | (5er)
Actions
Down Action | Disable Tunnel v
Tunnel | Passthrough_Internet ' ¥ |
Up Action | Enable Tunnel v
Tunnel | Select Tunnel v |
Select Tunnel
Comment Passthrough_Internet_Voice
Passthrough_Internet_Guest_Wifi
Passthrough_Internet_Gold_Cloud
Passthrough_Internet_Email
Passthrough_Internet_Video h‘
Fassthrough_Internet_BEverydaysCloud
Passthrough_MPLS_Voice
Passthrough_MPLS_Guest_Wifi
Passthrough_MPLS_Gold_Cloud
I— P2ssthrough MPLS_Email 2
Passthrough_MPLS_Video
Passthrough_MPLS_Everyday_Cloud
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Example #2 - HTTP/HTTPS via Interface

www.google.com

’

Interface-1 @ESISIS==iSi==== — — hito/hips ‘X‘ = Internet

http/https

A\

Silver Peak www.google.com

Internet

® Two passthrough tunnels configured for Internet breakout and High Availability.

® If the Primary passthrough tunnel goes down, traffic goes to Backup tunnel.

® The IP SLA Rule would look like this, with the same tunnel specified for the Down and Up Actions.
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IP SLA Rule X
_ OFF
Monitor
Monitor HTTR/HTTPS L
URL(s) vivivgnogls.com
e
Proxy Address optional
User Agent |ont el
A
HTTP Regquest Timeout 60 Sec
Interface Internet v
kKeep Alive Interval a0 Sec
Mark Up after X Succeed 2
Mark Down after X Failed 3
Monitor Sampling Interval 60 Sec
Actions
Down Action Disable Tunnel r
Tunnel Passthrough_Internet_Interactive 7
Up Action Enable Tunnel v
Tunnel Select Tunnel r
Select Tunnel
Comment Passthrough_MPLS_RealTime
Passthrough_Internst_RealTime
Passthrough_MPLS_Interactive
Passthrough_MPLS_Default
Passthrough_Intemet_Default
| Passthrough_Internet_Interacti

In the URL(s) field, the protocol identifier is required only when specifying HTTPS, as in
https://www.google.com.

Example #3 - Monitor Interface (LANO)
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Advertising
subnets

WANO
Q LAN Silver Peak - A MPLS
= A
WANO
Silver Peak - B Internet

® On Silver Peak - A, we want subnet advertising to be conditional on LANO being up.

" Its IP SLA Rule would look like this, with the Default Subnet Action being to resume advertising subnets.

1P SLA Rule

oFF
Hontor nteface v
Interface lan0. =
Interval 30 | (sec)
Down Action (iable SubnetSharng
{Defaut Subnet Acion_¥ |

e

Example #4 - Monitor Interface (WANO) to Ensure High Availability

VRRP Master

=

Priority = 10 MPLS

VRRP Backup

Priority = 20
Silver Peak

MPLS
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Backup.

If WANO goes down on the VRRP Master, we want to decrease its Priority so that traffic goes to the VRRP

Its IP SLA Rule would look like this, with the Default Subnet Action being to revert to the original Priority.

IP SLA Rule
[on] oFF
Monitor
Monitor | Interface v |
Interface | MPLS v |
Interval [30 | (5ec)
Actions
Down Action | Decrease VRRP Priority ¥ |
Interface | 1ano v |
Priority [30 |
Up Action | VRRP Default v
Comment

NOTE In this instance, the WANQO interface was given the label MPLS to match the service to which it

connected.

Example #5 - Monitor VRRP
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LANO

—VYRRP-Master
VRRP Backup

1.1.1.0/24

Priority = 10

Silver Peak - A

]

LANO

—VRRP-Baekup—
VRRP Master
1.1.1.0/24

Priority = 20

configured.

In this example, it is LANO.

1P SLA Rule x

Monitor
Honitor (VRRP Hontor ¥

Interface lang

Interval 3 (5ec)
Actions

Dovn Action

Up Action

Comment

[Add ] [Giose |
Z

Silver Peak -B

WANO

MPLS

WANO
MPLS

To monitor the VRRP router state, use VRRP Monitor and specify the interface on which the VRRP instance is

Here we are looking at an instance where the VRRP role changes, but priority does not, for whatever reason.

Its IP SLA Rule would look like this, with the Default Subnet Action being to revert to the original Priority.

NOTE In this instance, the WANO interface was given the label MPLS to match the service to which it

connected.

Another option would be to specify Down Action = Modify Subnet Metric. The Web Ul automatically

produces another field in which you can add a positive value to the current subnet metric. Up Action =
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Default Subnet Action would return the subnet metric to its original value.

IP SLA Rule
| OFF
Monitor
Monitor |‘JRRP‘ Monitor r |
Interface | lan0 r |
Interval |30 | (5ec)
Actions
Down Action | Modify Subnet Metric ¥ |
Delta |20 |
Up Action | Default Subnet Action ¥ |
Comment
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Configuration Templates

This section describes templates and how to use them to manage and assign common configuration parameters to
appliances.

Templates Overview

CAUTION After saving, templates are applied automatically and replace all settings on an appliance with those
configured in the template. Some templates support a MERGE option. Refer to the Help for more information.

You can edit only a template that appears under Active Templates.

Click Show All > to view available templates that are not part of the selected template group.
To add a template to Active Templates, double-click it or drag it from Available Templates.
Click a template under Active Templates to modify it.

To save the current Active Templates as a new template group, click Save As.

Template Groups

A Template Group contains one or more templates you can assign to some or all of the appliances in your network.

To create a template group, click +Add below the template group drop-down list.
To delete the selected template group, click -Delete below the template group drop-down list.

When you apply a template group to an appliance, Orchestrator automatically keeps the templates in the
group in sync with the appliance.

To apply template groups, click Apply Template Groups at the bottom of the page. This will bring you to the
Apply Templates tab where you can permanently associate appliances with specific template groups.

When returning to the Templates page, Orchestrator displays the last template group viewed.

System Template

Use this page to configure system-level features.
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Category ‘ Field ‘ Description

Optimization IP ID auto optimization Enables any IP flow to automatically identify
the outbound tunnel and gain optimization
benefits. Enabling this option reduces the
number of required static routing rules (route
map policies).

TCP auto optimization Enables any TCP flow to automatically identify
the outbound tunnel and gain optimization
benefits. Enabling this option reduces the
number of required static routing rules (route
map policies).

Flows and tunnel failure If there are parallel tunnels and one fails,
Dynamic Path Control determines where to
send the flows. There are three options:

® fail-stick - When the failed tunnel comes
back up, the flows do not return to the
original tunnel. They stay where they are.

fail-back - When the failed tunnel comes
back up, the flows return to the original
tunnel.

disable - When the original tunnel fails, the
flows are not routed to another tunnel.

Network Memory Encrypt data on disk Enables encryption of all the cached data on
the disks. Disabling this option is not
recommended.

Excess Flow Excess flow policy Specifies what happens to flows when the

Handling appliance reaches its maximum capacity for

optimizing flows. The default is to bypass
flows. Or, you can choose to drop the packets.

NextHop Health Enable Health check Activates pinging of the next-hop router.
Check

Retry count Specifies the number of ICMP echoes to send
without receiving a reply before declaring that
the link to the WAN next-hop router is down.

Interval Specifies the number of seconds between each
ICMP echo sent.

Hold down count If the link has been declared down, this
specifies how many successful ICMP echoes
are required before declaring that the link to
the next-hop router is up.
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Miscellaneous SSL optimization for non-IPSec tunnels Specifies whether the appliance should
perform SSL optimization when the outbound
tunnel for SSL packets is not encrypted (for
example, a GRE or UDP tunnel). To enable
Network Memory for encrypted SSL-based
applications, you must provision server
certificates by using the Orchestrator. This
activity can apply to the entire distributed
network of EdgeConnect appliances or just to a
specified group of appliances.
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Bridge Loop Test

Only valid for virtual appliances. When enabled,
the appliance can detect bridge loops. If it
detects a loop, the appliance stops forwarding
traffic and raises an alarm. Appliance alarms
include recommended actions.

Always send pass-through traffic to
original sender

If the tunnel goes down when using WCCP and
PBR, traffic that was intended for the tunnel is
sent back the way it came.

Enable default DNS lookup

Allows the appliance to snoop the DNS requests
to map domains to IP addresses. This mapping
then can be used in ACLs for traffic matching.

Enable HTTP/HTTPS snooping

Enables a more granular application
classification of HTTP/HTTPS traffic by
inspection of the HTTP/HTTPS header, Host.
This is enabled by default.

Quiescent tunnel keep alive time

Specifies the rate at which to send keep alive
packets after a tunnel has become idle
(quiescent mode). The default is 60 seconds.

UDP flow timeout

Specifies how long to keep the UDP session
open after traffic stops flowing. The default is
120 seconds (2 minutes).

Non-accelerated TCP Flow Timeout

Specifies how long to keep the TCP session
open after traffic stops flowing. The default is
1800 seconds (30 minutes).

Maximum TCP MSS

Maximum Segment Size. The default value is
9000 bytes. This ensures that packets are not
dropped for being too large. You can adjust the
value (500 to 9000) to lower a packet's MSS.

NAT-T keep alive time

If a device is behind a NAT, this specifies the
rate at which to send keep alive packets
between hosts to keep the mappings in the NAT
device intact.

Tunnel Alarm Aggregation Threshold

Specifies the number of alarms to allow before
alerting the tunnel alarm.

Maintain end-to-end overlay mapping

Enforces the same overlay to be used end-to-
end when traffic is forwarded on multiple
nodes.

IP Directed Broadcast

Allows an entire network to receive data that
only the target subnet initially receives.

Allow WAN to WAN routing

Redirects inbound LAN traffic back to the WAN.
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SNMP Template

EdgeConnect appliances support Management Information Base (MIB-Il) as described in RFC 1213 for cold start
traps, warm start traps, and Silver Peak proprietary MIBs. Appliances issue an SNMP trap during reset when loading
a new image, recovering from a crash, or rebooting.

An appliance sends a trap every time an alarm is raised or cleared. Traps contain additional information about
alarms, including severity, sequence number, a text-based description of the alarm, and the time the alarm was
created. For more information, you can download a .zip archive containing supported MIBs at https://www.silver-
peak.com/download/latest/mibs.html.

Use this page to configure the appliance's SNMP agent and trap receivers.

1. Select the Enable SNMP check box to activate configuration options for SNMP v1/v2, SNMP v3, and Trap
Receivers details.

2. Ifyou select the Enable SNMP Traps check box, the SNMP agent on the appliance sends traps to configured
receivers.

3. Use the Default Trap Community field to specify the string the trap receiver uses to accept traps being sent
to it. The default value is public. You can modify this value.

SNMP v1/v2
Configure the following fields for SNMP v1 and v2c.

Field ’ Description

Enable SNMP  Allows the SNMP agent on the appliance to send traps to configured receivers.

Read-Only The SNMP application needs to present this text string (secret) to poll the appliance's SNMP
Community agent. The default value is public. You can modify this value.
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SNMP v3

For additional security, configure SNMP v3 if you want to authenticate without using clear text. To add an SNMP v3
user, click Add above the SNMP v3 table and configure the following properties:

Field ‘ Description

Enabled Select this check box to enable the selected user. Clear this check box to disable the user
and maintain the configuration.

Username Enter the username to identify the SNMP v3 user.
Authentication Select the authentication type to use for SNMP requests from the user.
Type

NOTE Authentication type is required and SHA-1 is the only supported algorithm.

Authentication Enter a password that the SNMP agent can use to authenticate requests sent by the user.
Password

NOTE The password must be at least 20 characters long.

Privacy Type Select the encryption type to use for encrypting requests from the SNMP user.

NOTE Encryption is required, and AES-128 is the only supported algorithm.

Privacy Password  Enter a password (key) to use for encrypting requests sent by the user.

NOTE The password must be at least 20 characters long.

NOTE To delete an SNMP v3 user, click the X to the right of the entry in the table.
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Trap Receivers

To configure a trap receiver, click Add above the Trap Receivers table and configure the following properties:

NOTE You can configure up to three trap receivers per appliance.

Field ’ Description
Host IP address of the host where traps should be sent.
Version Select the SNMP version of the trap receiver.

Community/Username For v1 and v2c, enter the community string the receiver should use to accept traps. If
left blank, the default community string (public) is used. If a different community
string is configured on the trap receiver, enter it here.

For v3, specify the SNMP v3 user that is sending traps to the receiver.

Enabled Select this check box to enable the receiver. Clear this check box to disable the
receiver and maintain the configuration.

NOTE To delete a receiver, click the X to the right of the entry in the table.

Flow Export Template

You can configure your appliance to export statistical data to NetFlow and IPFIX collectors.

The appliance exports flows against two virtual interfaces—sp_lan and sp_wan—that accumulate the total of
LAN-side and WAN-side traffic, regardless of physical interface.

These interfaces appear in SNMP and are, therefore, "discoverable" by NetFlow and IPFIX collectors.

Enable Flow Exporting allows the appliance to export the data to collectors (and makes the configuration
fields accessible).

The Collector's IP Address is the IP address of the device to which you are exporting the NetFlow/IPFIX
statistics. The default Collector Port is 2055.

In Traffic Type, you can select as many of the traffic types as you want. The default is WAN TX.

DNS Template

A Domain Name Server (DNS) stores the IP addresses with their associated domain names. It enables you to
reference locations by domain name, such as mycompany.com, instead of using the routable IP address.

® You can configure up to three name servers.

* Under Domain Names, add the network domains to which your appliances belong.
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Logging Template

Use this template to configure local and remote logging parameters.
Each requires that you specify the minimum severity level of event to log.

Set up local logging in the Log Configuration section.

Set up remote logging by using the Log Facilities Configuration and Remote Log Receivers sections.

Templates =
Template Group & Logging @
Default Template Group ¥ §
i Log Configuration
b . : -
Active Templates Show all = Minimum severity level Notice
General Settings Start new file when log reaches 50 1-50 MB
System Keep at most log files 30 I-100
|Logging|
Policies Log Facilities Configuration
Shaper
Access Lists System locall ¥
Audit localo ¥
Flow localz ¥
Remote Log Receivers
Add
Remote Receiver Minimum Severity Fadility
| | |
Applies to all templates in group
Apply Template Groups

Minimum Severity Levels

In decreasing order of severity, the levels are as follows.

EMERGENCY System is unusable.

ALERT Includes all alarms the appliance generates: CRITICAL, MAJOR, MINOR, and
WARNING.

CRITICAL Critical event.
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ERROR An error. This is a non-urgent failure.

WARNING A warning condition. Indicates an error will occur if action is not taken.
NOTICE A normal, but significant, condition. No immediate action required.
INFORMATIONAL Informational. Used by Silver Peak for debugging.

DEBUG Used by Silver Peak for debugging.

NONE If you select NONE, no events are logged.

® The bolded part of the name is what displays in Silver Peak logs.

If you select NOTICE (the default), the log records any event with a severity of NOTICE, WARNING, ERROR,
CRITICAL, ALERT, and EMERGENCY.

u . ape . .
These are purely related to event logging levels, not alarm severities, even though some naming conventions
overlap. Events and alarms have different sources. Alarms, after they clear, list as the ALERT level in the
Event Log.

Configure Remote Logging

® You can configure the appliance to forward all events, at and above a specified severity, to a remote syslog
server.

A syslog server is independently configured for the minimum severity level that it will accept. Without
reconfiguring, it might not accept as low a severity level as you are forwarding to it.

In the Log Facilities Configuration section, assign each message/event type (System / Audit / Flow) to a
syslog facility level (local0 to local7).

For each remote syslog server that you add to receive the events, specify the receiver's IP address, along with
the messages' minimum severity level and facility level.

Banner Messages Template

" The Login Message appears before the login prompt.

® The Message of the Day appears after a successful login.
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Templates

Template Group 0 Banner Messages a
Default Template Group ¥

+Add -Delete

Login Message
Active Templates show all =

General Settings Your Login Message
System

| Banner Messages|
Policies
Shaper

Access Lists

Message of the Day

Your Message of the Day

| Save || Save As || Cancel |
Applies to all templates in group

Apply Template Groups

Date/Time Setting

Configure an appliance's date and time manually, or complete the following steps to configure it to use an NTP
(Network Time Protocol) server.

1. From the Time Zone list, select the appliance's geographical location.

If you select Manual, the appliance is matched to your web client system when the template is
applied. This eliminates the delay between configuring time manually and applying the template.

To use an NTP server, select NTP Time Synchronization and complete the following steps.
1. Click Add.

2. Enter the IP address or host name of the server.

3. Select the version of NTP protocol to use.

NOTE The server is selected in the order listed when you list more than one NTP server.
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Data Collection

® Orchestrator collects and puts all stats in its own database in Coordinated Universal Time (UTC).

® When a user views stats, the appliance (or Orchestrator server) returning the stats always presents the
information relative to the browser time zone.

HTTPS Certificate Template

The VXOA software includes a self-signed certificate that secures the communication between the user's browser
and the appliance. You also have the option to install your own custom certificate, acquired from a CA certificate

authority.

Templates = |

Template Group @ HTTPS Certificate @
Default Template Group ¥ ® Self Signed Certificate  (Issuer:Silver Peak)
+Add -Delets
Active Templates showall = () Custom Certificate Upload and Replace
General Settings euer
ﬂﬂstem
[HITPS Certicate| Txsecitlo
Policies E:q:li!ation
Shaper
Access Lists

| Save || Save As || Cancel |
Applies to all templates in group

Apply Template Groups

To use a custom certificate with a specific appliance:
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1. Consult with your IT security team to generate a certificate signing request (CSR), and submit it to your

organization's chosen SSL Certificate Authority (CA).

Examples of Certificate Authorities include GoDaddy, Verisign, Comodo, Symantec, Microsoft Entrust,

GeoTrust, and so forth.

For a list of what Silver Peak supports, see Silver Peak Security Algorithms.

" All certificate and key files must be in PEM format.

2. After the Certificate Authority provides a CA-verified certificate:

Otherwise, skip this file.

Load the Certificate File from the CA.
[ ]

Upload the Private Key File that was generated as part of the CSR.

3. To associate the CA verified certificate for use with Orchestrator, click Add.

User Management Template

Use this tab to manage the default users and, if desired, require a password with the highest user privilege level

when using the Command Line Interface.

Templates =

Template Group o User Management o
Default Template Group ¥

+Add -Deletz User Accounts

Active Templates Show all =
Gemera‘l Settings T

User Name | Capability | Password | Confirm Password |  Enabled |

System | | | | |
!_Uie_r_hiajf_gﬂﬁ_en_lg admin admin seaes senes Yes

Policies monitor monitor e e v

Shaper

Access Lists

Password for CLI "Enable” privilege
Require Password =)
Password sasnn

Confirm Password | eewes

Applies to all templates in group

Apply Template Groups

If your IT security team advises the use of an Intermediate CA, use an Intermediate Certificate File.
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Default User Accounts

Each appliance has two default user accounts, admin and monitor, that cannot be deleted.

You can, however, assign a new password to either one and apply it to any appliances you want.

Command Line Interface Privileges

® The Command Line Interface (CLI) for Silver Peak physical (NX) appliances has three command modes. In

order of increasing permissions, they are User EXEC Mode, Privileged EXEC Mode, and Global Configuration
Mode.

" When you first log into an EdgeConnect appliance via a console port, you are in User EXEC Mode. This

provides access to commands for many non-configuration tasks, such as checking the appliance status.

® To access the next level, Privileged EXEC Mode, you would enter the enable command. With this template,

you can choose to associate and enforce a password with the enable command.

SSL Certificates Template

Use this page for SSL Certificates when the server is part of your enterprise network and and has its own
enterprise SSL certificates and key pairs.

NOTE To decrypt SSL for SaaS (cloud-based) services, use the SSL for SaaS template.

Templates x
Template Group @ SSL Certificates @
Default Template Group ¥ ® Merge () Replace
+Add -Deleta
Seach| |
Active Templates show All > T I I | 7|
el Issuer | Issued To | Certificate | Expiration Date | Comment |
System
Overlays
| s5L Certificates | .
R Add SSL Certificate X
Policies
Shaper
Access Lists PFX Certificate File  []
Certificate File No file chosen
Private Key File No file chosen
Import Password
Passphrase
Comment
Cancel
Applies to all templates in group
Apply Template Groups
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By supporting the use of SSL certificates and keys, Silver Peak provides deduplication for Secure Socket Layer (SSL)
encrypted WAN traffic:

Silver Peak decrypts SSL data using the configured certificates and keys, optimizes the data, and transmits
data over an IPSec tunnel. The peer EdgeConnect appliance uses configured SSL certificates to re-encrypt
data before transmitting.

Peers that exchange and optimize SSL traffic must use the same certificate and key.

® Use this template to provision a certificate and its associated key across multiple appliances.

® You can add either a PFX certificate (generally, for Microsoft servers) or a PEM certificate.

The default is PEM when PFX Certificate File is deselected.
If the key file has an encrypted key, enter the passphrase needed to decrypt it.
Before installing the certificates, you must do the following:

Configure the tunnels bilaterally for IPSec (or IPSec_UDP) mode.
To do so, access the Configuration > Networking > Tunnels > Tunnels page, select the tunnel, and
for Mode, select ipsec.

* Verify that TCP acceleration and SSL acceleration are enabled.
To do so, access the Configuration > Templates & Policies > Optimization Policies page, and then
review the Set Actions.

® If you choose to be able to decrypt the flow, optimize it, and send it in the clear between appliances, access

the System template and select SSL optimization for non-IPsec tunnels.

TIP For a historical matrix of Silver Peak security algorithms, click here.

SSL CA Certificates Template

If the enterprise certificate you used for signing substitute certificates is subordinate to higher level Certificate
Authorities (CA), you must add those CA certificates here. If the browser cannot validate up the chain to the root
CA, it will warn you that it cannot trust the certificate.
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Templates =

Template Group @
| Default Tenj[,;l-ate Group "_
+Add Delete

Active Templates show all =
General Settings
System
Overlays

S5L Certificates
| S5L CA Certificates |
Policies

Shaper

Access Lists

Appiies to alf templates in group

Apply Template Groups

SSL CA Certificates )

Add Certificate ® Merge (0 Replace
Search |
Issuer ‘ Issued To Certificats Expiration Date Comment

Add SSL CA Certificate

PFX Certificate File [

Certificate File Mo file chosen
Import Password

‘Comment

Cancel

TIP For a historical matrix of Silver Peak security algorithms, click here.

SSL for SaaS Template

To fully compress SSL traffic for a SaaS service, the appliance must decrypt it and then re-encrypt it.

To do so, the appliance generates a substitute certificate that then must be signed by a Certificate Authority (CA).
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J Templates

Template Group

Default Template Group 7

+Add -Deleta ® Do Not Decrypt SSL Traffic

Active Templates how all > SSL traffic will be accelerated, but won't be decrypted, so traffic will not be
_{.Eeneral_S_e.ﬁ]:ngs | compressed

System .
Overlays ) Decrypt - Use CA Certificate

Policies
Shaper
Access Lists

(2] SSL Signing Authority for Saas @

For SaaS SSL decryption, the appliance will generate substitute certificates, which
must be CA-signed (using the Built-In CA Certificate) or signed by a subordinate CA
cert issued from an enterprise CA (Custom CA Certificate). To avoid browser warnings,

import the applicable CA Certificate into the Trusted CA Store on dlient browsers.

® Built-In CA Certificate (Jssver:Silver Peak]
() Custom CA Certificate

Issuer

Issued to

Expiration

| Save || Save As |

| Cancel |

Appiies ta all tampla

Apply Template Groups

tes in group

There are two

ForaB

ForaC

possible signers:

uilt-In CA Certificate, the signing authority is Silver Peak.

The appliance generates it locally, and each certificate is unique. This is an ideal option for Proof of
Concept (POC) and when compliance is not a big concern.

To avoid browser warnings, follow up by importing the certificate into the browser from the client-
side appliance.

ustom CA Certificate, the signing authority is the Enterprise CA.

If you already have a subordinate CA certificate (for example, an SSL proxy), you can upload it to
Orchestrator and push it out to the appliances. If you need a copy of it later, just download it from
here.

If this substitute certificate is subordinate to a root CA certificate, also install the higher-level SSL CA
certificates (into the SSL CA Certificates template) so that the browser can validate up the chain to
the root CA.

If you do not already have a subordinate CA certificate, you can access any appliance's Configuration
> Templates & Policies > Applications & SaaS > SaaS Optimization page and generate a
Certificate Signing Request (CSR).

TIP For a historical matrix of Silver Peak security algorithms, click here.
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Auth/Radius/TACACS+ Template

EdgeConnect appliances support user authentication and authorization as a condition of providing access rights.

" Authentication is the process of validating that the end user, or a device, is who they claim to be.

" Authorization is the action of determining what a user is allowed to do. Generally, authentication precedes
authorization.

Map order refers to the order in which the authorization servers are queried.

The configuration specified for authentication and authorization applies globally to all users accessing that
appliance.

If a logged-in user is inactive for an interval that exceeds the inactivity time-out, the appliance logs them out
and returns them to the login page. You can change that value, as well as the maximum number of sessions,
in the Session Management template.

Authentication and Authorization

To provide authentication and authorization services, EdgeConnect appliances:

" Support a built-in, local database.

® Can be linked to a RADIUS (Remote Authentication Dial-In User Service) server.

® Can be linked to a TACACS+ (Terminal Access Controller Access Control System) server.

Both RADIUS and TACACS+ are client-server protocols.

Appliance-based User Database

® The local, built-in user database supports user names, groups, and passwords.

The two user groups are admin and monitor. You must associate each user name with one or the other.
Neither group can be modified or deleted.

The monitor group supports reading and monitoring of all data, in addition to performing all actions. This is
equivalent to the Command Line Interface's (CLI) enable mode privileges.

The admin group supports full privileges, along with permission to add, modify, and delete. This is
equivalent to the Command Line Interface's (CLI) configuration mode privileges.

RADIUS

RADIUS uses UDP as its transport.

® With RADIUS, the authentication and authorization functions are coupled together.

® RADIUS authentication requests must be accompanied by a shared secret. The shared secret must be the

same as defined in the RADIUS setup. Refer to your RADIUS documentation for details.
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IMPORTANT: Configure your RADIUS server's priv levels within the following ranges:
* admin=7-15

* monitor=1-6

TACACS+

TACACS+ uses TCP as its transport.
TACACS+ provides separated authentication, authorization, and accounting services.

Transactions between the TACACS+ client and TACACS+ servers are also authenticated through the use of a
shared secret. Refer to your TACACS+ documentation for details.

IMPORTANT: Configure your TACACS+ server's roles to be admin and monitor.

What Silver Peak Recommends

Use either RADIUS or TACACS+, but not both.
" For Authentication Order, configure the following:
First - Remote first.
* Second - Local. If not using either, then None.
* Third - None.
® When using RADIUS or TACACS+ to authenticate users, configure Authorization Information as follows:

* Map Order - Remote First

Default Role - admin

DNS Proxy Policies

Configuration > Templates & Policies > Templates

If you select ON, complete the following steps to configure and define your DNS Proxy policies.

NOTE This feature is configurable only if you have loopback interfaces configured.

1. Choose whether you want the DNS Proxy enabled by selecting ON or OFF.
2. Select the name of the loopback interface or LAN-side label associated with your DNS proxy.
3. Enter the IP addresses for Server A in the Server A Addresses field.

4. Choose whether you want Caching to be ON or OFF. If selected, the domain name to the IP address mapping
is cached. By default, caching is ON.
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5. Enter the domain names of the Server A for the above IP addresses.

6. Enter Server B IP addresses in the Server B Addresses field. Server B will be used if there are no matches to
the Server A domains.

NOTE You can Clear DNS Cache. This will erase the domain name to the IP address mapping you had cached for
both Server A and B.

Tunnels Template

NOTE |If you are deploying an SD-WAN network, the Business Intent Overlays (BIOs) govern tunnel properties. In
this case, you do not need this template.

If you are not creating overlays, use this template to assign and manage tunnel properties.

Tunnel templates can be applied to any appliances (with or without tunnels). However, only existing tunnels
can accept the template settings. To enable an appliance to apply these same settings to future tunnels,
select Make these the Defaults for New Tunnels.

To view, edit, and delete tunnels, use the Tunnels tab. The Mode selected determines the tabs that display.

Tunnel Settings &) X

Settings for Tunnels created by Business Intent Overlays

WAN Interface Labels

MPLS B General | IPsec |
IL"TtEE'”El General Tunnel Health
Mode IPSec UDP ¥ Retry Count 30
Auto Max BW Enabled @ DSCP be v
Auto Discover MTU Enabled [+
. FastFail Thresholds
MU 1600 Bytes Fastfail Enabled enable v
(Use "enable” for best performance)
Packet
Reorder Wait 100 ms Latency 0 ms
FEC disable ¥ Loss 0 e
FEC Ratio 1:10 hd . N e

Fastfail Wait-time Base Offset 150 ms

Fastfail RTT Multiplication Facter | 5

Tunnels Template Settings
Field ’ Description
Admin State Indicates whether the tunnel has been set to admin Up or Down.
Auto Discover MTU Enabled Allows an appliance to determine the best MTU to use.
Auto Max BW Enabled When enabled, allows the appliances to auto-negotiate the maximum

tunnel bandwidth.
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Tunnels Template Settings

Field ’ Description
DSCP Determines the DSCP marking that the keep-alive messages should use.
Fastfail Thresholds When multiple tunnels are carrying data between two appliances, this

feature determines how quickly to disqualify a tunnel from carrying data.

The Fastfail connectivity detection algorithm for the wait time from receipt
of last packet before declaring a brownout is:
Twait = Base + N * RTTavg

where Base is a value in milliseconds, and N is the multiplier of the
average Round Trip Time over the past minute.
For example, if:
Base = 200mS
N = 2
Then,
RTTavg = 50mS

The appliance declares a tunnel to be in brownout if it does not see a reply
packet from the remote end within 300mS of receiving the most recent
packet.

In the Tunnel Advanced Options, Base is expressed as Fastfail Wait-time
Base Offset (ms), and N is expressed as Fastfail RTT Multiplication

Factor.

® Fastfail Enabled - This option is triggered when a tunnel's keepalive

signal doesn't receive a reply. The options are disable, enable, and
continuous. If the disqualified tunnel subsequently receives a
keepalive reply, its recovery is instantaneous.

If set to disable, keepalives are sent every second, and 30 seconds
elapse before failover. In that time, all transmitted data is lost.

If set to enable, keepalives are sent every second, and a missed
reply increases the rate at which keepalives are sent from one per
second to ten per second. Failover occurs after one second.

When set to continuous, keepalives are continuously sent at ten
per second. Therefore, failover occurs after one tenth of a second.

® Thresholds for Latency, Loss, or Jitter are checked once every second.
Receiving three successive measurements in a row that exceed the
threshold puts the tunnel into a brownout situation and flows will
attempt to fail over to another tunnel within the next 100mS.
Receiving three successive measurements in a row that drop below
the threshold will drop the tunnel out of brownout.

FEC (Forward Error Correction) can be set to enable, disable, and auto.
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Tunnels Template Settings
Field ’ Description

FEC Ratio Is an option when FEC is set to auto that specifies the maximum ratio. The
options are 1:2, 1:5, 1:10, or 1:20.

IPSec Anti-replay window Provides protection against an attacker duplicating encrypted packets by
assigning a unique sequence number to each encrypted packet. The
decryptor keeps track of which packets it has seen on the basis of these
numbers. The default window size is 64 packets.

IPSec Preshared Key A shared, secret string of Unicode characters that is used for
authentication of an IPSec connection between two parties.

Mode Indicates whether the tunnel protocol is udp, gre, or ipsec.

MTU (bytes) Maximum Transmission Unit (MTU) is the largest possible unit of data that
can be sent on a given physical medium. For example, the MTU of Ethernet
is 1500 bytes. Silver Peak provides support for MTUs up to 9000 bytes.
Auto allows the tunnel MTU to be discovered automatically, and it
overrides the MTU setting.

Reorder Wait (ms) Maximum time the appliance holds an out-of-order packet when
attempting to reorder. The 100ms default value should be adequate for
most situations. FEC can introduce out-of-order packets if the reorder wait
time is not set high enough.

Retry Count Number of failed keep-alive messages that are allowed before the
appliance brings the tunnel down.

UDP destination port Used in UDP mode. Accept the default value unless the portis blocked by a
firewall.
UDP flows Number of flows over which to distribute tunnel data. Accept the default.

VRRP Template

Use this template to distribute common parameters for appliances deployed with Virtual Router Redundancy
Protocol (VRRP).

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 242



Silver Peak Unity Orchestrator User Guide

Templates =

Template Group @ VRRP &
Default Template Group ¥ Adinis Up v
+Add -Delete
Advertisement Timer {1..255)

Active Templates show all = riority (1..254)
General Settings )

System Preemption O
MNetworking Authentication String
[vrrp|

Policies

Shaper

Access Lists

| Save || Save As || Cancel |
Appfias to all templates in group

Apply Template Groups

In an out-of-path deployment, one method for redirecting traffic to the EdgeConnect appliance is to configure VRRP
on a common virtual interface. Possible scenarios are:

® When no spare router port is available, a single appliance uses VRRP to peer with a router (or Layer 3 switch).

This is appropriate for an out-of-path deployment in which no redundancy is needed.

A pair of active, redundant appliances use VRRP to share a common, virtual IP address at their site. This

deployment assigns one appliance a higher priority than the other, thereby making it the Master appliance,
and the other the Backup.
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VRRP Template Settings
Admin Options are up (enable) and down (disable).
Advertisement Timer Defaultis 1 second.
Authentication String Clear text password for authenticating group members.
Preemption Leave this selected/enabled so that after a failure, the appliance with the highest
priority comes back online and again assumes primary responsibility.
Priority The greater the number, the higher the priority. The appliance with the higher

priority is the VRRP Master.

Peer Priority Template

When an appliance receives a Subnet with the same Metric from multiple remote/peer appliances, it uses the Peer
Priority list as a tie-breaker.

" If a Peer Priority is not configured, the appliance randomly distributes flows among multiple peers.

® The lower the number, the higher the peer's priority.

NOTE This feature requires appliance software 8.3.3.0 or higher for version 8 releases, and requires 9.0.2.0 or
higher for version 9 releases.
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J Templates = |

Template Group & Peer Priority @
Default Template Group ¥
+4dd -Delete | Add Peer
Active Templates show all > 1 Rows, 1 Selected Search
General Settings | Peer Mame FPriomity -
System
Networking ‘ Type to select 0 X
[ Peer Priority
| Polides
Shaper
Access Lists

save As | [ Cancel |

Appilies to alf templates in group

Apply Template Groups

Admin Distance Template

This table shows values associated with various types of Admin Distance. Admin Distance (AD) is the route
preference value assigned to dynamic routes, static routes, and directly connected routes. When the appliance's
Routes table has multiple routes to the same destination, the appliance uses the route with the lowest
administrative distance.

Field ‘ Description

Local A manually configured route, or one learned from locally-connected subnets.
Subnet Shared - Static Aroute learned from a Silver Peak peer.

Routes

Subnet Shared - BGP A route shared from a Silver Peak peer from an external network.

Remote

Subnet Shared - A route shared from a Silver Peak peer within the same network.

OSPF Remote
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Field ‘ Description

BGP Branch (pre-8.1.9.4) A type of dynamic route learned from a local BGP branch peer before version
8.1.9.4.

BGP Transit (pre-8.1.9.4) A type of dynamic route learned from a local BGP branch-transit peer before
version 8.1.9.4.

EBGP (post-8.1.9.4) External BGP: exchanging routing information with a router outside the
company-wide network after version 8.1.9.4.

BGP PE (pre-8.1.9.4) A type of dynamic route learned from a local BGP PE (Provider Edge) router
before version 8.1.9.4.

OSPF Aroute learned from an OSPF (Open Shortest Path First) neighbor.

IBGP (post-8.1.9.4) Internal BGP: exchanging routing information with a router inside the company-

wide network after version 8.1.9.4.

Route Redistribution Template

To use this template, you must have your route maps configured for either SD-WAN, BGP, and OSPF. See the Routes
tab for more details about the configuration and defining rules for your route maps.

Merge and Replace

If you select Merge, new maps are added to the existing maps. If the map already exists, the new map will match
appliance rules in the orchestrator range. If the configured rules do not match, the new map's rules are appended
to the existing rules. Replace will take the new maps and replace all existing maps and not include the rules that
match outside of the configured range.

Complete the following steps to redistribute a route map.

1. Select the direction of traffic you want to redistribute your routes to: SD-WAN Fabric, BGP Inbound and
Outbound, and OSPF.

2. When selected, click Add Map.
3. Enter a Map Name, and then click Add.
4. Select Add Rule. The Add Rule window opens.

In this window, you define the rules applied to your route map, which includes the Match Criteria and the
Set Actions. Each route map has a match command and set command. The match command verifies the
attributes of the original route the protocol supports. The set command modifies information that is
redistributed into the target protocol.

NOTE You can apply 128 rules per map.

5. Click Add.
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Shaper Template

The Shaper template is a simplified way of globally configuring QoS (Quality of Service) on the appliances:

| ] 3 . . .
The Shaper shapes traffic by allocating bandwidth as a percentage of the system bandwidth.
® The Shaper's parameters are organized into ten traffic classes. Four traffic classes are preconfigured and
named real-time, interactive, default, and best effort.
® The system applies these QoS settings globally after compressing (deduplicating) all the outbound tunnelized
and pass-through-shaped traffic, shaping it as it exits to the WAN.
| ] . . . .
Applying the template to an appliance updates its system-level wan Shaper. If the appliance has any added,
interface-specific Shapers, they are preserved.
| ] .. . . . .
For minimum and maximum bandwidth, you can configure traffic class values as a percentage of total
available system bandwidth and as an absolute value. The appliance always provides the larger of the
minimum values and limits bandwidth to the lower of the maximum values.
| ] . .
You can rename or edit any traffic class.
" Toview any applied configurations, access the Configuration Templates & Policies > Shaping > Shaper
page.
o Templates x
Template Group @ shaper @
jﬁ:tlz“"mmup . [ nbound | outbound | 1nterface Shaper | Total Wan v | | add interface shaper | | Delete nterface shape #|Enable Interface Shaper  [T]Recalc on IF State Changes
Detive Templaipelhon ol - Total Wan Traffic Classes
General Settings
::Isl::':s b Traffic Name Priority Min Bandwidth %  Min Bandwidth Absolute {kbps)  Excess Weighting Max Bandwidth % | Max Bandwidth Absolute (kbps) | Max Wait Time (ms) ~ Rate Limit (kbps)
‘:::::LMS 1| Default ; | 0 o 250 100 10,000,000 500 [
2| Interactive % 0 o 1000 100 10,000,000 500 o
3| RealTime 1 0 [ 500 100 10,000,000 100 [
4| Replication & 0 o 100 100 10,000,000 1000 o
5| GuestWireless 1 0 o 100 100 10,000,000 1000 o
6| UNUSEDE 6 0 o : 4 100 10,000,000 500 o
7 | UNUSED7 7 0 o : ! 100 10,000,000 500 o
8| UNUSED8 8 0 0 1 100 10,000,000 500 0
9| UNUSEDS £ 0 o 1 100 10,000,000 500 o
10| UNUSED10 10 [] [ ¢ 100 10,000,000 500 [
Applies to all templates in group
Apply Template Groups

Dynamic Rate Control

Tunnel Max Bandwidth is the maximum rate at which an appliance can transmit.

Auto BW negotiates the link between a pair of appliances. In this example, the appliances negotiate each link down
to the lower value, 100 Mbps.
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b Hub
WAN Tunnel Max BW = 100 Mbps (I |
Auto BW negotiated link = 100 Mbps u !
Inbound BW Limit =
—»100 Mbps

However, if A and B transmit at the same time, Hub could easily be overrun.

If Hub experiences congestion:

® Select Enable Dynamic Rate Control. Allows Hub to regulate the tunnel traffic by lowering each remote
appliance's Tunnel Max Bandwidth. The smallest possible value is that appliance's Tunnel Min(imum)

Bandwidth.

Inbound BW Limit caps how much bandwidth the appliance can receive.

Shaper Settings

Field ’ Description

Add Interface Shaper Adds an interface-specific shaper for outbound or inbound traffic.

Enable Interface Shaper Enables a separate shaper for a specific WAN interface.

" For WAN optimization, the interface shaper can be used, but it
is not recommended.

™ For SD-WAN, it should never be used because overlay traffic is
not directed to an interface shaper; traffic is always shaped by
the default WAN shaper.

Excess Weighting If there is bandwidth left over after satisfying the minimum
bandwidth percentages, the excess is distributed among the traffic
classes in proportion to the weightings specified in the Excess
Weighting column. Values range from 1 to 10,000.

Interface Shaper Interface that is being shaped.

Max Bandwidth % This limits the maximum bandwidth that a traffic class can use to a
percentage of total available system bandwidth.

Max Bandwidth Absolute (kbps) This limits the maximum bandwidth that a traffic class can use to
an absolute value (kbps). You can specify a maximum absolute
value to cap the bandwidth for downloads and streaming.

Max Wait Time Any packets waiting longer than the specified Max Wait Time are

dropped.
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Field ’ Description

Min Bandwidth % Refers to the percentage of bandwidth guaranteed to each traffic
class, allocated by priority. However, if the sum of the percentages
is greater than 100%, lower-priority traffic classes might not
receive their guaranteed bandwidth if it is all consumed by higher-
priority traffic.

If you set Min Bandwidth to a value greater than Max Bandwidth,
then Max overrides Min.

Min Bandwidth Absolute (kbps) This guarantees a specific level of service when total system
bandwidth declines. This is useful for maintaining the quality of
VolIP, for example.

Priority Determines the order in which to allocate each class's minimum
bandwidth - 1 is first, 10 is last.

Rate Limit (kbps) You can set per-flow rate limit that a traffic class uses by specifying
a number in the Rate Limit column. For no limit, use 0 (zero).

Recalc on IF State Changes When an interface state changes to UP or DOWN, selecting this
recalculates the total bandwidth based on the configured
bandwidth of all UP interfaces. For example, when wan0 goes
down, wan0 bandwidth is removed from the total bandwidth
when recalculating.

Traffic Name Name assigned to a traffic class, either prescriptively or by the
user.

QoS Policies Template
QoS Policy determines how flows are queued and marked.
The QoS Policy's SET actions determine two things:

[ ]

What traffic class a shaped flow—whether optimized or pass-through—is assigned

Whether to trust incoming DSCP markings for LAN QoS and WAN QoS, or to remark them as they leave for
the WAN

Use the Shaper to define, prioritize, and name traffic classes.

Think of it as the Shaper defines and the QoS Policy assigns.
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J Templates = |

Template Group @ QoS Policies §
Default Template Group ¥ mapl v | @ aciveMap | AddMap | Cclete o | | Rename Map
+Add -Delets 5 y
\ Add Rule ® Merge () Replace
Active Templates show all =
EIG-Enera_l_ggti:i-ngs 1 Rows, 1 Selected Search
System Set Actions
| Policies T
| Shaper Prionty Match Criteria Traffic Class LAN QoS VAN QoS Comment
Access Lists 1000 Match Everything »° 1- Default trust-lan trust-lan x

|| Qos Pnhcie{i:

“WWW

Priority

With this template, you can create rules with a priority from 1000 - 9999. When the template is applied to an
appliance, Orchestrator will delete all rules having a priority in that range before applying its policies.

If you access an appliance directly, you can create rules with higher priority than Orchestrator rules (1 - 999)
and rules with lower priority (10000 - 19999 and 25000 - 65534).

NOTE The priority range from 20000 to 24999 is reserved for Orchestrator.

When adding a rule, the priority is incremented by ten from the previous rule. The priority can be changed,
but this default behavior helps to ensure you can insert new rules without having to change subsequent
priorities.

Match Criteria

These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),
and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.
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Source or Destination

® AnIP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).

To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).
Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

® When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.
Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*.64-95.

A wildcard can only be used to define an entire octet. For example, 10.13*.*%.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either
192.168.0.0/24 or 192.168.0.1-127.

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,
and ACLs.

Handle and Mark DSCP Packets

® DSCP markings specify end-to-end QoS policies throughout a network.

The default values for LAN QoS and WAN QoS are trust-lan.

Apply DSCP Markings to Optimized (Tunnelized) Traffic

" The appliance encapsulates optimized traffic. This adds an IP outer header to packets for travel across the

WAN. This outer header contains the WAN QoS DSCP marking.

LAN QoS - The DSCP marking applied to the IP header before encapsulation.

" WAN QoS - The DSCP marking in the encapsulating outer IP header. The remote appliance removes the

outer IP header.
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LAN and WAN set to trust-lan

be
WAN QoS
IP outer header
QoS Policy Set Action uDP
LAN: trust-lan
be WAN: trust-lan be be
LAN QoS LAN QoS LAN QoS
IP header . i IP inner header . i IP header
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic
WAN
LAN setting changed, WAN is trust-lan
be
WAN QoS
IP outer header
QoS Policy Set Action UDP
LAN: ef
be WAN: trust-lan ef ef
LAN QoS LAN QoS LAN QoS
IP header ’ IPinner header - , IP header
+ (ITTTTTITI . + (ITTTITTIIT .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic
WAN
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LAN is trust-lan, WAN setting changed

cs5 |
WANQoS |
IP outer header
QoS Policy Set Action uDP
LAN: trust-lan
be WAN: cs5 be be
LAN QoS LAN QoS LAN QoS
IP header IPinner header IP header
+ (TTTTTTITII . + (TTTTITTIIT .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic
WAN
LAN setting changed, WAN setting changed
csS |
WANQos |
IP outer header
QoS Policy Set Action UDP
LAN: ef
be WAN: cs5 ef ef
LAN QoS LAN QoS LAN QoS
IP header IPinner header IP header
» (ITTTITITITID . » (CTTTTITIIIND .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for optimized traffic
WAN

Apply DSCP Markings to Pass-through Traffic
The appliance applies the QoS Policy's DSCP markings to all pass-through flows—shaped and unshaped.
Pass-through traffic does not receive an additional header, so it is handled differently:
The Optimization Policy's LAN QoS Set Action is ignored.
The specified WAN QoS marking replaces the packet's existing LAN QoS DSCP marking.

When the packet reaches the remote appliance, it retains the modified QoS setting as it travels to its
destination.
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LAN and WAN set to trust-lan

QoS Policy Set Action

be WAN: trust-lan be be
LAN QoS WAN QoS LAN QoS
IP header IP header IP header
+ (CTTITTTTIID . (TTTTTITIIID .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic
WAN
LAN setting changed, WAN is trust-lan
QoS Policy Set Action
be WAN: trust-lan be be
LAN QoS WAN QoS LAN QoS
IP header IP header IP header
+ (CTTTTITIINID . (TTTTITTIIID .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic
WAN
LAN is trust-lan, WAN setting changed
QoS Policy Set Action
\*‘ L 1S | I
be WAN: cs5 cs5 cs5
LAN QoS WAN QoS LAN QoS
IP header IP header IP header
, (T . (T .
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic
WAN
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LAN setting changed, WAN setting changed

QoS Policy Set Action
LAN:
be WAN: cs5 cs5 | cs5
LAN QoS WAN QoS LAN QoS
IP header . - IP header . . IP header
PAYLOAD Source PAYLOAD Destination PAYLOAD
Appliance Appliance
packet flow for pass-through traffic P
WAN

Routes Template

Select the following check boxes if you want to globally apply them to your routes in Orchestrator.

" Automatically advertise to local LAN subnets: Enable if you want the system created LAN subnets of your
appliance advertised to your peers.

® Automatically advertised local WAN subnets: Enable if you want the system created local WAN subnets of
your appliance advertised to your peers.

Redistribute learned BGP routes to Silver Peak Peers: Advertises BGP routes that your appliance has
learned to Silver Peak peers.

Enter specific values for the following:

Field

‘ Description

Metric for automatically 50 (default value).
added routes

Route Map name to

Name of the route map being redistributed to the SD-WAN.

Redistribute route to SD-WAN

Fabric

Include BGP Local ASN to Select: Don't Apply, Yes, or No.
routes sent to SD-WAN Fabric

*

Filter Routes From SD-WAN Select: Don't Apply, Yes, or No.
Fabric with Matching Local

ASN
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Field ’ Description
Tag BGP communities to Apply these communities to locally configured static routes and SD-WAN origin
routes routes (remote local, remote eBGP, and remote OSPF).

Routes tagged with BGP community are also advertised to:
LAN-side BGP peers
® SD-WAN peers

Select: Don't Apply, Yes, or No.
If Yes is selected, enter the BGP communities you want to be tagged in the
field.

NOTE A community must be a combination of two numbers (0 to 65535)
separated by a colon. For multiple communities, use a comma to separate
them.

* SD-WAN fabric is sometimes referred to as subnet sharing.

INFO If you select Don't apply, Orchestrator ignores this field when applying this template to appliances.

BGP Template

Use the BGP template to apply BGP configurations per segment to all appliances in the SD-WAN fabric.

1. Click the edit icon next to the segment for which you want to modify the configuration.

2. Configure the following elements as needed:

Field Description

AS Path Select Yes to enable this appliance to send the full AS path associated with a prefix to other
Propagate routers and appliances, avoiding routing loops. This will provide the learned path from an
external prepend between a remote BGP site to local BGP peers.

Graceful Select Yes to enable receiver-side graceful restart capability. Silver Peak retains routes

Restart learned from the peer and continues to use them for forwarding if a BGP peer goes down.
Retained routes are considered stale routes. They will be deleted and replaced when new
routes are received.

Max Restart If Graceful Restart is enabled, specifies the maximum time in seconds to wait for a capable

Time peer to come back after a restart or peer session failure.
Stale Path If Graceful Restart is enabled, specifies the maximum time in seconds following a peer
Time restart before removing stale routes associated with a peer.
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Field ‘ Description
Next-Hop- Advertised route connected to a CE router that an EdgeConnect appliance learns from a PE
Self router.

Keep Alive This is the interval, in seconds, between keep alive signals to a peer.
Timer

Hold Timer  When availability to a peer is lost, this value specifies how long to wait before dropping the
session.

Enable MD5 If applied, adds a password to authenticate TCP sessions with peers.
Password

Password /  If the MD5 password is enabled, use these fields to specify the password.
Confirm
Password

3. Click Update.

OSPF Template

Use the OSPF template to apply OSPF configurations per segment to all appliances in the SD-WAN fabric.

1. Click the edit icon next to the segment for which you want to modify the configuration.

2. Configure the following elements as needed:

Field Description

Enable OSPF indicates whether the segment can access OSPF protocol. If you select Don't apply,
Orchestrator ignores this field when applying this template to appliances.

Route Map name Name of the route map being redistributed to the SD-WAN.

to Redistribute  The OSPF template is used in conjunction with the Route Redistribution Maps

routes to OSPF template. OSPF route maps are configured in the Route Redistribution Maps template,
and then applied in the OSPF template. The default OSPF route map name is "default_
rtmap_to_ospf".

NOTE Leave this field blank to preserve the current setting on the appliance.

Admin Status Indicates whether the interface admin status is up or down. If you select Don't apply,
Orchestrator ignores this field when applying this template to appliances.

Hello Interval Length of time (in seconds) that must transpire between hello packets that a router
sends on an OSPF interface.

Dead Interval Length of time (in seconds) that must transpire before neighbors that have not
detected a router's hello packets can declare the OSPF router down.
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Field

Transmit Delay

‘ Description

Length of time (in seconds) that must transpire before transmitting a link state update
packet. Specify a value from 1 to 65535.

Retransmit
Interval

Length of time (in seconds) that a router that has received no acknowledgment must
wait before resending transmissions.

Authentication
Type

Type of authentication to use for requests. Select one of the following drop-down list
options:
u

Don't apply - Orchestrator ignores this field when applying this template to
appliances.

None - Authentication not performed.

Text - Simple password authentication, which allows a key (password) to be
configured per area.

MD5 - Message Digest cryptographic authentication. A key ID and key (password)
are configured on each router. The router uses an algorithm based on the OSPF

packet, the key ID, and the key to generate a message digest that gets appended
to the packet.

Authentication
Key

Key (password) to use for authentication of requests. This field is available only if
Authentication Type is set to Text.

MD5 Key

Key ID to use for MD5 authentication of requests. This field is available only if
Authentication Type is set to MD5.

MD5 Password /
MD5 Confirm
Password

Password for the MD5 key. These fields are available only if Authentication Type is set
to MD5. Specify and confirm the password.

3. Click Update.

Optimization Policies Template

Optimization templates apply Optimization policies to appliances.

| Templates x

Template Group @ Optimization Policies

Default Template Group ¥ mapl v @ AdiveMap | AddMap || Dot Rename Map |

~Add -Delete -

® Merge O Replace

Active Templates show all >

o 1 Rows, 1 Selected Search
System R

Policies

Shaper .. Maich Crieria Netwark Mem... | IP Header Comp... Payload Compressi...| TCPAccel | TCP Accel Defals | Protocol Accel Comment
Access Lists (2] math Evenyting balanced ~ o 5} none

Optimization Policies
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Priority

® With this template, you can create rules with a priority from 1000 - 9999. When the template is applied to an

appliance, Orchestrator will delete all rules having a priority in that range before applying its policies.

If you access an appliance directly, you can create rules with higher priority than Orchestrator rules (1 - 999)
and rules with lower priority (10000 - 19999 and 25000 - 65534).

NOTE The priority range from 20000 to 24999 is reserved for Orchestrator.

® When adding a rule, the priority is incremented by ten from the previous rule. The priority can be changed,

but this default behavior helps to ensure you can insert new rules without having to change subsequent
priorities.

Match Criteria

® These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),

and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Source or Destination

An IP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).
® To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).
" Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

® When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.
Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*%.64-95.
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® Awildcard can only be used to define an entire octet. For example, 10.13*.*.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

" The same rules apply to IPv6 addressing.

" CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either

192.168.0.0/24 or 192.168.0.1-127.

" These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,

and ACLs.

Set Actions Fields

Set Action ’ Description

Network Memory Addresses limited bandwidth. This technology uses advanced fingerprinting
algorithms to examine all incoming and outgoing WAN traffic. Network Memory
localizes information and transmits only modifications between locations.

Maximize Reduction - Optimizes for maximum data reduction at the potential
cost of slightly lower throughput and/or some increase in latency. It is
appropriate for bulk data transfers such as file transfers and FTP, where
bandwidth savings are the primary concern.

Minimize Latency - Ensures that Network Memory processing adds no latency.
This might come at the cost of lower data reduction. It is appropriate for
extremely latency-sensitive interactive or transactional traffic. It is also
appropriate when the primary objective is to fully utilize the WAN pipe to
increase the LAN-side throughput, as opposed to conserving WAN bandwidth.

Balanced - Is the default setting. It dynamically balances latency and data
reduction objectives and is the best choice for most traffic types.

Disabled - Turns off Network Memory.

IP Header Compression Process of compressing excess protocol headers before transmitting them on a link
and uncompressing them to their original state at the other end. It is possible to
compress the protocol headers due to the redundancy in header fields of the same
packet, as well as in consecutive packets of a packet stream.

Payload Compression Uses algorithms to identify relatively short byte sequences that are repeated
frequently. These are then replaced with shorter segments of code to reduce the
size of transmitted data. Simple algorithms can find repeated bytes within a single
packet; more sophisticated algorithms can find duplication across packets and even
across flows.
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Set Action ’ Description

TCP Acceleration Uses techniques such as selective acknowledgments, window scaling, and maximum
segment size adjustment to mitigate poor performance on high-latency links.

INFO Slow LAN alert goes off when the loss has fallen below 80% of the specified
value configured in the TCP Accel Options window.

For more information, see TCP Acceleration Options.

Protocol Acceleration Provides explicit configuration for optimizing CIFS, SSL, SRDF, Citrix, and iSCSI
protocols. In a network environment, it is possible that not every appliance has the
same optimization configurations enabled. Therefore, the site that initiates the flow
(the client) determines the state of the protocol-specific optimization.

Route Policies Template

INFO If you have deployed an SD-WAN network by using Business Intent Overlays (BIO), Orchestrator uses BIOs to
automatically create the necessary Route Policies.

If you are creating a conventional WAN optimization network, there might be occasions when you need to directly
configure Route Policies. Then, the following applies.

Only use the Route Policy template to create (and apply) rules for flows that are to be:

Sent pass-through (shaped or unshaped)

Dropped

Configured for a specific high-availability deployment

Routed based on application, ports, VLAN, DSCP, or ACL (Access Control List)

You also might want to create a Route Policy entry when multiple tunnels exist to the remote peer, and you want
the appliance to dynamically select the best path based on one of these criteria:

" Load balancing

Lowest loss
Lowest latency
A preferred interface

® A specific tunnel
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J Templates xl

Template Group & Route Policies

| Default Template Group ¥ | [map1 v| @ AciveMap | AddMap | Delete [ Rename Map

New G elete Gro s -

Lol [ Add Rule ® Merge ) Replace

Templates 4 Rows Search

0 system Set Actions

@

|l I Priority = Match Criteria Destination Path Fallback Comment

() Shaper

= 1000 i auto optimized lowe-laten; ass-through x

B User Defined Agps Protocol ip, DSCP &f pti oy P gt

[ Application Groups 1010 Protocol ip, Application datadomain auto optimized load balance pass-through x

[ Access Lists 1020 Protocol ip, Dest IP/Subnet 10.10.11.56/32  auto optimized low-loss pass-through X

(1 | Route policies | 1030 Protocol ip S A el oad Palaie T x

[ ospolicies

() optimization Policies

[ naTPolicies

[0 sSLCertificates

[0 S5LCA Certificates

[0 s5Lforsaas

[ Threshold Crossing Alerts

[J  Auth/Radius/TACACS+

[ snwp
MMWWW

Why?

Each appliance's default routing behavior is to auto-optimize all IP traffic, automatically directing flows to the
appropriate tunnel. Auto-optimization strategies reduce the need to create explicit route map entries for
optimization. The three strategies Silver Peak uses are TCP-based auto-opt, IP-based auto-opt, and subnet
sharing. By default, all three are enabled on the System template.

Priority

® With this template, you can create rules with a priority from 1000 - 9999. When the template is applied to an

appliance, Orchestrator will delete all rules having a priority in that range before applying its policies.

If you access an appliance directly, you can create rules with higher priority than Orchestrator rules (1 - 999)
and rules with lower priority (10000 - 19999 and 25000 - 65534).

NOTE The priority range from 20000 to 24999 is reserved for Orchestrator.

® When adding a rule, the priority is incremented by ten from the previous rule. The priority can be changed,

but this default behavior helps to ensure you can insert new rules without having to change subsequent
priorities.

Match Criteria

" These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),

and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
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application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

® To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Source or Destination

® AnIP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).

To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).
Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

® When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.
Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*.64-95.

A wildcard can only be used to define an entire octet. For example, 10.13*.*%.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either
192.168.0.0/24 or 192.168.0.1-127.

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,
and ACLs.

Set Actions Fields

The Route Policy template’s SET actions determine where to direct traffic and what the fallback is when a tunnel is
down.

Where the Appliance Directs Traffic

*® Inthe Destination field, you specify how to characterize the flow. The options are a specific overlay, auto-

optimized, pass-through [shaped], pass-through-unshaped, or dropped.

" When auto-optimized, a flow is directed to the appropriate tunnel. If you choose, you can specify that the

appliance use metrics to dynamically select the best path based on one of these criteria:
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Load balancing
Lowest loss

Lowest latency

When configuring the Route Policy for an individual appliance when multiple tunnels exist to the remote

peer, you can also select the path based on a preferred interface or a specific tunnel. For further
information, see the Appliance Manager Operator’'s Guide.

How Traffic Is Managed If a Tunnel Is Down

The Fallback can be pass-through [shaped], pass-through-unshaped, or dropped.

When configuring the Route Policy for an individual appliance, the continue option is available if a specific
tunnel is named in the Destination column. That option enables the appliance to read subsequent entries in

the individual Route Policy in the event that the tunnel used in a previous entry goes down. For further
information, see the Appliance Manager Operator’s Guide.

NAT Policies Template

Use this template to add NAT map rules to all the appliances that support Network Address Translation.

Templates x
Template Group @ NAT Policies
v
Defautt Template Group NATAllInbound (] NATTP auto  Fallback [ ]
+Add -Delete

NAT All Qutbound [ NAT IP auto Fallback []
Active Templates Show Al

Rt i (= Advanced Settings
General Settings
System

mapi Y| @ acivemap [ AddMap || Delete iz
Policies - B
Shaper ® Merge (O Replace
Access Lists
e 1 Rows Search |
| NAT Policies |
Set Actions
Priority Watch Criteria | naTTyme NAT Direction NAT IP Fallback Comment
1000 | Protocol Ip no-nat none auto @ X

Applies to all templates in group

Apply Template Groups

When to NAT

Two use cases illustrate the need for NAT:
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1. Inbound NAT. The appliance automatically creates a source NAT (Network Address Translation) map when
retrieving subnet information from the Silver Peak Cloud portal. This ensures that traffic destined to SaaS
servers has a return path to the appliance from which that traffic originated.

NAT with a Saa$ Service

If no inbound NAT, then traffic is dropped at
AWS gateway on egress for security reasons.

» Saas
LA
;nmz;rd NAT-ted traffic E wﬁ/
sil g mmm‘ [”“]
- ' Lo y. tunnel =N S )
: OTTITIITIIND . WAN : ' -
- SP.
Office 365 client b 2
: i
o i

s o
enter or Branch
2 Amazon Web Service®

“Cloud”

2. Outbound NAT. The appliance and server are in the cloud, and the server accesses the internet. As in the
example below, a Citrix thin client accesses its cloud-based server, and the server accesses the internet.

NAT with the Internet

Internet

Google iy

Citrix Server

outbound
NAT -
NAT-ted I

Asﬂverpeek' ) pass-through traffic Asiiverpeak‘
RDT @ 0 tunnel
wan
SP1

Citrix thin client

04 &2
4 g .
2 Center or Branch ©

Amazon web Servic®®
“Cloud”

For deployments in the cloud, best practice is to NAT all traffic—either inbound (WAN-to-LAN) or outbound (LAN-
to-WAN), depending on the direction of initiating request. This avoids black-holing that can result from cloud-specific
IP addressing requirements.

Enabling NAT all applies NAT policies to pass-through traffic as well as optimized traffic, ensuring that black-
holing does not occur. NAT all on outbound only applies pass-through traffic.

® If Fallback is enabled, the appliance moves to the next IP (if available) when ports are exhausted on the

current NAT IP.

In general, when applying NAT policies, configure separate WAN and LAN interfaces to ensure that NAT works
properly. You can do this by deploying the appliance in Router mode in-path with two (or four) interfaces.
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Advanced Settings

The appliance can perform source network address translation (Source NAT or SNAT) on inbound or outbound
traffic.

There are two types of NAT policies:

Dynamic - Created automatically by the system for inbound NAT when the SaaS Optimization feature is
enabled and SaaS service(s) are selected for optimization. The appliance polls the Silver Peak Unity Cloud
Intelligence service for a directory of SaaS services, and NAT policies are created for each of the subnets
associated with selected Saa$ service(s), ensuring that traffic destined for servers in use by those SaaS
services has a return path to the appliance.

Manual - Created by the administrator for specific IP addresses / ranges or subnets. When assigning priority
numbers to individual policies within a NAT map, first view dynamic policies to ensure that the manual
numbering scheme does not interfere with dynamic policy numbering (that is, the manually assigned priority
numbers cannot be in the range: 4000-5000). The default (no-NAT) policy is numbered 65535.

The NAT policy map has the following criteria and Set Actions:

Match Criteria

® These are universal across all policy maps—Route, QoS, Optimization, NAT (Network Address Translation),
and Security.

If you expect to use the same match criteria in different maps, you can create an ACL (Access Control List),
which is a named, reusable set of rules. For efficiency, create them in Configuration > Templates & Policies
> ACLs > Access Lists, and apply them across appliances.

The available parameters are Application, Address Map (for sorting by country, IP address owner, or SaaS
application), Domain, Geo Location, Interface, Protocol, DSCP, IP/Subnet, Port, and Traffic Behavior.

® To specify different criteria for inbound versus outbound traffic, select the Source:Dest check box.

Source or Destination

An IP address can specify a subnet; for example, 10.10.10.0/24 (IPv4) or fe80::204:23ff:fed8:4ba2/64 (IPv6).

To allow any IP address, use 0.0.0.0/0 (IPv4) or ::/0 (IPv6).

Ports are available only for the protocols tcp, udp, and tcp/udp.

® To allow any port, use 0.

Wildcard-based Prefix Matching

" When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.

Range is specified using a dash. For example, 128-129.
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® wildcard is specified as an asterisk (*).

For example, 10.136-137.*.64-95.

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.

A wildcard can only be used to define an entire octet. For example, 10.13*.*.64-95 is not supported. The

correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

192.168.0.0/24 or 192.168.0.1-127.

and ACLs.

Set Actions

Set Action

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,

Description

NAT Type no-nat Is the default. No IP addresses are changed.
source-nat Is the default. No IP addresses are changed.
NAT Direction inbound NAT is on the LAN interface.
outbound NAT is on the WAN interface.
none Only option if the NAT Type is no-nat.
NAT IP auto Select if you want to NAT all traffic. The appliance then picks
the first available NAT IP/Port.
tunnel Select if you only want to NAT tunnel traffic. Applicable only

for inbound NAT, as outbound does not support NAT on
tunnel traffic.

[IP address]

Select if you want to make NAT use this IP address during
address translation.

Fallback

If the IP address is full, the appliance uses the next available
IP address.

When you select a specific IP, ensure that the routing is in place for NAT-ted return traffic.

Merge / Replace
At the top of the page, choose

Merge to use the values in the template, but keep any values set on the appliance as is (producing a mix of template

and appliance rules),

-OR-

Replace (recommended) to replace all values with those in the template.
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Threshold Crossing Alerts Template

Threshold Crossing Alerts (TCAs) are preemptive, user-configurable alarms that are triggered when the specific
thresholds are crossed.

J Templates |

Template Group e Threshold Crossing Alerts o
Default Template Group ¥ 12 Rows Search |
+Add -Delete
Rising Falling
Active Templates show all » T T T T = T =
S e Name & Raise Clear Times to Trigger Enabled Raise Clear | Times to Trigger | Enabled
‘General Settings -
System File-system utilization 0% 85% 5| 75% 75% H
Polidies LAN-side receive throughput 1000000 kbps | 1000000 kbps 5[] 0 kbps 0 kbps s([]
Shaper - -
R Total number of flows 90% 85% 5| 0% 0% 5|1
| Threshold Crossing Alerts| Total number of optimized flows | 90% 85% 5[] 0% 0% 5[]
Tunnel OOP post-POC 100% 100% s 0% 0% 5
Tunnel OOF pre-POC 100% 100% 5 0 0% 0% 5
Tunnel latency 1000 ms 850 ms 5 oms 0ms 5
Tunnel loss post-FEC 100% 100% 5|1 0% 0% 5
Tunnel loss pre-FEC 100% 100% s 0% 0% 5
Tunnel reduction 100% 100% 5 0% 0% o |13
Tunnel utilization 100% 100% s/ [] 0% 0% 5[
WAN-side transmit throughput | 1000000 kbps | 1000000 kbps 5[] 0 kbps 0 kbps s|[]

Applies to all templates in group

Apply Template Groups

They alarm on both rising and falling threshold crossing events (that is, floor and ceiling levels). For both levels, one
value raises the alarm while another value clears it.
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rising alert rising alert
raised cleared

rising raise value

U/\
N \{/ N\ rising clearvalue

jv falling alert  falling alert

raised cleared

N

V\\///\V

\/

Rules:
- High raise threshold is greater than high clear threshold
- Low raise threshold is less than low clear threshold

ON by Default

" Appliance Capacity - Triggers when an appliance reaches 95% of its total flow capacity. It is not configurable
and can be cleared only by an operator.

" File-system utilization - Percent of non-Network Memory disk space filled by the appliance. This TCA
cannot be disabled.

® Tunnel latency - Measured in milliseconds, the maximum latency of a one-second sample within a 60-

second span.

OFF by Default

" LAN-side receive throughput - Based on a one-minute average, the LAN-side receive TOTAL for all
interfaces.

" WAN-side transmit throughput - Based on a one-minute average, the WAN-side transmit TOTAL for all
interfaces.

TCAs based on an end-of-minute count:
® Total number of flows

* Total number of optimized flows
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TCA Metrics

TCAs based on a one-minute average:
Tunnel loss post-FEC

Tunnel loss post-FEC

Tunnel OOP post-POC

Tunnel OOP post-POC

Tunnel reduction

Tunnel utilization (based on percent of configured maximum [system] bandwidth)

Times to Trigger - A value of 1 triggers an alarm on the first threshold crossing instance. The default sampling

granularity (or rate or interval) is one minute.

This table lists the metrics of each type of threshold crossing alert:

Metrics for Threshold Crossing Alerts

TCA Name

Appliance Level

WAN-side transmit throughput kbps Minute average
WAN-side transmit
TOTAL for all interfaces

LAN-side receive throughput kbps Minute average
LAN-side receive TOTAL
for all interfaces

Total number of optimized flows flows End of minute count

Total number of flows flows End of minute count

File-system-utilization

Tunnel Level

% (non-Network Memory)

End of minute count

Tunnel latency msec Second-sampled
maximum latency
during the minute

Tunnel loss pre-FEC 1710t 9% Minute average

Tunnel loss post-FEC 1/10t 9% Minute average

Tunnel OOP pre-POC 1/10t 9% Minute average

Tunnel OOP post-POC 1710t 9% Minute average

Tunnel utilization

% of configured bandwidth

Minute average
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TCA Name

Tunnel reduction

‘ Unit

%

’ Metric

Minute average

SaaS Optimization Template

Use this template to select the SaaS applications/services you want to optimize.

To use this template, your EdgeConnect appliance must be registered with an Account Name and Account Key for
the Saa$S optimization feature.

J Templates x ‘

Template Group @
trial v

+Add -Delets

Active Templates show all =

Policies

Access Lists
Security. Poli(_ig_s_
Saa5 Optimization

| Save | | Save s | Cancel

Applies to all templates in group

Apply Template Groups

SaaS Optimization §)

Enable 5aas Optimization =]

RTT Calculation Interval 1440 (1..1440) minutes

RTT Ping Interface default

52 Rows Search
Application Name Opti... | Adver... | RTT Threshold Domains 5aas ...

Adobe (] [m] 10 ms | adobe.com i o
AirWatch (] O 10 ms | *.air-watch.com 31
AthenaHealth ] (] 10 ms | *.athenahealth.com, athenahealth.com 34
Blueleans B (] 10 ms | *.bluejeans.com, *.bjn.vc 69
Box (] 7] 10 ms | *box.com, *.app.box.com, *.boxcloud.com, * box.net, *.boxcdn.net 2
CCCone B (] 10 ms | *mycccportal.com, mycccportal.com 30
ConstantContact - (] 10 ms | constantcentact.com 3
Comerstone0nDemand ] (] 10'ms | comerstoneondemand.com 4
Drophox (] [m] 10 ms | dropbex.com, *.dropbaos.com, *.dl.dr content.com 5
Dynamics (] (] 10 ms | *.dynamics.com, *.microsoft.com, dynamics.com, microsoft.com 75
Elogua 7] (] 10 ms | eloquatrainingcenter.com, eloqua.com 6
GoToAssist B O 10 ms | gototraining.com 7
GoToMeeting (] 7] 10 ms | gotomeeting.com 8
GoTaoTraining B (] 10 ms | gototraining.com 9
GoToWebinar B (] 10 ms | gotoassist.com, gotowebinar.com 10
Intuit EH = 10 ms | intuit.com 11
Jobvite = ] 10 ms | www.jobvite.com, hire jobvite.com, careers.jobvite.com 12
Lithium O O 10 ms | lithium.com 13

SaaS optimization requires three things to work in tandem: SSL (Secure Socket Layer), subnet sharing, and Source
NAT (Network Address Translation).

Enable SaaS optimization enables the appliance to contact Silver Peak's Unity Cloud Intelligence Service and

download information about SaaS services.
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" If Advertise is selected for a service (for example, SFDC), the appliance will:

Ping active SaaS subnets to determine RTT/metric

Add subnet sharing entries locally for subnets within RTT threshold

~ Advertise subnets and their metric (within threshold) via subnet sharing to client-side
appliances

Upon seeing an SFDC flow, generate a substitute certificate for an SFDC SSL domain (one substitute
certificate per domain)

* Auto-generate dynamic NAT rules for SFDC (but not for unchecked services)

® When Optimize is selected for a service (for example, SFDC), the appliance will:

* Ping active SFDC subnets to determine the RTT (metric)

Does not advertise metric via subnet sharing (unless Advertise is also selected)

Receives subnet sharing metric (RTT) from associated appliances

Compares its own RTT (local metric) with advertised metric
If its own RTT is lower, then the packet is sent pass-through (direct to the SaaS server).
If an advertised RTT it lower, then the packet is tunnelized.

Generate a substitute certificate for an SFDC SSL domain (one sub cert per domain)

No NAT rules created

" When Optimize is not selected for a service (for example, SFDC), the appliance:

* Receives subnet sharing advertisements for SFDC but does not use them
Does no RTT calc pinging

Does not participate in SSL

Creates no NAT rules

Sends all SFDC traffic as pass-through

The RTT Calculation Interval specifies how frequently Orchestrator recalculates the Round Trip Time for the
enabled Cloud applications.

The RTT Ping Interface specifies which interface to use to ping the enabled SaaS subnets for Round Trip Times. The
default interface is wano.

TIPS

" \Initially, you might want to set a higher RTT Threshold value so that you can see a broader scope of

reachable data centers/servers for any given SaaS application/service.
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*® If the Monitoring page shows no results at 50 ms, you might want to reposition your SaaS gateway

(advertising appliance) closer to the service.

Security Policies Template

Use this page to set up security policies, also known as zone-based firewalls.

CAUTION If segmentation is enabled, do not use the Security Policies Template. Instead, configure Security Policies
from the Routing Segmentation (VRF) tab.

Zones are created on the Orchestrator and applied to an Interface.

By default, traffic is allowed between interfaces labeled with the same zone. Any traffic between interfaces
with different zones is dropped. Users can create exception rules (Security Policies) to allow traffic between
interfaces with different zones.

When you create an interface, it is assigned Default zone.

If you create a new zone and assign that to an interface, all traffic between that interface and rest of the
interfaces (which are still in the Default zone) are dropped. This implies that zone creation and assignment
to interfaces should be performed during a planned network maintenance.

You also can assign a zone label to an Overlay. On a new system, all overlays are assigned the Default zone.

Traffic between an Interface and an Overlay follows the same rules as traffic between Interfaces or two
Overlays; traffic is allowed between zones with the same label and any traffic between different zones is
dropped. Users can create Security Policies to allow traffic between different zones.

Implicit Drop Logging

Implicit Drop Logging enables you to configure implicit zone-based firewall drop logging levels. Implicit zone-based
firewall drop is for inter-zone traffic by default. For example, if all the zone_x to zone_y traffic is the default Deny All
(all the red cells from matrix), the traffic will be dropped by the zone-based firewall engine.

Select one of the following levels for the Implicit Drop Logging from the list: None, Emergency, Alert, Critical,
Error, Warning, Notice, Info, or Debug.

NOTE The default logging level is Alert.

Template

Complete the following steps to create a Security Policies Template:

1. Create zone names in Configuration > Overlays & Security > Security > Firewall Zones.

2. Create security policies to define exceptions.
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To edit or add a rule, select the desired square in the matrix, and when the Edit Rules pop-up appears, make
the desired changes.

3. Select the editicon in the Match Criteria column and the Match Criteria pop-up appears. Make the desired
changes.

4. You can select More Options to customize your rules. Select the check box next to the specific match criteria
and select your desired changes from the list.

5. Click Save.

Wildcard-based Prefix Matching

" When using a range or a wildcard, the IPv4 address must be specified in the 4-octet format, separated by the

dot notation. For example, A.B.C.D.
Range is specified using a dash. For example, 128-129.
Wildcard is specified as an asterisk (¥).

Range and Wildcard can both be used in the same address, but an octet can only contain one or the other.
For example, 10.136-137.*.64-95.

A wildcard can only be used to define an entire octet. For example, 10.13*.*.64-95 is not supported. The
correct way to specify this range is 10.130-139.*.64-94.

The same rules apply to IPv6 addressing.

CIDR notation and (Range or Wildcard) are mutually exclusive in the same address. For example, use either
192.168.0.0/24 or 192.168.0.1-127.

These prefix-matching rules only apply to the following policies: Router, QoS, Optimization, NAT, Security,
and ACLs.

CLI Template

Use this template to enter any sequence of Command Line Interface (CLI) commands.

Enter each CLI command on a new line.
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Templates x

Template Group @ CclI @
Default Template Group 7

+Add -Delate CLI Commands

Active Templates show all =

enable
el ings config terminal
System

Policies
Shaper
Access Lists

Tools

||

Appiies to all templates in group

Apply Template Groups

Session Management Template

Use this page to configure settings that control access to the appliance web Ul.
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| Templates ><|
Template Group e Session Management o

Default Template Group ¥ Auto Logout 50 (1}50 minutes, 0 indicates no timeout)
+Add -Delete

= Max Session 50 {5-50)

Active Templates Show all = OpenssL Cipher List | Type to apply Leave blank to preserve existing setting on appliances
| General Settings Web Protocol @ HTTPs (O HTTP (O Both

System
| Policies

Shaper

Access Lists
| Tools

|| session Man qgement:

e

Applies to all templates in group

Apply Template Groups

Field Description

Auto Logout Specifies the amount of time in minutes after which an inactive session will be
automatically logged out. The valid range is 0-60. Use 0 to disable automatic
logout.

Max Sessions Maximum number of active sessions on the appliance. If the maximum

number of sessions is reached, users who try to log in to the appliance web Ul
will receive a message that the browser cannot access the appliance. On non-
EdgeConnect appliance models, Orchestrator might not be able to access the
appliance.

OpenSSL Cipher List List of cipher suites to enable or disable on the appliance. For details about
formatting this string, see this page.

The string can only contain the following characters: a-z, A-Z, 0-9, and +-..|_@

WARNING: Cipher format and availability are not validated. Ciphers should be
thoroughly tested in a lab environment before being applied. When ciphers
are applied from a template, an improperly formatted string or unavailable
ciphers can cause an appliance crash.

Web Protocol Select the web protocol to use for appliance Ul sessions. HTTPS is
recommended for maximum security.
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Management Services Template

Use this template to globally apply the modifications made to your Management Services if segmentation is enabled
or disabled. Any is used as the default Interface for the Source IP address; however, you can change the interface
with any interfaces you have previously configured on the Management Services tab. To modify the interface, click
Any in the table. For more information, refer to the Management Services tab.

Apply Template Groups

Configuration > Templates & Policies > Apply Template Groups

Use this tab to add or remove templates from appliances.

J Apply Template Groups ><|
Apply Template Groups @ Edit Templates
View Status
30 Rows Search
Template Apply Order Add _ T e
Default Template Group IEI |EA e T o e
Rl |:| |:‘ Chennai NTP,Securityl
Horhi ArRerica E |:‘ Mumbai NTP,Securityl
Ll |:| |:‘ Osaka NTP, Securityl
Seurityl |:| |:‘ Seoul NTP,Securityl
ik o o Singapore. NTP, Securityl
Tokyo NTP,Securityl
Barcelona NTP,Securityl
Edinburgh NTP,Securityl
Frankfurt NTP,Securityl
Geneva NTP, Securityl

If multiple template groups are applied to an appliance, the order in which they are applied determines
which template is used. Templates applied later (lower on the apply order list) overwrite any conflicting
templates applied earlier.

Drag templates up or down to reorder the list.

Orchestrator automatically applies any changed templates to the associated appliances.
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Cloud Services

This section includes the various cloud services Silver Peak offers.

AWS Transit Gateway Network Manager

Configuration > Cloud Services > AWS Network Manager

Before you begin the AWS Transit Gateway Network Manager configuration in Orchestrator, you need to create an
AWS account to authenticate and authorize Orchestrator in the AWS application. After you do this, complete the
following prerequisites for the AWS Transit Gateway Network Manager, and then complete the Orchestrator
configuration.

Prerequisites for AWS Transit Gateway Network Manager

Ensure you have completed the following tasks in AWS console before Orchestrator configuration:

Navigate to the Identity and Access Management (IAM) under Services to create a user profile with
permissions for Orchestrator.

Navigate to the Virtual Private Cloud (VPC) Dashboard and configure your Transit Gateways for desired
regions.

* Navigate to Network Manager from the VPC Dashboard under Transit Gateways to create a Global
Network.

" Associate your Transit Gateways to your Global Network (Optional).

Create a User Profile in AWS

Complete the following steps to create a user profile in AWS.

1. Signin to AWS and navigate to the Identity and Access Management (IAM) service from the main
AWS Management Console (Services > Security, Identity, & Compliance > IAM).

2. Click User in the left menu under Access Management.
3. Click Add User.
4. Enter a user name in the User name field.

5. Choose the Access Type: Either Programmatic Access or AWS Management Console Access.

NOTE For seamless integration with Orchestrator, you will need to choose Programmatic Access to obtain
the Access Key ID and the Secret Access Key.

6. Click Next: Permissions.

7. Setthe Permissions for your user in this page. You can do this in one of three ways:
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* Adding a user to your group - The user will inherit the permissions assigned to the group.

Copying permissions from an existing user - Copy permissions from an existing user in AWS and
assign to the user you want.

" Attaching existing policies directly - Attach a file containing the permissions and assign to the user.
8. Assign optional tags for your user. If you choose to add a tag, complete the steps:

a. Enter a key - This represents the name of your tag.

b. Enter a value - Enter text that you want the key/tag to represent.

INFO Tags allow you to provide additional information about your user or group for tracking and
organizational purposes. You can have a total of 50 tags.

9. Select Next: Review. This page displays the review of the profile you just created for your user. The User
Details, Permissions Summary, and additional information such as tag, are shown.

10. Select Create User. The page should now show the following success message, along with Access Key ID
and the Secret Access Key associated with your configured user.

Create Transit Gateways

Next, you need to create transit gateways to associate with your AWS Network Manager. Transit Gateways represent
the tunnels in the various regions that allow connectivity to AWS. Complete the following steps below to create your
gateways.

1. Navigate to the Virtual Private Cloud (VPC) Dashboard (Services > Networking & Content Delivery).
2. Click Transit Gateways, under Transit Gateways in the left menu.

3. Click Create Transit Gateways.
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Transit Gateways > Create Transit Gateway

Create Transit Gateway

A Transit Gateway (TGW) is a network transit hub that interconnects attachments (VPCs and VPNs) within the same account or across accounts.
Name tag [i]

Description [i]

Confi gure the Transit Gateway
Amazon side ASN = 64512 [i]

DNs support B onapje

VPN ECMP support enable

Default route table association enable

e @ e @

Default route table propagation enable

Configure sharing options for cross account

Auto accept shared attachments (] gnaple €@

* Required

4. Complete the following fields to create your transit gateways.

Field ‘ Description
Name Tag Enter a name that represents your transit gateway.
Description Enter a description to help identify your transit gateway. This is the description for the

above Name Tag.

Amazon side Autonomous System Number that represents your transit gateways in AWS. You can use
ASN an existing ASN assigned to your global network or a private ASN. See the range
limitations in AWS.

DNS Support Select this check box if you want to enable Domain Name System support for your
VPC within your Transit Gateways.

VPN ECMP Select this check box if you want to enable Equal Cost Multi-Path routing support in your
support Transit Gateways. This will allow for traffic with the same source and destination to be
sent across the same multiple paths.

Default Route Select this check box if you want to automatically associate other Transit Gateways to
Table the route table that this one is using.
Association
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Field ‘ Description

Default Route Select this check box if you want to automatically create other Transit Gateways with this

Propagation same route table.

Auto-accept Select this check box if you want your transit gateways to automatically accept
shared attachments associated with different accounts.

attachments

5. Click Create Transit Gateway. A success message should display along with your Transit Gateway ID.

Create a Network Manager

After you have created your Transit Gateway and associated them to the required regions, you can create a Global
Network in AWS. A Global Network hosts your specified transit gateways and is managed by the AWS Network
Manager.

1. Navigate to the VPC Dashboard.

2. Click Network Manager under Transit Gateways.

3. Click Create Global Network.

4. Enter a Name and Description for your Global Network.

5. Click Create.

Orchestrator Configuration

When you have completed the AWS prerequisites, navigate to the AWS Network Manager tab in Orchestrator.
There are six buttons above the table on this tab that are used to complete the AWS and Orchestrator integration:
Subscription, Interface Labels, Tunnel Settings, VTI Subnet Pool, Zone, and Network Manager Association.

Subscription

1. To begin, click the Subscription button.
2. Enter the Access Key ID and the Secret Access Key that reflect your account in AWS.

3. Click Save after you have entered the information in the table below. The AWS Reachability field should
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reflect Connected.

Field ’ Description

AWS Reachability Connection status of the AWS Network Manager to Orchestrator: Connected or
Not Connected.

Access Key ID Access Key given to you in AWS to log in to the AWS console.

Secret Access Key Secret Access Key given to you in AWS to log in to the AWS console.

Polling Interval Indicates how often Orchestrator should check for configuration changes in the
AWS transit gateways or Network Manager. The default polling interval is ten
minutes.

4. Click Save.

You now should have an established connection with Orchestrator to your AWS VPC.
Interface Labels

The Build Tunnels Using These Interfaces dialog box enables you to select the interfaces to build your tunnels to
AWS.

1. Click the Interface Labels button. The Build Tunnels Using These Interfaces dialog box opens.
2. Drag the interface labels you want to apply from the column on the right into the Primary columns.
3. Click Save.

Network Manager Association

In this window, you can choose which appliances you want to connect or disconnect to the AWS Gateway Network
Manager through the transit gateways you previously configured in AWS. The appliances used with the transit
gateway appear on the right under Transit Gateway.

1. Select or clear the check box next to the configured transit gateway you want to connect to the Network
Manager.

2. See the table below for the fields.

Field ‘ Description

Hostname Host name of the appliance you want to connect or disconnect from the
Network Manager.

Transit Gateways Lists the gateways in association with the Network Manager and Orchestrator.
Present
Transit Gateways Displays if the gateway has been added or removed from the Network
Changes Manager.

3. Click Save.
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Tunnel Settings

The Tunnel Settings window defines the tunnels delivering traffic between AWS and Orchestrator. The tunnel
settings are set using the default VPN configuration parameters received from virtual WAN APIs located in AWS.

Use the default settings for General, IKE, and IPSec tunnels and click Save to apply. Click the following link for
information about more support tunnel options: https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNTunnels.html

Navigate back to the Virtual Private Network section in AWS and select Customer Gateways and Site-to-Site
VPN Connections. On these tabs, you can confirm that the IPSec tunnels you created in Orchestrator are

functioning correctly.

The tunnels should be in the 'available' state.

Create Customer Gatewa Actions v
o s @

Q Filter by tags and attributes or search by keyword K €< 1to20f2 > )|
Name ~ ID - | State ~ Type ~ | IP Address ~ BGPASN
SilverPeak_California-AZ1_INET1 cgw-080ae8d050e765de available ipsec.1 13.52.48.80 65529
SilverPeak_California-AZ2_INET1 cgw-0f7e7240ae2422368 available ipsec.1 54.153.97.217 65529

The IPSec tunnels statuses should be 'UP'.

Details Tunnel Details Tags

Tunnel State
< < 1tw2of2 > 3|
Tunnel Number Outside IP Address Inside IPv4 CIDR Status Status Last Changed Details Certificate ARN
Tunnel 1 52.8.56.35 169.254.10.132/30 up August 11, 2020 at 6:23:31 PM UTC-7 1 BGP ROUTES
Tunnel 2 54153 81.110 169.254 10 136/30 up August 11, 2020 at 7:14:05 PM UTC-7 1BGP ROUTES

VTI Subnet Pool

In this window, set the Subnet IP address and the mask for the AWS subnet pool. Enter the subnet IP address and
the mask ID in the designated fields. Any updates to the subnet pool configuration results in service disruption.

You can have duplicated ASNs if you have a site with the same name.

NOTE This is an AWS specific subnet pool. Therefore, every subnet IP address must start with 169.254 to be
included in this pool.

Verification
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You can verify the stability and connectivity of your tunnels to the AWS Network Manager using the Connection
Status column on the AWS Network Manager Tab. This column shows the BGP Peer status. Additional details can be
found on the Tunnels, VTI, and BGP tabs.

After the tunnels and the BGP sessions are established, the TGW route table shows the routes learned from the
EdgeConnect devices. To create a route table for your transit gateways, navigate to the VPC Dashboard in AWS and
click Transit Gateway Route Tables under Transit Gateways. To create a static route, select the transit gateway
from the Route Table and navigate to the Routes tab.

Create T it Gat Route Tabl Acti b
S in

Q, | search : gw-082d023730389dd7 | Add filter K ¢ 1to10f1 > >
@ Name ~  Transit Gateway route table ID + Transit Gateway ID ¥ | State ~ Default association route table - | Default propagation route table
@ DFemando-TGW-RT tgw-rtb-055011deaefbbfddf tgw-082d0237139389dd7 available Yes Yes
>
Transit Gateway Route Table: tgw-rtb-055011deaefbbfadf [ =N =]

Details = Associations | Propagations = Routes = Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Create static route

Filter by attributes or search by keyword K < 1t030f3 >
y y key i 1
CIDR Attachment Resource type Route type Route state
10.192.0.0/16 tgw-attach-07781aa5f63142731 | vpc-04ba33464fdaadal2 VPC propagated active
10.30.12.0/24 2 Attachments VPN propagated active
10.30.2.0/24 2 Attachments. VPN propagated active

Enter the values in the following table, and then click Create Static Route.

Field ‘ Description

CIDR Specified range of IPv4 addresses for your VPC.
Blackhole Enable if you want your matched traffic to be dropped.
Choose attachment Choose the attachment for your static route.

Check Point CloudGuard Connect

Check Point CloudGuard Connect provides network and cloud security with policies defined within Orchestrator
overlays. The Check Point CloudGuard Connect tab has the following fields.

Field ’ Description

Subscription Name of the appliance you want to connect with Check Point.
Interface Labels Name of the interfaces you want to connect with Check Point.
Tunnel Settings Defines the tunnels associated with Orchestrator and Check Point.
LAN Subnets Subnets configured on the LAN side associated with Check Point.
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Before you begin to configure Check Point CloudGuard Connect, you need to create a CheckPoint account. Visit the
following link to make an account: https://portal.checkpoint.com.

After you create an account, you will need to create an API Key.

Subscription

1. After you complete the steps in the above URL to create your CheckPoint account, navigate to the Check
Point CloudGuard Connect tab in Orchestrator.

2. Select the Subscription tab to get started with CheckPoint.
3. Enter your Client ID and the Secret Key you received when you created your Check Point account.

4. Select Save after you finish entering the information in the table below. The Connection Status should
appear at the top of the Subscription window.

Interface Labels

1. Select the Interface Labels tab. The Build Tunnels Using These Interfaces opens.
2. Dragthe interface labels you want to use into the Preferred Interface Label Order column.

3. Select Save.

Tunnel Settings

The Tunnel Settings tab helps you define the tunnels associated with CheckPoint and EdgeConnect. Use the
CheckPoint default values for the General, IKE, and IPsec tunnel settings.

NOTE You also can configure specific General, IKE, and IPSec tunnel settings. The settings are automatically
generated; however, you can make modifications if you choose to do so. To go back to the default settings, select
Use Default on any of the tunnel windows.

LAN Subnets

You can select the LAN subnets for a given appliance to associate with your CheckPoint integration. By default,
LAN subnets are configured on the Deployment tab. You also can add, import a CSV file, or export a CSV file of the
configured subnets.

Enabling Check Point CloudGuard Connect

When you have completed configuration, you need to enable the Check Point service.
1. Navigate to the Business Intent Overlay tab in Orchestrator.
2. Go to the Breakout Traffic to Internet & Cloud Services.

3. Select the overlay that breaks out traffic to CheckPoint.
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4. Drag Check Point CloudGuard Connect from the Available Policies column to the Preferred Policy Order
column.

Verification

Navigate to the Check Point CloudGuard Connect tab in Orchestrator to verify successful deployment under Site
Status. You also can verify successful deployment on the Tunnels tab.

Import and Export Subnets

Import enables you to import a Comma Separated Values (CSV) file into a pair of appliances used in Orchestrator.
Before you import, you must remove the header row and save the files on your computer. Complete the following
steps to begin your import.

1. Select Choose File.
2. Locate the file you want to import on your desktop.
3. Select Open.

4. Select Import. Orchestrator generates the CSV file. The following table represents the fields in the exported

CSV file.
Appliance Configured Subnets
<Appliance Hostname> <Configured subnets IP addresses>

NOTE The titles and double quotes should be removed from your file before importing.

CAUTION This import overwrites previously configured imports.

Microsoft Azure Virtual WAN

Microsoft Azure optimizes routing, automates large scale connectivity from various branches to Azure workloads,
and provides unified network and policy management within Orchestrator. Use Azure to deploy to a single
WAN circuit or for branch to branch connectivity by configuring virtual WANSs to associated hubs.

Before you begin Microsoft Azure Virtual WAN configuration in Orchestrator, you need to use the Azure Virtual WAN
portal to authenticate and authorize Orchestrator in Azure. You need to create the service principal, which focuses
on single-tenant application to run within only one organization. Click the following link to get started:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal.
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Azure Prerequisites
1. Create an Application in Azure and get the following Subscription details from the Azure Active Directory:
*® Subscription ID
® Tenant (Directory) ID
*® Application (Client) ID
" Client Secret Key
2. Create a storage account in Azure and get the following:
" Storage Account Name
" Storage Access Key

3. Create a resource group

4. Create Azure Virtual WANs with Hubs from your resource groups

Orchestrator Prerequisites

Complete the following tasks in Orchestrator:

1. Configure a VTI IP Pool

Enter a valid IPv4 Subnet

NOTE This is a unique address across the network. VTl interfaces created for Azure integration will be
selected from this pool.

INFO Azure VTl interface zone is set to WAN interface zone. Any change in deployment for the
WAN interface zone is applied to Azure VTl as well.

WARNING Any change in the VTI pool after it is configured is networking affecting. This operation
should be performed during a maintenance window as it can take several hours for some Cloud

services to complete.

2. Configure BGP ASN Global Pool
Enter the start and end ranges for ASNs

" Add any reserved ASNs to exclude from being applied to appliances

NOTE If not previously enabled, Orchestrator enables BGP.
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Orchestrator Configuration

After the above configuration is complete, navigate to the Microsoft Azure Virtual WAN tab in Orchestrator. There
are four icons at the top of the table that complete the Azure and Orchestrator integration: Subscription, Interface
Labels, Appliance to Virtual WAN Associate, and Tunnel Settings.

To begin, select the Subscription icon.
Subscription

1. Enter the information in the Subscription fields that reflect your Azure portal account.

2. Select Save after you have finished entering the information in the table below. The Azure field should reflect
Connected.

The following table represents the values in the Subscription window from the Azure portal.

Field ’ Description

Azure Reachability This field displays the connection status of your account with Azure.
Subscription ID ID of your subscription.

Tenant ID Name of your Azure AD tenant.

Client ID Client ID of your Azure application.

Client Secret Key Secret key of your Azure application.

Storage Account Name Name of your storage account.

Storage Account Key Storage account key.

Storage URL Storage account URL.*

Configuration Polling Interval Amount of time set that Azure data is updated. This is defaulted every one
minute.

*Storage URL

The Storage URL is present on the Storage Accounts tab in your Azure portal. Complete the following steps to
obtain your storage account URL.

1. After your storage account is created in Azure, create a blob container.
2. Getthe blob container URL.

3. Suffix the URL with a slash and add a file name in the Storage URL field.

NOTE Append the URL with a slash for the file name. Do not end the URL with a slash.

Interface Labels
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Select the order in which you want your interface labels to be used.

1. Select the Interface Labels tab. The Build Tunnels Using These Interfaces displays.
2. Drag the Interface labels you want to use into the Preferred Interface Label Order column.

3. Select Save.

Associate Appliance to Virtual WAN

Each appliance is associated with one virtual WAN. Use this tab to add or remove specific sites to your virtual WANSs.

1. Select the Associate Appliance to Virtual WAN icon.
2. Select an appliance from the tree in the left menu.
3. Check the box to Add or Remove the appliance to your virtual WAN in Azure.
4. Click Save.
Tunnel Settings
The Tunnel Settings tab defines the tunnels associated with Azure and Orchestrator. The tunnel settings are set

using the default VPN configuration parameters received from virtual WAN APIs located in your Azure portal
account.

In your Azure Portal Account, navigate to the Azure Configuration table. This table displays the VPN site created for
Orchestrator appliances associated to Azure virtual WANs. Additionally, manually associate sites to your hubs in
Azure.

1. Navigate to Azure Virtual WAN.
2. Select Azure VPN site.

3. Select New Hub Association.

Verification

The Tunnel page displays that Azure and Orchestrator have an established connection with Azure by displaying a
tunnel status of up - active.

For more information about Azure configuration, visit the following link: https://docs.microsoft.com/en-
us/azure/virtual-wan/virtual-wan-site-to-site-portal.

Works with Office 365

Ensure your overlays have the following options configured to preserve the Works with Office 365 default
applications. The table below indicates the default overlays, applications, and preferred policy order configured on
the Business Intent Overlays tab within Orchestrator. The overlay name indicated in the table below is the default
that ships with Orchestrator. This can be modified with user configuration.
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NOTE Skype for Business, SharePoint Online, and Office 365 Exchange must break out locally.

Preferred Policy Order (Breakout

Traffic to Internet & Cloud

Overlay Application Services) What It Matches
Real-Time Skype for Business ® Microsoft Office 365
| 1 Break Out Locally I Optimize and Allow

categories for the
respective applications

CriticalApps SharePoint Online, Office

365 Exchange | 1 Break Out Locally I
Default For everything Any policy order except "Drop" ® Matches Microsoft
Office 365 Default
categories
" Office365Common
applications

NOTE Do not specify
other individual Office
applications in this group
or overlay.

For more information about Works with Office 365 applications, go to https://techcommunity.microsoft.com and
search for the Office 365 blog.

Zscaler Internet Access

Zscaler Internet Access is a cloud security service. EdgeConnect traffic can be service chained to Zscaler for
additional security inspection.

Field ‘ Description
Appliance Name of the appliance you want to connect with Zscaler.
Interface Label Name of the interfaces you want to connect with Zscaler.

VPN Credentials and Location VPN credentials and location status of your subscription with Zscaler.
Status

Gateway Options Optional add-on that enables you to configure sub-locations and various rules
for your sub-locations.

Zscaler ZENS Zscaler Enforcement Nodes: The Zscaler endpoints where the tunnels connect.
The discovered ZENSs in this column are populated based on the appliance's
geographical location.
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Before you begin Zscaler configuration, you must create a Zscaler account and ensure that you have an established
connection with Zscaler.

NOTE This section represents automated configuration of IPSec, IKE, and GRE tunnels from EdgeConnect to the
Zscaler cloud. Refer to the Zscaler-Silver Peak IPSec Integration Guide: Manual Mode and the Zscaler-Silver Peak
GRE Integration Guide: Manual Mode if you want to manually configure the tunnels with the Zscaler cloud.

Subscription

1. Go to https://help.zscaler.com/zia/sd-wan-api-integration.

2. After you have completed the steps in the above URL to configure your Zscaler account, navigate to the
Zscaler Internet Access tab in Orchestrator.

3. Select the Subscription tab to get started with Zscaler.
4. Enter the information in the Subscription fields that reflect your Zscaler account.

5. Select Save after you have finished entering the information in the table below. The Zscaler field should
reflect Connected.

The following table represents the values in the Subscription window.

Field ‘ Description

Zscaler This field displays if you are connected or not connected to your Zscaler
account.

Zscaler Cloud Zscaler cloud URL. Ex: admin.zscalerthree.net.

Silver Peak Partner Username Partner administrator user name you created when configuring Zscaler.

Silver Peak Partner Password Partner administrator password you created when configuring Zscaler.

Silver Peak Partner Key Partner key you created when configuring your Zscaler account. Select Silver
Peak from the list of partners.

Domain Domain provisioned in Zscaler for your enterprise.

Tunnel Settings

The Tunnel Settings tab helps you define the tunnels associated with Zscaler and Silver Peak EdgeConnect. Use the
Zscaler defaults for Tunnel Settings defined by the system.

NOTE You can configure General, IKE, and IPSec tunnel settings. The settings are automatically generated; however,
you can edit if you want to do so.

Interface Labels
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Select the Primary label you want your traffic to go to. Backup labels will be used as the second option if the
primary is unreachable.

1. Select the Interface Labels tab. The Build Tunnels Using These Interfaces displays.
2. Dragthe Interface labels you want to use into the Preferred Interface Label Order column.

3. Select Save.

WARNING This is service affecting. Any changes to the interface selection can cause previously built tunnels to be
deleted and rebuilt.

ZEN Override

You can use the ZEN Override if you want to override the automatically selected ZEN pair for specific sites. You
have the option to add this exception to one or more sites within your network.

1. Select the ZEN Override tab.

2. Enter the appliance name, the interface label, and the Primary and Secondary IP addresses. Orchestrator will
build tunnels to those ZENS.

Field ’ Description

Appliance Appliance for which we override Zscaler ZENS.
Interface Label Interface label from where tunnels are built.
Primary IP IP address of the primary Zscaler ZEN.
Secondary IP IP address of the secondary Zscaler ZEN.

Gateway Options

Use this tab to configure gateway options and rules for Zscaler sublocations. Orchestrator uses location and sub-
locations to better define a branch site in the Zscaler cloud. Sub-locations are LAN-side segments within each
branch and can be identified by LAN interfaces, zones, or a collection of LAN subnets. Click Gateway Options to
begin configuration, if you choose to enable this add-on.

Zscaler Gateway Options

This window enables you to configure sub-locations and their rules.

1. Click Add.

2. Enter a Rule Name in the Rule Name field.
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WARNING If two rules have the same sub-location name or IP address, Orchestrator picks the first match

and considers the order of the rules.

3. Enter alocation by entering an appliance name, region, or group in the Appliances field.
4. Enter the WAN label in the Location Label field.

If you check Sub-location:

1. Enter the sub-location name in the Name field.
2. Enter the subnet address (LAN label, Firewall Zone, or subnet) in the Subnets field.

3. Click Save.

NOTE Sub-locations can be applied to all WAN links chosen under Zscaler Internet Access > Interface setting.

Check Show Sub-Locations and the sub-locations configured in the Gateway options appear in the Zscaler table.

IP SLA

Click the IP SLA icon to configure IP SLA for Zscaler Tunnels. This configuration ensures tunnel connectivity and
internet availability between Zscaler and Orchestrator. The Zscaler IP SLA Configuration window opens. If the
tunnel cannot reach Zscaler, the tunnel is considered as DOWN.

Enable Zscaler

Lastly, you need to enable the Zscaler service.
1. Go to the Business Intent Overlay tab in Orchestrator.
2. Select the overlay that breaks out traffic to Zscaler.

3. DragZscaler Cloud from the Policies column to the Preferred Policy Order column.

Verification

You can first verify Zscaler has been deployed in the BIO (Business Intent Overlay) tab. After the Zscaler Internet

Access is configured and the Zscaler policy is applied successfully in the BIO, deployment will begin automatically.

Go to the Zscaler Internet Access tab to verify deployment was successful.
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Zscaler Internet Access @

Tunnels

[ subscription | [ Tunnel Settings | [ Interface Labels | [ ZEN override | [ Gateway Options |

2 Rows

) show Sub-Locations

Pause Orchestration

Search

Appliance

Interface Label

‘ Gateway Options

Bandwidth (Mbps)

Feynman-Powers

Feynman-Powers

INETA

INETB

Use XFF from Client Request=false, E...

Upload=OFF, Download=OFF

Use XFF from Client Request=false, E... ~Upload=OFF, Download=OFF

VPN Credentials and Location Status ‘

Zscaler ZENs

Discovered: 104.129.206.161, 165.22...
Discovered: 104.129.206.161, 165.22...

You can also verify your Zscaler tunnels have been successfully deployed on the Tunnels tab. Zscaler tunnels should
be listed in the Passthrough Tunnel column with a green status of up - active.

Tunnels @

SoveiyA[BUnoakVE| Passtirough Staws Al ¥

138/800 Rows Search third
Edt|  Appliance Passthrough Tunnel Admin Status Status. Local [P Remote IP Mode NAT Peer/Service Max BW Kbps Advanced Options ¢
/' EASTLVirginiaAWS  ThirdParty_Zscaler_INETB.... up m 10.50.22.199 165.225.48.10 IPSec none Zscaler_INETB_Primary 0
# EASTI-Virginia-AWS  ThirdParty_Zscaler INETA .. up 10.50.20.134 165.225.48.10 IPSec none Zscaler_INETA_Primary

7 EASTIVirginiaAWS  ThirdParty_Zscaler INETB_... up m 10.50.22.199 165.225.0.165 IPSec none Zscaler_INETB_Backup

/' EASTIVirginia-AWS  ThirdParty_Zscaler_INETA_.. up [ wp-saive  JRUEEIRCH 165.225.0.165 1PSec none Zscaler_INETA Backup

/' EMEA2-Paris-Devaux... ThirdParty_Zscaler_INETA_... up 51.15.159.48 165.225.76.42 IPsec none Zscaler_INETA_Primary

# EMEA2-Paris-Devaux... ThirdParty_Zscaler_INETA_...  up m 51.15.159.48 165.225.8839 IPSec none Zscaler_INETA_Backup

#  EMEAI-Amsterdam-A... ThirdParty_Zscaler_INETA_... up m 172.29.100.4 165.225.28.14 IPSec none Zscaler_INETA_Primary

#  EMEAL-Amsterdam-A... ThirdParty Zscaler INETA ... up m 172.29.100.4 165.225.88.39 IPSec none Zscaler_INETA_Backup

7 EAST2Virginia-AWS  ThirdParty_Zscaler_INETB_... up [ up-ocive  JRUEEINH 165.225.0.165 1PSec none Zscaler_INETB_Backup

# EAST2-VirginiaAWS  ThirdParty_Zscaler_INETA_... up 10.50.22.198 165.225.48.10 1PSec none Zscaler_INETA_Primary

/'  EAST2-VirginiaAWS  ThirdParty_Zscaler_INETA_... up m 10.50.22.198 165.225.0.165 IPSec none Zscaler_INETA_Backup

/' EAST2-Virginia-AWS  ThirdParty_Zscaler INETB_... up m 10.50.20.124 165.225.48.10 IPSec none Zscaler_INETB_Primary

# AP)1-Singapore-Azure  ThirdParty_Zscaler INETA_... up 105.0.4 165.225.116.24 IPSec none Zscaler_INETA_Backup

7 AP)1-Singapore-Azure  ThirdParty Zscaler INETB_... up [ w-acive  [JRUXRRY 165.225.112.24 1PSec none Zscaler_INETB.Primary

#° API1-Singapore-Azure | ThirdParty_Zscaler_INETB_... | up 10514 165.225.116.24 IPsec none Zscaler_INETB_Backup

# AP)1Singapore-Azure  ThirdParty_Zscaler INETA_... up 105.0.4 165.225.112.24 IPSec none Zscaler_INETA_Primary

# | EAST3-Charleston-Go... ThirdParty_Zscaler_INETA_... | up m 10.180.13 104.129.206.161 1PSec none Zscaler_INETA_Backup

# EAST3-Charleston-Go... ThirdParty_7scaler INETA_... up 10.180.1.3 165.225.48.10 IPSec none Zscaler_INETA_Primary

#° APY2-Singapore-Azure | ThirdParty_Zscaler_INETB_...  up [ wp-aaive  [JRUERKS 165.225.112.24 IPSec none Zscaler_INETB_Primary

# API2-Singapore-Azure  ThirdParty_Zscaler INETA..  up 10505 165.225.116.24 1PSec none Zscaler_INETA_Backup 200000(Auto) (D)

Note the following:

Zscaler is applied to all your EdgeConnect appliance's associated overlays that have the Zscaler policy

enabled.

Only IPSec mode is supported for Zscaler.

Service Orchestration

Configuration > Cloud Services > Service Orchestration

Use the Service Orchestration tab to automate the integration of third-party services without an API. Service

Orchestration automates the creation and deployment of IPSec tunnels and IP SLA probes and manages the lifecycle
of the tunnels and probes.

Service Orchestration creates a local tunnel identifier (IKE ID) for each tunnel to the third-party service. After the

tunnels are created, complete the integration on the third-party service's site by replacing the source identity values

with the local tunnel identifiers (IKE IDs) that Orchestrator created for each endpoint.
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NOTE By default, Service Orchestration provides the framework for Netskope integration. The instructions on this
page are specific to Netskope, but you can apply the same general procedure to other third-party services.

Prerequisites

® You must have loopback interfaces configured to use the Service Orchestration feature.

" Service Orchestration supports third-party services that use IPSec IKEv2 endpoints.

" You will need the following information from the third-party service for each endpoint you want to add:
Endpoint name

IP address

Probe address

Remote Endpoint Configuration
Add the remote endpoints for Netskope.

You can add one endpoint at a time or add endpoints in bulk by importing the information from a CSV file.

Add Endpoints One at a Time
1. Click Remote Endpoint Configuration.

The Add Remote Endpoints for Netskope dialog box opens.

2. Click +Remote Endpoint.

3. Complete the following fields—press the Tab key to navigate to the next field.

Field ‘ Description

Name Name of the Netskope endpoint.
IMPORTANT: If an endpoint name is decommissioned or modified, you must update the
value in this table.

IP Address [P address of the Netskope endpoint.
IMPORTANT: If an IP address is decommissioned or modified, you must update the value in

this table.

Interface The Silver Peak interface labels that can be provisioned for this endpoint. Only labels in this
Label list will be provisioned.
HINT: Click Interface Label Default to reset the Interface Label for every endpoint in the

table to the default value of Any.
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Field ’ Description

Pre Shared The pre-shared key for the endpoint. To display the pre-shared key, click anywhere in the
Key field. Do one of the following:

Edit this field for each endpoint. This value can be an ASCII string, a hex encoded string (if
it has a Ox prefix), or a base64-encoded string (if it has a Os prefix).

Click PSK Default to create and save a pre-shared key. Every endpoint will use the pre-
shared key you create. Because traffic going to these endpoints is encrypted, it will not
compromise security to use the same pre-shared key for each endpoint.

Probe The Netskope endpoint that the IP SLA subsystem will ping. You can obtain the probe
Address address from the third-party security provider.
IMPORTANT: Orchestrator will prefill the Address field in the IPSLA Settings dialog box with
this value. If you delete the value in the Probe Address field in this table, Service
Orchestration will ping the value specified in the Address field in the IPSLA Settings for
Netskope dialog box.

Backup Enter the Netskope endpoint that you want to use as a backup tunnel. For example, ATL1-

Remote Atlanta could use DFW1-Dallas as a backup remote endpoint. If you leave this field empty,

Endpoint the endpoint will not have a backup tunnel. The BIO determines how traffic will be handled if
a single or single and backup tunnel go down.

4. Repeat these steps for each endpoint.

TIP To delete an endpoint, click the X in the last column in the table.

5. Click Save.

Updates are orchestrated immediately.

Add Endpoints in Bulk
1. Click Remote Endpoint Configuration.

The Add Remote Endpoints for Netskope dialog box opens.

2. Click Import to import a list of remote endpoints from a CSV file. The CSV file must contain columns for
name, IP address, interface label, pre-shared key, probe address, and backup remote endpoint, in that order.

NOTE Remove any header rows before you import the file.

3. Click Choose File.
4. Navigate to the file, select the file, and then click Open.
5. Click Save.

Updates are orchestrated immediately.
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Bulk Edits
To make bulk edits to the table:

1. Click Export.

2. Open the CSV file and delete the three header rows.
3. Modify, save, and close the file.

4. Click Import, and then click Choose File.

5. Locate and select the file, and then click Open.

Orchestrator updates the table.
6. Click Save.

Interface Labels

Select the Primary and Backup interface labels for your traffic. Backup interface labels will be used if the primary
interface labels are unreachable.

NOTE Netskope does not support Active - Active backup.

1. Click Interface Labels.

The Build Tunnels using these Interfaces for Netskope dialog box opens.

2. Drag the interface labels you want to use into the Primary area. (The Peer/Service names in the Tunnels table
will be NSK_Primary_1 and NSK_Primary_2.)

3. Drag the interface labels you want to use into the Backup area. (The Peer/Service names in the Tunnels table
will be NSK_Backup_1 and NSK_Backup_2.)

4. Drag the interface labels up or down to reorder the list as necessary.

5. Click Save.

Tunnel Settings

Click Tunnel Settings to configure the Netskope tunnel settings.

IP SLA Settings

1. Click IP SLA Settings.

The IPSLA Setting for Netskope dialog box opens.

2. If all fields are dimmed, click Enable IP SLA rule orchestration.
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3. Complete the following fields.

Field ‘ Description

Monitor Ping or HTTP/HTTPS.

Address Netskope endpoint that the IP SLA subsystem will ping. Orchestrator prefills the Address
field with the value from the Remote Endpoint Configuration table. You can configure up to
three addresses.

Source Select an orchestrated loopback label.
Interface

4. Accept the default values for the remaining field, and then click Save.

Orchestrator builds the tunnels.

Pause Orchestration (Optional)

When troubleshooting, you can click Pause Orchestration and then click Save to pause the service orchestration.
To restart the service orchestration, click Resume Orchestration.

+BIO Breakout

By default, the tunnels associated with a third-party service will be available for BIOs. You can upload an icon to
display on the Business Intent Overlays tab.

NOTE Supported file types include PNG, JPEG, SVG, and WEBP. The recommended dimensions are 60 x 20 pixels.

1. Click +BIO Breakout.

The Configure BIO Breakout for Netskope dialog box opens.

2. Click Upload Service Icon.
3. Locate and select the file, then click Open.
4. Click Save.

This icon will display next to the service name on the Business Intent Overlays tab.
If you do not want this third-party provider to be available for BIOs, do the following:

1. Click +BIO Breakout.

The Configure BIO Breakout for Netskope dialog box opens.

2. Clear the BIO Breakout check box.

3. Click Save.
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Remote Endpoint Association

The final step to configure the integration in Orchestrator is to associate EdgeConnect appliances with remote
endpoints. Use this page to add or remove endpoints from an appliance. Silver Peak recommends that you
associate one remote endpoint per EdgeConnect appliance.

1. Inthe Orchestrator appliance tree, select one or more appliances to associate with Netskope remote
endpoints.

2. Click Remote Endpoint Association.

The Associate an Appliance to Netskope Remote Endpoints dialog box opens.

3. Select the Add or Remove check box next to the endpoints you want to associate with the selected
appliances. Be sure to add the endpoints that are geographically closest to the appliances.

4. Verify the proposed changes to remote endpoints in the table to the right, and then click Save.

Add Tunnel Local Identifiers to Netskope

After the Service Orchestration integration is complete on the Silver Peak side, you must add the local tunnel
identifiers (IKE IDs) to Netskope. You can simplify this process by exporting the Netskope configuration to a CSV file.
The exported file contains all of the configuration details in the table on the Netskope page for all selected
appliances, including IKE IDs.

NOTE The tunnel local identifier value is a fixed format: hostname_labelname@IPaddress. For example, EAST3-AWS_
INETA@192.X.X.XXX.

1. Inthe Orchestrator appliance tree, select all appliances associated with Netskope remote endpoints.

2. Onthe Netskope page on the Service Orchestration tab, click Export to save the contents of the table to a
CSV file.

3. Loginto Netskope.

4. Inthe IPSec configuration panel, replace the Source Identity values with the corresponding Tunnel Local
Identifiers (IKE IDs) created by Orchestrator.

Verification

After Netskope is configured and the Netskope policy is applied successfully in the BIO, deployment will begin
automatically. Go to the Netskope tab and view the Connection Status column to verify that the deployment was
successful.

Set Up a New Service

To set up a new third-party service:
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1. Click +Add Service and complete the following fields.

Field ‘ Description

Name Name of the new service.

Prefix A prefix to assign to all tunnels for this service. Orchestrator will use this prefix to filter tunnels
and IP SLAs.

2. Click Save.

A new tab is created on the Service Orchestration page.

TIP To edit or delete a service, click the edit icon next to the service name.

3. Select the tab for the new service and follow the steps explained in Set Up Netskope Integration to integrate
this new service.

Deploy EC-V in Cloud

Starting with Orchestrator 9.0.5, you can deploy one or more EdgeConnect Virtual (EC-V) appliances in supported
platforms. At this time, Silver Peak supports AWS.

Before you begin, complete the following tasks:

1. Onthe AWS dashboard, create an AWS Identity and Access Management (IAM) user account with required
permissions for Orchestrator to create AWS resources. Silver Peak recommends a dedicated AWS IAM user
account for Orchestrator.

a. Create an AWS Policy that contains all permissions the Orchestrator requires to create an EC-V.
b. Attach the Policy to the Orchestrator’'s IAM user account.
c. Download the Security credentials of the Orchestrator’s IAM user account.

2. Onthe EC2 dashboard, create a key pair to assign to the EC-V. You will need this key pair if you want to SSH
into the EC-V after the deployment.

After creating the AWS IAM account, click New EC-V Deployment on the Deploy EC-V in Cloud Tab to configure and
deploy one or more EC-V cloud instances.

For more information about deploying EC-V appliances in the public cloud, see:

Deploy EC-V in Cloud Tab

" Cloud Deployment Accounts

AWS Account Configuration

EC-V Deployment Configuration
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After deploying an EC-V in the cloud, navigate to Orchestrator's Discovered Appliances page to view the deployment
status. If the EC-V is still being deployed, the status in the Approve column will indicate Configuring. It takes
approximately ten minutes to deploy and configure a cloud EC-V. Click Refresh Discovery Information to
determine whether the appliance is ready to be approved into the SD-WAN fabric.

When configuration is complete and the green Approve button appears, the EC-V is fully configured in Inline Router
mode with mgmt0, wan0, and lan0 MAC addresses assigned. While adding the EC-V, the Deployment Profile page
will show LAN IP address, WAN IP address, WAN interface firewall mode, and WAN bandwidth value assigned by
Orchestrator.

You can upgrade the appliance software version on a cloud EC-V after approving and adding it to the SD-WAN fabric.

After a cloud EC-V has been deployed, you can add another EC-V into the same deployment. The new EC-V will use
the same settings from the existing deployment configuration such as AWS account, region, VPC, key pair, and
instance type. You can deploy the new instance into an Availability Zone that is already used by an existing appliance
or a new Availability Zone.

Deploy EC-V in Cloud Tab
Configuration > Cloud Services > Deploy EC-V In Cloud

The Deploy EC-V In Cloud tab provides the AWS account details and EC-V deployment configuration details for all
cloud EC-Vs that have been deployed.

Deploy EC-V InCloud @  [2 ] #mins
| Accounts | | New EC-v Deployment |
8 Rows Search
MName Provider Account Instances Status Destroy .Dap!m,'mentlnfn Resources Comment
WestHubs aws (vpCi10.39.0.0/24) | SEWAN AWS 2 +Add s © i
EastHubs aws (vpe:10.37.1.0/24) SEWAN AWS 1 +Add Deployed | Destoy @
MiddleEastHub1 aws (vpCi10.37.4.0/24) | SEWAN AWS 1 +Add s, ©
AustraliaHub2 aws (vpc:10.37.6.0/24) SEWAN AWS 1 +Ad _ @
IndiaHubs aws (vpci10.37.8.0/24) | SEWAN AWS 1 +Add _ @
SouthAmericaHubs aws (vpc:10.37.10.0/..  SEWAN AWS 1 +add Deployed _ @
AWS-Lon-Lowe aws (vpei10.207.0,0/... | Laurence Lowe 1 +Add Incomplete (D | Destoy (6]
Denver-Hub aws (vpc:10.37.9.0/24) SEWAN AWS 1 +Add _ ':D G:‘ MNew hub for Denver area
The following table describes each field on this page.
Field ‘ Description
Name Name given on the deployment configuration page.
Provider Name of the cloud provider and VPC details.
Account Name of the AWS account that was used to deploy the EC-Vs.
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Field ‘ Description

Instances Number of EC-V instances in the deployment. To add one or more EC-Vs to the deployment, click
+Add. In the New Instance on AWS dialog box, select the availability zone to use and any
optional tags to apply to the new instance.

Status Status of the deployment. If more information is available, an information icon is displayed.

Destroy To permanently delete a deployment, click Destroy. This action deletes all resources associated
with the EC-Vs, including all EC2 resources.

Deployment Click the info icon in this column to view deployment and instance details.
Info

Resources Click the info icon in this column to view details about each AWS resource that Orchestrator
created during the deployment.

Comment Comments that were added to the deployment when the EC-V was created.

Cloud Deployment Accounts
The Cloud Deployment Accounts dialog box lists all of the AWS accounts that have been added.

Cloud Deployment Accounts b4

AWS

| Add AWS Account |

3 Rows Search

Edit Mame Comment

& = T
F § o —— - Sl ——— P — -

& - - - -

" Click Add AWS Account to create a new account for EC-V deployments.

" Click the edit icon next to an existing account to modify that account's details.
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AWS Account Configuration

Complete the following steps to create an AWS IAM user account with the required permissions for creating EC-V
instances in AWS.

Create a Policy with Required Permissions

1.

2.

10.

Log in to the AWS Dashboard.

On the Find Services search menu, enter IAM to open the Identity and Access Management (IAM) page.
Under Access Management, click Policies. The Policies page opens.

Click Create policy and click the JSON tab.

Delete the existing text.

Go to this web page, click the link for your version of Orchestrator, and then copy and paste the JSON policy
text into the editor.

Click Next: Tags.
(Optional) Add metadata to the policy by attaching tags as key-value pairs.
On the Review policy page, enter a name and optional description for the new policy.

Review the policy summary to see the permissions granted by your policy, and then click Create policy to
save your work.

Attach Policy to the Orchestrator IAM User Account

1.

2.

Click Users > Add user. The Add user page opens.

Enter a user name in the User name field (for example, ArubaOrchestrator).

Under Access type, select Programmatic access, and clear the AWS Management Console access check box.
Click Next: Permissions.

Under Set Permissions, click Attach existing policies.

Select the Policy document you created from the list, and then click Next: Review.

Under Permissions summary, click Add permissions.

Download Orchestrator IAM User Account Credentials

1.

2.

On the Users page, click the Security credentials tab.

Download or copy and paste the Access key ID and Secret key ID to a secure place for later use.

Create a Key Pair to Assign to EC-Vs

Review the instructions on this page to create a key pair on the AWS region where you plan to deploy the EC-V.
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Add the AWS Account to Orchestrator

Complete the following fields for Orchestrator, and then click Save when finished.

Field ‘ Description
Name Enter a unique name. If you have multiple AWS accounts, you must enter a unique name for each
account.

Access Key Enter the Orchestrator IAM user's Access Key ID that you saved earlier.

Secret Key  Enter the Orchestrator IAM user’s Secret Key ID that you saved earlier.

Comment Enter a comment that provides any additional information about the AWS account.

Orchestrator validates the account information. This takes approximately 45 seconds.

EC-V Deployment Configuration

Use the Deploy EdgeConnect in AWS page to create one or more EC-V instances in an AWS region.

Deploy EdgeConnect in AWS @ Accounts
Name* Horizontally Scale % 1 + By default, Orchestrator deploys ec-v version: 8.3.0.16
AWS Account® Choose... . Instance - 1
Availability Zone™
Region® il w
Appliance Tag
VPC CIDR* f
Optional...
S5H Key™ Choose... A
Boost O
WAN Bandwidth* Choose... w | Mbps
Instance Typa® Choose... ha
tagl=valuel tag?=valuel...
AWS Tags
s
Comment
g
Advanced Settings

Field Description

Name Enter a name for the deployment. This name is used only for identifying the deployment. A
deployment consists of one or more EC-Vs that an Orchestrator creates in an AWS Virtual Private
Cloud (VPC). Only alphanumerical letters and hyphens are allowed in the deployment name. The
maximum allowed length is 20 characters.

AWS Account  Select an AWS account to use for deploying the EC-V.
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Field ‘ Description

Region

Select an AWS region where you want to deploy the EC-V.

VPC CIDR

Enter a VPC Classless Inter-Domain Routing (CIDR) block. The smallest supported CIDR block is
/24 and the largest supported CIDR block is /16. Orchestrator creates all AWS resources required
for the EC-V deployment within this VPC. For each EC-V you deploy, Orchestrator creates three
subnets that are /28 in size. In other words, if you deploy two EC-Vs, Orchestrator creates six
subnets in total. This is true even if both EC-Vs are created in a single Availability Zone.

SSH Key

Select an existing AWS key pair to assign to the EC-V. A key pair must be created prior to the
deployment.

Boost
(Optional)

Boost requires additional resources on an AWS EC2 instance. After Boost and an appropriate
WAN Bandwidth value are selected, Orchestrator displays the appropriate AWS instance types
for the deployment on the Instance Type drop-down menu.

NOTE Selecting the Boost check box does not enable Boost on the EC-V. It only allows
Orchestrator to display appropriate AWS instance types that can support Boost for the selected
WAN bandwidth. To enable Boost on the EC-V, go to the Deployment page and the Business
Intent Overlay (BIO) page after the deployment is complete.

WAN
Bandwidth

The Bandwidth drop-down list displays the current EdgeConnect license tiers. After you select a
WAN Bandwidth value, Orchestrator displays the appropriate AWS instance types for the
deployment on the Instance Type drop-down menu.

Instance Type

Based on your selection of Boost and WAN Bandwidth values, Orchestrator displays the
appropriate AWS instance types on this drop-down menu.

AWS Tags Any comma-separated tags entered here are applied to all AWS resources that Orchestrator

(Optional) creates while deploying the EC-V. If you do not enter any tags, Orchestrator automatically
creates a unique tag for each AWS resource that it creates while deploying the EC-V. This AWS
tag is created to identify each resource created by Orchestrator. The tag is formatted as follows:
sp-automated-deployment name-instance-index-resource name.

Comment Enter an optional comment if you want to attach any additional details for the deployment.

(Optional)

Advanced Custom AMI ID: Leave this field blank unless you have an EdgeConnect AMI that you want to

Settings use for the deployment. When this field is blank, the base AMI for the deployment will be

obtained from the AWS Marketplace.

Horizontally
Scale

You can deploy multiple EC-Vs by clicking + and selecting the Availability Zone for each EC-V. If
the selected region supports multiple Availability Zones, each Availability Zone is shown on the
drop-down menu. When deploying multiple EC-Vs, it is best practice to deploy each EC-Vin a
unique Availability Zone.

Appliance Tag
(Optional)

Enter an Appliance Tag on this field if you want to assign a pre-configuration file to the
deployment. If this field is left blank, Orchestrator will automatically assign an Appliance Tag for
its own configuration purposes.

When you have completed all of the required fields, click Review and Deploy. Review the configuration summary,
and click Deploy to create the EC-V instances.
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Appliance Administration

These menus are related to appliance administration. They include general settings, software management, and
tools for troubleshooting and maintenance.

Appliance User Accounts Tab

Administration > General Settings > Users & Authentication > Users

This tab provides data about the user accounts on each appliance.

Users x
Manage Users with Templates PEY EEI
User Accounts @
34 Rows Search
Edit Appliance Name » User Name Capability Enabled

#" | Albuguerque
# | Albuguerque
#" | Boston

# | Boston

# | Chicago

# | Chicago

# | Dallas

# | Dallas

# | Denver

# | Denver

# | Los-Angeles
# | Los-Angeles
# | Mexico-City
# | Mexico-City

# | Miami

admin
maonitor
admin
maonitor
admin
monitor
admin
maonitor
admin
monitor
admin
monitor
admin
monitor

admin

admin
menitor
admin
monitor
admin
menitor
admin
menitor
admin
monitor
admin
menitor
admin
monitor

admin

The EdgeConnect appliance's built-in user database supports user names, groups, and passwords.

Each appliance has two default user accounts, admin and monitor, that cannot be deleted.

Each User Name belongs to one of two user groups: admin or monitor.

The monitor group supports reading and monitoring of all data, in addition to performing all actions.

This is equivalent to the Command Line Interface’s (CLI) enable mode privileges.

The admin group supports full privileges, along with permission to add, modify, and delete. This is
equivalent to the CLI's configuration mode privileges.

Named user accounts can be added by using the Appliance Manager or the Command Line Interface (CLI).
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User Names are case-sensitive.

The table lists all users known to the appliances, whether or not their accounts are enabled.

Auth/RADIUS/TACACS+ Tab

Administration > General Settings > Users & Authentication > Auth/RADIUS/TACACS+

This tab displays the configured settings for authentication and authorization.

If the appliance relies on either a RADIUS or TACACS+ server for those services, those settings are also reported.

All settings are initially applied via the Auth/RADIUS/TACACS+ configuration template.

Authentication and Authorization

Authentication and Authorization Fields

Field

Appliance Name

’ Description

Name of the appliance selected.

Authentication Order

When it is possible to validate against more than one database (local,
RADIUS server, TACACS+ server), Authentication Order specifies
which method to try in what sequence: Authentication Order First,
Order Second, and Order Third.

Authorization Map Order

Map ordering determines which server is used first. Select the map
ordering from the drop-down list: Local-Only, Remote-First, and
Remote-Only. The default (and recommended) value is remote-
first.

Authorization Default Role

Default role assigned for authorization. The default (and
recommended) value is admin.

Authentication

Process of validating that the end user, or a device, is who they claim
to be.

Authorization

Action of determining what a user is allowed to do. Generally,
authentication precedes authorization.

Map Order

Default (and recommended) value is Remote First.
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RADIUS and TACACS+
RADIUS and TACACS+ Server Fields

Field ‘ Description

Auth Port For RADIUS, the default value is 1812.
For TACACS+, the default value is 49.

Auth Type [TACACS+] The options are pap or ascii.

Enabled Whether or not the server is enabled.

Retries Number of attempts allowed before lockout.

Server Type RADIUS or TACACS+.

Timeout If a logged-in user is inactive for an interval that exceeds the inactivity time-out, the

appliance logs them out and returns them to the login page. You can change that
value, as well as the maximum number of sessions, in the Session Management
template.

Date/Time Tab

Administration > General Settings > Setup > Date/Time

This tab highlights significant time discrepancies among the devices recording statistics.

Relative to the appliance’s

configured time
J Date/Time ><|

Manage Date/Time with Templates | Export | | @ ‘ 7 mins

Date/Time @
3 Rows Search
Edit Adppliance Mame «  Time Zone TP Enabled NTP servers Appliance Date/Time Orchestrator Delta Browser Delta
& laine-wxa utc Yes 172.20.20.37{Version 3) 2016/12/31 01:26:55 -0 hrs : 0 mins : 0 secs -0 hrs : 0 mins : 0 secs
& laine-web uTC es 172.20.20.37{Version 3) 2016/12/31 01:26:55 -0 hrs : 0 mins : 0 secs -0 hrs : 0 mins : 0 secs

Appliance times should be within 1min of Orchestrator time AND client (browser) time - NTP is recommended. b4

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 308



Silver Peak Unity Orchestrator User Guide

If the date and time of an appliance, the Orchestrator server, and your browser are not all synchronized, charts
(and stats) inevitably have different timestamps for the same data, depending on which device you use to view the
reports.

TIP For consistent results, configure the appliance, the Orchestrator server, and your PC to use an NTP (Network
Time Protocol) server.

Click the edit icon to begin specifying the date and time for your appliances.

DNS (Domain Name Servers) Tab

Administration > General Settings > Setup > DNS

This tab lists the Domain Name Servers that the appliances reference.

| Topology || DNS ><|

Manage DNS with Templates |E| |z|z‘
DNS @
5 Rows Search
Edit | Aopfsnce Ms.. | Primary DNS IP addr Secondary DNS IP addr Tertiary DNS IP addr Domain Names
#" | Chicago No DS settings defined for this applance.
#" | Dallas No DINS settings defined for this applance.
#" | Denver-EC Mo DINS settings defined for this applance.

#" | Los-Angeles ik b
#" | Seattle-EC No DS settings defined for this appliance.

A Domain Name Server (DNS) uses a table to map domain names to IP addresses. So, you can reference locations
by a domain name, such as mycompany.com, instead of using the IP address.

Each appliance can support up to three name servers.

Field ‘ Description

Appliance Name Name of the appliance.

Primary DNS IP addr IP address of the DNS the system uses first.
Secondary DNS IP addr IP address of the DNS the system uses second.
Tertiary DNS IP addr IP address of the DNS the system uses last.

Click the edit icon to add the three domain name servers.
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SNMP Tab

Administration > General Settings > Setup > SNMP

This tab summarizes the SNMP configuration for each of the selected appliances.

| shmp x|

Manage SNMP with Templates Export -

SNMP @
3 Rows Search

| | Trap Receivers

Edit  Appfiznce Mame « | Enable SNMP Agent Enable SNMP Traps | Enable SNMP V1/\2 Enabled V3 Users Trap Receiver 1 . Trap Receiver 2 . Trap Receiver 3
# Talinn Yes Yes Yes
4 laine-vxa Yes Yes Yes
£ laine-ud Yes Yes Yes

SNMP Overview

EdgeConnect appliances support Management Information Base (MIB-Il) as described in RFC 1213 for cold start
traps, warm start traps, and Silver Peak proprietary MIBs. Appliances issue an SNMP trap during reset when loading
a new image, recovering from a crash, or rebooting.

An appliance sends a trap every time an alarm is raised or cleared. Traps contain additional information about
alarms, including severity, sequence number, a text-based description of the alarm, and the time the alarm was
created. For more information, you can download a .zip archive containing supported MIBs at https://www.silver-
peak.com/download/latest/mibs.html.

Modify SNMP Configuration

Click the edit icon to the left of an appliance row to modify the SNMP configuration.
Use this page to configure the appliance's SNMP agent and trap receivers.

1. Select the Enable SNMP check box to activate configuration options for SNMP v1/v2, SNMP v3, and Trap
Receivers details.

2. Ifyou select the Enable SNMP Traps check box, the SNMP agent on the appliance sends traps to configured
receivers.
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3. Use the Default Trap Community field to specify the string the trap receiver uses to accept traps being sent
to it. The default value is public. You can modify this value.

SNMP v1/v2
Configure the following fields for SNMP v1 and v2c.

Field ’ Description

Enable SNMP  Allows the SNMP agent on the appliance to send traps to configured receivers.

Read-Only The SNMP application needs to present this text string (secret) to poll the appliance's SNMP
Community agent. The default value is public. You can modify this value.

SNMP v3

For additional security, configure SNMP v3 if you want to authenticate without using clear text. To add an SNMP v3
user, click Add above the SNMP v3 table and configure the following properties:

Field ‘ Description

Enabled Select this check box to enable the selected user. Clear this check box to disable the user
and maintain the configuration.

Username Enter the username to identify the SNMP v3 user.
Authentication Select the authentication type to use for SNMP requests from the user.
Type

NOTE Authentication type is required and SHA-1 is the only supported algorithm.

Authentication Enter a password that the SNMP agent can use to authenticate requests sent by the user.
Password

NOTE The password must be at least 20 characters long.

Privacy Type Select the encryption type to use for encrypting requests from the SNMP user.

NOTE Encryption is required, and AES-128 is the only supported algorithm.

Privacy Password  Enter a password (key) to use for encrypting requests sent by the user.

NOTE The password must be at least 20 characters long.

NOTE To delete an SNMP v3 user, click the X to the right of the entry in the table.
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Trap Receivers

To configure a trap receiver, click Add above the Trap Receivers table and configure the following properties:

NOTE You can configure up to three trap receivers per appliance.

Field ’ Description
Host IP address of the host where traps should be sent.
Version Select the SNMP version of the trap receiver.

Community/Username For v1 and v2c, enter the community string the receiver should use to accept traps. If
left blank, the default community string (public) is used. If a different community
string is configured on the trap receiver, enter it here.

For v3, specify the SNMP v3 user that is sending traps to the receiver.

Enabled Select this check box to enable the receiver. Clear this check box to disable the
receiver and maintain the configuration.

NOTE To delete a receiver, click the X to the right of the entry in the table.

Flow Export Tab

Administration > General Settings > Setup > Flow Export

This tab summarizes how the appliances are configured to export statistical data to NetFlow and IPFIX collectors.
Flow Exporting Enabled allows the appliance to export the data to collectors. The appliance exports flows against
two virtual interfaces—sp_lan and sp_wan—that accumulate the total of LAN-side and WAN-side traffic, regardless
of physical interface.

Select the Edit icon to open the Flow Export Configuration dialog box.

Silver Peak Custom Information Elements

See the table below for the Silver Peak Custom Information Elements.

Field
Custom IE Name and Implementation Description Semantics Units Length
(bytes)

Enterprise
ID

Data Type: ipv4Address
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clientlPv4Address: default

® TCP: source ipv4 address of SYN initiator is the client.

UDP: source ipv4 address of the first packet is the
client.

server|Pv4Address default

® TCP: destination ipv4 address of SYN initiator is the

client.

" UDP: destination ipv4 address of the first packet is

the client.

connectionlnitiator default

® TCP: source ipv4 address of SYN initiator is the

connection initiator.

UDP: source ipv4 address of the first packet is the
connection initiator.

Data Type: unsigned8

connectionNumberOfConnections totalCounter 1 9
® Number of TCP connections (3-way handshake) or
UDP sessions established.
connectionServerResponsesCount totalCounter 1 10
" Currently 1
connectionTransactionCompleteCount totalCounter 1 21

" Currently 1

Data Type: unsigned32
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connectionServerResponseDelay

TCP: Round-trip time between SYN and SYN-ACK.

® UDP: Round-trip time between first onward and

return packet.

connectionNetworkToServerDelay
® TCP, Round-trip time between SYN and SYN-ACK.

UDP, Round-trip time between first onward and
return packet. It is also called Server Network Delay
(SND).

connectionNetworkToClientDelay
® TCP: Round trip between SYN-ACK and ACK.

UDP: Round-trip time between first response and
second request packet. It is also called Client
Network Delay (CND).

MS

11

MS

12

MS

13

connectionClientPacketRetransmissionCount  totalCounter
" Currently 1

14
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connectionClientToServerNetworkDelay

Network Time/Network Delay is known as the round-
trip time that is the summation of CND and SND. It is
also called Network Delay (ND).

connectionApplicationDelay
® TCP: Round-trip time between SYN and SYN-ACK.

UDP: Round-trip time between first onward and
return packet.

connectionClientToServerResponseDelay

" The round-trip time that is the summation of CND

and SND.

connectionTransactionDuration

" The flow displays the time difference between the

first and last packet.

connectionTransactionDurationMin

" The flow displays the time difference between the

first and last packet.

connectionTransactionDurationMax

" The flow displays the time difference between the

first and last packet.

MS 4 15
MS 4 16
MS 4 17
MS 4 18
MS 4 19
MS 4 20

Data Type: unsigned64

connectionServerOctetDeltaCount

Server initiated byte count. If flow is lan to wan, Lan-
Tx byte counter. If flow is wan to lan Lan-Rx byte
counter.

deltaCounter

octets

8

3

connectionServerPacketDeltaCount

Server initiated byte count. If flow is lan to wan, Lan-
Tx byte counter. If flow is wan to lan Lan-Rx byte
counter.

deltaCounter

packets

8

connectionClientOctetDeltaCount

Server initiated byte count. If flow is lan to wan, Lan-
Tx byte counter. If flow is wan to lan Lan-Rx byte
counter.

deltaCounter

octets

8
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connectionClientPacketDeltaCount deltaCounter  packets 8 6

Server initiated byte count. If flow is lan to wan, Lan-
Tx byte counter. If flow is wan to lan Lan-Rx byte

counter.
Data Type: String
applicationHttpHost default variable 8
*® http destination domain name length
applicationCategory default variable 27
application group length
from-zone default variable 22
® (source zone) name for the flow when ZBF is length
configured
to-zone variable 23
* (destination zone) name for the flow when ZBF is length
configured
tag default variable 24
o . I h
® the user-specified readable string/tag that can be engt
specified when the ZBF rule is configured. If "tag" is
not specified, an automatic tag will be created and
exported. The automatic/default tag is constructed
by concatenating <from-zone>_<to-zone>_<rule
priority>. For example, "lan-zone_corp-zone_10000".
overlay default variable 25
" The overlay name the zone belongs to. length
direction default variable 26
" length

The direction of the flow: outbound or inbound.

Logging Tab

Administration > General Settings > Setup > Logging
This tab summarizes the following configured logging parameters:

Log Configuration refers to local logging.

" Log Facilities Configuration refers to remote logging.
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The logs keep track of alarms, events, or any other issue involved with your appliances. The following table provides
more details.

Severity Levels

In order of decreasing severity, the levels are as follows:

EMERGENCY System is unusable.

ALERT Includes all alarms the appliance generates: CRITICAL, MAJOR,
MINOR, and WARNING.

CRITICAL Critical event.

ERROR An error. This is a non-urgent failure.

WARNING A warning condition. Indicates an error will occur if action is not
taken.

NOTICE A normal, but significant, condition. No immediate action required.

INFORMATIONAL Informational. Used by Silver Peak for debugging.

DEBUG Used by Silver Peak for debugging.

NONE If you select NONE, no events are logged.

® The bolded part of the name is what displays in Silver Peak logs.

u . ape . .
These are purely related to event logging levels, not alarm severities, even though some naming conventions
overlap. Events and alarms have different sources. Alarms, when they clear, list as the ALERT level in the
Event Log.

Remote Logging

® You can configure the appliance to forward all events, at and above a specified severity, to a remote syslog
server.

" Asyslog server is independently configured for the minimum severity level that it will accept. Without
reconfiguring, it might not accept as low a severity level as you are forwarding to it.

Each message/event type (System / Audit / Flow) is assigned to a syslog facility level (local0 to local7).

Banners Tab

Administration > General Settings > Setup > Banners

This tab lists the banner messages on each appliance.
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‘ Topology || Banners><|

Manage Banners with Templates | Export IZIZI

Banners @
1 Rows Search |
Edit Anpliance Name Login Message | Message of the Day
# | laine-vxa Check for updates every Tuesday morning. Stay calm and don't kick any beehives ...

Each appliance can have two banner messages:

® The Login Message appears before the login prompt.

Click the edit icon to enter your banner message.

HTTPS Certificate Tab

Administration > General Settings > Setup > HTTPS Certificate

The VXOA software includes a self-signed certificate that secures the communication between the user's browser

and the appliance.

You also have the option to install your own custom certificate, acquired from a CA certificate authority.

HTTPS Certificate 3|

The Message of the Day appears after a successful login.

Manage HTTPS Certificate with Templates 2 mins

HTTPS Certificate @

1 Rows Search |
Edit Appliance Name i Type | Issuer | Issued To Certificate | Expiration Date
# | Boston Self Signed Silver Peak

To use a custom certificate with a specific appliance:
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1. Consult with your IT security team to generate a certificate signing request (CSR), and submit it to your
organization's chosen SSL Certificate Authority (CA).

Examples of Certificate Authorities include GoDaddy, Verisign, Comodo, Symantec, Microsoft Entrust,
GeoTrust, and so forth.

For a list of what Silver Peak supports, see Silver Peak Security Algorithms.

" All certificate and key files must be in PEM format.

2. After the Certificate Authority provides a CA-verified certificate:
[ ]

Otherwise, skip this file.

Click the Edit icon next to the target appliance, and Upload the Certificate File from the CA.
u

Upload the Private Key File that was generated as part of the CSR.

3. To associate the CA verified certificate for use with Orchestrator, click Add.

Orchestrator Reachabililty Tab

Administration > General Settings > Setup > Orchestrator Reachability

You can specify how each appliance connects to Orchestrator by designating one of its interface Labels.

If your IT security team advises the use of an Intermediate CA, use an Intermediate Certificate File.
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Orchestrator Reachability »

Appliances connect to Orchestrator differently based on the characteristics of the interface they're using to
communicate (for example, via internal or external networks). Below, you can specify how each type of appliance
interface (using its Label) should connect to the Orchestrator,

Default Orchestrator IP or Domain Name

10.0.185.23 [+ Use Orchestrator Management IP
Add
1 Rows, 1 Selected Search |

Label | Orchestrator IP or Domain Name | Priority & |

10.0.185.23 1 X

MPLS h
Internet
LTE
Internet2

Custom Appliance Tags

Administration > General Settings > Setup > Custom Appliance Tags

Use this tab to create and assign tags to an appliance or a group of appliances. A tag acts as a filter or identity when

searching for appliances. Complete the following steps to create a custom tag.

1. Click the editicon.
2. Click the selected row in Key, and then enter the name of the tag you want to use.

3. Click the selected row in Value, and then enter a brief description of what the tag represents.

4. Click Apply.

NOTE You can create up to eight tags.

System Information

Administration > Software > Upgrade > System Information
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You can manage system information with templates, except for Deployment Mode, which is an appliance-specific
configuration. To change a Deployment Mode, navigate to Configuration > Networking > Deployment.

When you click the Edit icon next to a specific appliance, the following two screens are available:

System Summary

System Information - ecvb X
System Summary System Settings e

General Configuration
Appliance Key 1.NME System Bandwidth 4000 Kbps
Platform VMware Mode router
Uptime 2d 5h 49m 18s
Active Release 0.0.3.0_89659
Appliance ID 634918
Discovery Method PORTAL
Connection Type WEBSOQCKET

Hardware
Appliance Madel EC-V 208001009006 Rev 76564
BIOS Version 6.00
Serial Number 00-1B-BC-09-B0-26
g

System Settings
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System Information - ecvb X
System Summary System Settings 0
General Excess Flow Handling
Model EC-V 208001009006 Rev 76564 Excess flow policy bypass v
Serial 001BBC09B026
ey NextHop Health Check
Hub Site? Mo Enable Health check
Contact Name Retry count 4 (1..253)
Contact Email Interval 10 (1..255) seconds
Lacation Santa Clara, California, 35050,U5 Hold down count 1 (1..255)
Region Default ”
Miscellaneous
Optl mization S5L optimization for non-IPSec tunnels O
1P Id auto optimization O Bridge Loop Test
TCP auto optimization O Enable IGMP snooping
f ab ! il B (Not Available in 8.0.3.0)
ows and fumnet falure oshe Auto Flow Re-Classify 60 (0..65535) seconds
Network MEI'I'IOIY Always send pass-through traffic to original sender O
IPSec UDP Port 12000
Encrypt data on disk
Enable default DNS lookup
Configured Media Type ram and disk *
Enable HTTP/HTTPS snoopin I
Media Type ram and disk / Lo ]
Quiescent tunnel keep alive time 60 (1..65533) seconds
Shell Access UDP flow timeout 120 (1..65535) seconds
Shell Access Status Open Shell Access Mon-accelerated TCP Flow Timeout 1800 (1..65535) secs
Maximum TCP M55 3000 (500..9000) bytes
MAT-T keep alive time 300 (0..65535) seconds
Tunnel Alarm Aggregation Threshold 5 Tunnel Alarms
Raise only 1 alarm above this thrashold
Maintain end-to-end overlay mapping
IP Directed Broadcast O
Allow WAN to WAN routing
P

System Information Property Keys

Property Key ‘ Description

Active Release Specifies the software release the appliance is running.

Allow WAN to WAN routing Redirects inbound LAN traffic back to the WAN.

Always send pass-through traffic to  If the tunnel goes down when using WCCP and PBR, traffic that was
original sender intended for the tunnel is sent back the way it came.

Appliance ID Unique identifier for the appliance.

Appliance Key Orchestrator assigns and uses this key to identify the appliance.
Appliance Model Specific EC, EC-V, NX, VX, or VRX model.

Auto Flow Re-Classify Specifies how often to do a policy lookup.

BIOS Version Version of BIOS firmware that the appliance is using.
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Property Key

Bridge Loop Test

‘ Description

Only valid for virtual appliances. When enabled, the appliance can
detect bridge loops. If it detects a loop, the appliance stops forwarding
traffic and raises an alarm. Appliance alarms include recommended
actions.

Configured Media Type

Is either ram and disk (VX) or ram only (VRX). Can be changed for
special circumstances if recommended by Silver Peak.

Connection Type

Method that Orchestrator uses to communicate with the appliance.
Options are WEBSOCKET, PORTAL, and HTTP.

Contact Email

Email address of the person to contact within your organization
(optional).

Contact Name

Name of the person to contact within your organization (optional).

Discovery Method

Specifies how Orchestrator discovered the appliance:
[ ]

PORTAL - Orchestrator discovered the appliance through the portal
account.

MANUAL - The appliance was added manually.

APPLIANCE - Orchestrator's IP address was added to the appliance.
Portal was not involved.

Enable default DNS lookup

Allows the appliance to snoop the DNS requests to map domains to IP
addresses. This mapping then can be used in ACLs for traffic matching.

Enable Health check

Activates pinging of the next-hop router.

Enable HTTP/HTTPS snooping

Enables a more granular application classification of HTTP/HTTPS traffic
by inspection of the HTTP/HTTPS header, Host. This is enabled by
default.

Enable IGMP snooping

IGMP snooping is a common Layer-2 LAN optimization that filters the
transmit of multicast frames only to ports where multicast streams
have been detected. Disabling this feature floods multicast packets to
all ports. IGMP snooping is recommended and enabled by default.

Encrypt data on disk

Enables encryption of all the cached data on the disks. Disabling this
option is not recommended.

Excess flow policy

Specifies what happens to flows when the appliance reaches its
maximum capacity for optimizing flows. The default is to bypass flows.
Or, you can choose to drop the packets.
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Property Key

Flows and tunnel failure

‘ Description

If there are parallel tunnels and one fails, Dynamic Path Control
determines where to send the flows. There are three options:

" fail-stick - When the failed tunnel comes back up, the flows do not

return to the original tunnel. They stay where they are.

" fail-back - When the failed tunnel comes back up, the flows return

to the original tunnel.

" disable - When the original tunnel fails, the flows are not routed to

another tunnel.

Hold down count

If the link has been declared down, this specifies how many successful
ICMP echoes are required before declaring that the link to the next-hop
router is up.

Hub Site? Specifies whether the appliance has been assigned the role, Hub, in
Orchestrator.
Interval Specifies the number of seconds between each ICMP echo sent.

IP Directed Broadcast

Allows an entire network to receive data that only the target subnet
initially receives.

IP Id auto optimization

Enables any IP flow to automatically identify the outbound tunnel and
gain optimization benefits. Enabling this option reduces the number of
required static routing rules (route map policies).

IPSec UDP Port

Specifies the port that Orchestrator uses to build IPSec UDP tunnels. If
the field is blank, Orchestrator uses the default.

Location

Appliance location, optionally specified during appliance setup.

Maintain end-to-end overlay
mapping

Enforces the same overlay to be used end-to-end when traffic is
forwarded on multiple nodes.

Maximum TCP MSS

Maximum Segment Size. The default value is 9000 bytes. This ensures
that packets are not dropped for being too large. You can adjust the
value (500 to 9000) to lower a packet's MSS.

Media Type Displays the actual media being used.
Mode Specifies the appliance's deployment mode: Server, Router, or Bridge.
Model Specific EC, EC-V, NX, VX, or VRX model.

NAT-T keep alive time

If a device is behind a NAT, this specifies the rate at which to send keep
alive packets between hosts to keep the mappings in the NAT device
intact.

Non-accelerated TCP Flow Timeout

Specifies how long to keep the TCP session open after traffic stops
flowing. The default is 1800 seconds (30 minutes).

Platform

Underlying cloud platform on which the EdgeConnect appliance runs,
such as Silver Peak, Amazon EC2, Azure, Google Cloud, or VMware.
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Property Key ‘ Description

Quiescent tunnel keep alive time Specifies the rate at which to send keep alive packets after a tunnel has
become idle (quiescent mode). The default is 60 seconds.

Region User-assigned name created for segmenting topologies and
streamlining the number of tunnels created. When regions contain at
least one hub, you can choose to connect regions through hubs only.

Retry count Specifies the number of ICMP echoes to send without receiving a reply
before declaring that the link to the WAN next-hop router is down.

Serial / Serial Number Serial number of the appliance.

Shell Access Status Specifies the current shell access policy for EdgeConnect appliances.

" Open Shell Access - Full access granted to the underlying Linux

operating system shell.

Secure Shell Access - Access denied to the shell, but Support can
grant access. Contact Support for assistance. You cannot change
this setting to Open Shell Access.

Disabled Shell Access - Access permanently denied to the shell.
You cannot change this setting to Open Shell Access or Secure Shell
Access.

This setting is managed on the Advanced Security Settings page
(Configuration > Overlays & Security > Security > Advanced
Security Settings). Changes to this setting affect all appliances in your
network.

Site Name Orchestrator will not build tunnels between appliances with the same
user-assigned site name.

SSL optimization for non-IPSec Specifies whether the appliance should perform SSL optimization when

tunnels the outbound tunnel for SSL packets is not encrypted (for example, a
GRE or UDP tunnel). To enable Network Memory for encrypted SSL-
based applications, you must provision server certificates via the Silver
Peak GMS. This activity can apply to the entire distributed network of
EdgeConnect appliances or just to a specified group of appliances.

System Bandwidth Appliance's total outbound bandwidth, determined by appliance model
or license.
TCP auto optimization Enables any TCP flow to automatically identify the outbound tunnel and

gain optimization benefits. Enabling this option reduces the number of
required static routing rules (route map policies).

Tunnel Alarm Aggregation Threshold Specifies the number of alarms to allow before alerting the tunnel
alarm.

UDP flow timeout Specifies how long to keep the UDP session open after traffic stops
flowing. The default is 120 seconds (2 minutes).

Uptime Time elapsed since the appliance became operational and available.
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Software Versions

Administration > Software > Upgrade > Software Versions

This report lists the software versions on each appliance.

J Software Versions ><|

Upgrade appliances software -
Software Versions @

3 Rows Search

Partition 1 Partition 2

appliance Name Bulld Verson | BuldDate~ | Acive | MextBast Build Version Build Date | Acive | NextBoot

Tallinn 8.1.1.0_60681 201607-11 11:41:98 | No Ko 8.15.1_65516 20170511 12:29:02 | Yes Yes

laine-vxa 815.1_65516 20170511 12:29:02 | No No 8.1.5.4_67205 2017-09-28 14:28:59 | Yes Yes

laine-vb 815.1_65516 20170511 12:29:02 | Yes Yes 8.15.7_68124 2017-12-11 10:52:17 | No No

Upgrade Appliance Software

Administration > Software > Upgrade > Upgrade Appliances

You can download and store new appliance software from your network or computer to the Orchestrator server,

staging it for installation to the appliance(s).

Use the Upgrade Appliances dialog box to upload appliance software to Orchestrator and to install appliance

software from the Orchestrator server into the appliance’s inactive partition.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved

326



Silver Peak Unity Orchestrator User Guide

Deletes appliance software

Displays the appliances selected

from the Orchestrator. before opening this window.
Upgrade Appliances *
Select VXOA Image Target Appliances
6 Rows Search 3 Raws Search |
Name | Tipe Version Build Date ~ Applance | Status Progress
image-8.1.4.2_63369.. 8.14.2_63.. 2017-01-1115:. | X laine-vxb [Slot0: 8.0.2,0_58453], [Slot1: 8.1.1.0_60681, Current, Next Boot] —i
image-7.3.3.0_57797.. 7.33.0.57.. 201512-0921:. | X laine-vxa [Slot0: 8.0.2.0_58453], [Slot1: 8.1.1.0_60681, Current, Next Boot] ——
image-7.3.1,0_56428.. 7.3.1.0_56.. 2015-09-1010:.. | X Tallinn [Slot0: 8.1.1.0_60681, Current, Next Boot], [Slot1: 7.3.6.0_59189] ———
image-7.2,1,0_55514.. 7.2.1.0_55.. 2015052714 | X
image-6.2.5.0_52097 6.2.5.0_52.. 2014-07-2217: X
image-6.2,5.0_51012.. 62.50_51.. 2014-06-0112:. X
image-8.1.4.2_63369.img o.2G68
Upgrade Options
® Install and reboot
() Install and set next boot partition
() Install only
= | Close |
Foradding new appliance software The message indicates that this image
images to the Orchestrator server. Jjustfinished successfully uploading, as
seen in the first line of the VXOA table.
[ ]

Install only downloads the image into the inactive partition.

Appliance Configuration Backup

Administration> Software > Backup & Restore > Backup Now

Orchestrator automatically creates a weekly backup of each appliance’s configuration to the Orchestrator server.

Additionally, you can create an immediate backup on demand.

Install and reboot installs the image into the appliance’s inactive partition and then reboots the appliance
to begin using the new software.

Install and set next boot partition installs the image into the appliance’s inactive partition and then points
to that partition for the next reboot.

After selecting the appliance(s) in the appliance tree, navigate to Administration > Software > Backup & Restore

> Backup Now, and then click Backup.
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Appliance Backup »
Comment
Mgt [P a . Appliance [ Status | Duration {Sec) [ Details
10.0.233.196 dall Mot started
10.0.233.197 falcon Mot started
10.0.238.135 Seattle-EC Mot started
10.0.238.136 SanFran-EC Mot started
10.0.238.181 Denmver-EC Mot started
— | Backup | | Close |
I
T
Appliance Backup . »
Comment
Search '
MomtPa | Appliance | Status | Duration (Sec) | Details
10.0.233.157 falcon Completed 73 Backup for Appliance 10.0.233.157 Complet...
10.0.233.196 dall Completed 74 Backup for Appliance 10.0.233.156 Complet...
10.0.238.135 Seattle-EC Completed 6.1 Backup for Appliance 10.0.238.135 Complet...
10.0.238.136 SanFran-EC Completed L) Backup for Appliance 10.0.238.136 Complet...
10.0.238.181 Denver-EC Completed 5.6 Backup for Appliance 10.0.238.181 Complet...
| Backup || Close |

You cannot delete an appliance backup from Orchestrator.
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View Configuration History

Administration> Software > Backup & Restore > Configuration History

You can view an appliance’s current or previous configuration.

You can compare any two appliance configuration files.

Configuration History

Select any two records to compare.

30 Rows, 1 Selected Search
Host Name File Mame Backup Time = | Software Versi... | File Conte... Comment
laine-vxa (10.0.238.71) initial 28-Dec-16 04:0...  8.1.1.0_60681 !\ﬂew L"\! I .4
laine-wxb {10.0.238.69) initial 28-Dec-16 04:0... | 8.1.1.0_60681 View 7 x
laine-vxa (10.0.238.71) initial 2-Mov-16 05:00:... | 8.1.1.0_60681 View 2 *®
laine-vxb (10.0.238.69) initial 2-Mov-16 05:00: 8.1.1.0_s0681 Wiew [T X
laine-vxa {10.0.238.71) initial 1-Mov-16 05:00:... | 8.1.1.0_60681 View .2 x
laine-vxb (10.0.238.69) initial 1-Nov-16 05:00: 8.1.1.0_s0681 View 2 X

Comparison Result :

laine-vxa (10.0.238.71) initial 2-Nov-16 05:00:05 laine-vxb (10.0.238.69) initial 2-Nov-16 05:00:05
1 ¢2 Les
2| ¢ Wetwork interface MAC assignment 2| g2 Network interface MAC assignment
e 3 e
4 interface lan0 mac address 00:0C:29:19:53:BF 4_im:erfa:e lznd mac address 00:0C:25:E5:96:B4
S interface momtl msc sddress 00:0C:23:13:53:21 S interface momt0 mec address 00:00:23:35:38:38
6| interface mgmtl mac address 00:0C:29:19:53:2B | 6| interface momsl mac address 00:0C:23:25:36:20
7_. interface wanl mac address 00:0C:23:19:53:B5 7| interface wand mac address 00:0C:29:25:96:22
3 8
9 #2 9| ¢
10| #2 Network interfzce configuration 10| g2 Network interface configuraticn
11 ¢¢ 1] ¢
12| interface lan0 create 12| interface land create
13/ no interface land dhcp 13| no interface 1an0 dhep
14| interface lan0 di=pl Backup file content X
1zn0 ip ¢ =
lan0 label 2
ace lan0 mtu 1 ## Network interface MAC assignment
18| no inters lano sk PP
1'95 ki .1-1_2 oy o iy interface lan® mac address @8:8C:29:19:53:BF
~Sntend lanlsneac interface mgmt® mac address @@:8C:29:19:53:A1
interface mgmtl mac address @@:@C:29:19:53:AB
interface wan® mac address ©8:8C:29:19:53:B5
##
## Network interface configuration
&
interface lan@ create
no interface lan@ dhcp
interface lan® display
interface lan® ip address ©.8.8.8 /8
interface lan® label ""
interface lan® mtu 1588
no interface lan@ shutdown
interface lan@ speed-duplex autofauto
interface wan@ create
ne interface wan@ dhcp
interface wan@ display
interface wan@ label ""
interface wan@ mtu 1588
ne interface wan@ shutdown
interface wan® speed-duplex auto/auto
##
## Other IP configuration
&
hostname laine-vxa
E2
## Local user account configuration
£
username myself capability admin
no username myself disable
username myself password 7 $13BXIGPBImIFXilVUuIEMMAegaSAYdX1.
&
## System Network Config -
4 [
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Restore a Backup to an Appliance

Administration> Software > Backup & Restore > Restore

You can restore an appliance configuration backup from Orchestrator to any other EdgeConnect appliances in your
network.

However, be careful to consider any potential conflicts when the backup specifies a static mgmt0 IP address, as
opposed to specifying DHCP.

Appliance Restore and Reboot X

Source Appliance laine-vxa r | -—-——>  Target Appliance

Select the configuration to restore from the table below laine-vxa

. laine-vxh
File Mame | BackupTime~ | Software Ve : Comment

initial 28-Dec-16 04:00:05 8.1.1.0_60681 View =
initial 2-Mow-16 05:00:05 8.1.1.0_60681 View [

initial 1-Mow-16 05:00:05 8.1.1.0_60681 Wisw

intial 15-5ep-16 05:00:05 8.1.1.0_60681 View [

initial 14-Sep-16 05:00:05 8.1.1.0_60681 Wiew [

initial 26-Aug-16 05:00:06 8.1.1.0_60681 View [

initial 25-Aug-16 05:00:05 8.1.1.0_60681 Wigw

initial 12-Juk-16 05:00:06 8.1.1.0_60681 View [

backup.1432626300007.10.HE 26-May-15 00:45:02 6.2.7.0_53789 Weekly Appliance Backup
backup.1432021500007.10.NE 19-May-15 00:45:02 | 6.2.7.0_53789 Weekly Appliance Backup

Status Log

Restore || Close

Remove Appliance from Orchestrator

Administration > Software > Remove Appliances > Remove from Orchestrator

Removing an appliance with this action returns the appliance to the Discovered Appliances list.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 330



Silver Peak Unity Orchestrator User Guide

Delete Appliance from Orchestrator b4

Are you sure you want to delete appliance Dallas?

IMPORTANT: This will delete the appliance from Orchestrator, but it
will still be reachable so you can approve it again. If you want to

permanantly delete this appliance, you should use the Delete from
MNetwork option.

Additionally,

" It deletes the appliance from the navigation tree.

® Orchestrator will break all tunnels, overlays, and so forth to this device.

Remove Appliance from Orchestrator and Account

Administration > Software > Remove Appliances > Remove from Orchestrator and Account

Removing an appliance with this action places the appliance in the Denied Devices list, which is located as a link in
the Configuration - Discovered Appliances menu.

Delete Appliance from Network »

Are you sure you want to delete appliance Dallas?

IMPORTANT: This will permanently remove this appliance from the
network and Orchestrator. Orchestrator will lose reachability to this
appliance. Please enter in the confirmation code to delete this
appliance.

Confirmation code 0753

Entercode [ |

Additionally,
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It tells the Portal to "unlicense" the appliance.

It deletes the appliance from the navigation tree.

Orchestrator will break all tunnels, overlays, and so forth to this device.

Synchronize Appliance Configuration

Administration > Tools > Synchronize

Orchestrator keeps its database synchronized with the running configurations for the appliances.

comes back online.

If your overall network experiences problems, you can use this dialog box to manually resync to ensure that

Orchestrator has an appliance’s current running configuration.

When you use Orchestrator to make a configuration change to an appliance's running configuration, the
appliance responds by sending an event back to the Orchestrator server to log, thereby keeping
Orchestrator and the appliance in sync.

Whenever an appliance starts or reboots, Orchestrator automatically inventories the appliances to resync.
Whenever Orchestrator restarts, it automatically resyncs with the appliances.

When an appliance is in an OutOfSync management state, the Orchestrator server resyncs with it as it

Synchronize Appliance Configuration

Mgmt IP

laine2-vxa
lzine2-wb
laine-wa
lzine-vxb

Tallinn

10.0.238.20

10.0.238.21
10.0.238.71
10.0.238.69

10.0.236.198

| Synchronize | | Closs |
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Put the Appliance in System Bypass Mode

Administration > Tools > Bypass

System Bypass mode is only available for certain models of EdgeConnect physical appliances. Virtual appliances do
not support bypass mode.

In system bypass mode, the fail-to-wire (or fail-to-glass) card DOES NOT receive or process packets.

Fail-to-wire network interfaces mechanically isolate the appliances from the network in the event of a hardware,
software, or power failure. This ensures that all traffic bypasses the failed appliance and maximizes uptime.

In an in-line deployment (Bridge mode), the LAN interface is physically connected to the WAN interface.

In Server mode and any Router mode, the appliance is in an open-port state.

Bypass X

Finished Bypass Enable: operation completed

@ Enable () Disable
3 Rows, 1 Selected Search
Appliance = Bypass Details
laine-vib Mot Supported Bypass enable failled: System does not support bypass mode.
laine-vxa Not Supported Bypass enable failed: System does not support bypass mode.

Tallinn _ Bypass enable successful

| Bypass || Close |

When the appliance is in Bypass mode, a message displays in red text in the upper-right corner of the user interface.

Mame Model NX-3700
Up Time 13d 13m 35s VXOA
Time 2016/03/03 22:04:57 UTC User admin

0 Major | 0 Minor | 0 Warn
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Broadcast CLI Commands

Administration > Tools > Broadcast CL/

You can simultaneously apply Command Line Interface (CLI) commands to multiple, selected appliances.

The dialog box automatically provides you with the highest user privilege level.

Broadcast CLI

CLI Commands

enable
config terminal

| Send Commands | Cance

Output
10.0.238.69 (laine-vxb) -

10.0.238.71 (laine-vxa) -

10.0.236.198 (Tallinn) -

INFO For more information, see the Silver Peak Command Line Interface Reference Guide.

Link Integrity Test

Administration > Tools > Link Integrity Test
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Used for debugging, the link integrity test enables you to measure the throughput and integrity (amount of loss) of
your WAN link. You can run either iperf or tcpperf (Version 1.4.8).

Topology Link Integrity Test » ‘
Link Integrity Test @
Bandwidth (|aine-ud to laine-wa)
] Em L]
laine-vxb laine-vxa
Bandwidth (Jaine-va to laine-wdb)
Server listening on UDP port 5555 Client connecting to 10.1.154.20, UDP port 5555
Binding to local address 10.1.154.20 Kbps Binding to local address 10.1.153.20
Receiving 1470 byte datagrams Sending 1470 byte datagrams
UDP buffer size: 4.00 MByte (default) UDP buffer size: 4.00 MByte (default)
Duration (seconds)
[ 3] local 10.1.154.20 port 5555 connected with 10.1.153.20 port 5555 [ 3] local 10.1.153.20 port 5555 connected with 10.1.154.20 port 5555
[ 3] 0.0- 1.0 sec 125 KBytes 1.02 Mbits/sec 0.032 ms 0/ 87 (0%) 10 [ 3] 0.0- 1.0 sec 123 KBytes 1.01 Mbits/sec
[ 3] 1.0- 2.0 sec 122 KBytes 1000 Kbits/sec 0.027 ms 0/ 85 (0%) [ 3] 1.0- 2.0 sec 122 KBytes 1000 Kbits/sec
[ 3] 2.0- 3.0 sec 122 KBytes 1000 Kbits/sec 0.035 ms 0/ 85 (0%) bsce [ 3] 2.0- 3.0 sec 122 KBytes 1000 Kbits/sec
[ 3] 3.0- 4.0 sec 122 KBytes 1000 Kbits/sec 0.030 ms 0/ 85 (0%) |5"Y v | [ 3] 3.0- 4.0 sec 122 KBytes 1000 Kbits/sec
[ 3] 4.0- 5.0 sec 122 KBytes 1000 Kbits/sec 0.028 ms 0/ 85 (0%) e [ 3] 4.0- 5.0 sec 122 KBytes 1000 Kbits/sec
[ 3] 5.0- 6.0 sac 122 KBytes 1000 Khits/sec 0.072 ms 0/ 85 (0%) Mode [ 3] 5.0- 6.0 sac 122 KBytes 1000 Khits/sec
[ 3] 6.0- 7.0 sec 122 KBytes 1000 Kbits/sec 0.032 ms 0/ 85 (0%) [ 3] 6.0- 7.0 sac 122 KBytes 1000 Kbits/sec
[ 3] 7.0- 8.0 sec 122 KBytes 1000 Kbits/sec 0.026 ms 0/ 85 (0%) pass-through ¥ | [ 3] 7.0- 8.0 sec 122 KBytes 1000 Kbits/sec
Test Program
iperf v
Custom Parameters
Start |
[ [ctear |
The Start and Stop buttons are colocated.
u

These tests run on the two selected appliances using user-specified parameters for bandwidth, duration,
DSCP marking, and type of traffic (tunnelized / pass-through-shaped / pass-through-unshaped).

Orchestrator runs the selected test twice—once passing traffic from Appliance A to Appliance B, and the
second run passing traffic from Appliance B to Appliance A.

Custom Parameters are available for tcpperf and should be used cautiously by advanced users.

TCPPERF Version 1.4.8
Basic Mode

Option ‘ Description

-h help
-S server: Run tcpperf in server mode (not applicable for file generation). Listens on TCP port 2153 by
default.

[server_port [server_port [server_port]..]]

-Ssr server range: <server_port_start:server_po rt_end>

-C client server_IP: TCPperf Server's IP address (not applicable for file generation).
[server_port [server_port [server_port]..]]

-cr <server_port_start:server_port_end> <server_port_start:server_port_end>
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Option ’ Description

-g generate basefilename. Dump generated data to a file.
-Ssw sgwrite conffilename
Notes:

1. The default server ports are 2153 and 2154.

2. You can specify multiple odd-numbered server ports.

3. The next even-numbered server ports will also be assigned automatically.

4. These even numbers are reserved for double connection testing (see -l, interface IP).

5. Generate mode generates a local file per flow with the same content that the client would have generated
with the specified parameters.

6. SG write mode is like generate mode except that it writes to an SG device.

General Parameters

Option Description

-6 ip6. Forces tcpperf to use IPv6 addresses only. Default is IPv4 addresses.

-l interface IP: Specify source interface IP address. Default is any.

-0 outname: Output filename. Default is stdout.

-u update <secs>: Frequency of printed updates in seconds. Default is 1.

-d duration <secs>: Set maximum test duration in seconds. Default is infinite.
-w wait <secs>: Wait until <secs> since 1970 before transmitting data.

-z realtime: Elevate to realtime priority. Requires root privilege.

-cm cpu mask: Specify CPU affinity. Requires root privilege.

-q quiet <level>: Suppresses detail based on level:

" 0 - None. Print results when test is complete.

1 - Default. Periodic packet/byte statistics.

* 2-Verbose. Adds connection state changes.

3 - Debug. Prints everything.

TCP Parameters
Option ‘ Description

-tw tcpwindow. TCP window_size. Default is OS default.
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Option ’ Description

-tm tcomss: TCP mss. Default is OS default.

-tn tcpnodelay: TCP nodelay option. Default is nagle enabled.

-tq tcpquickack: TCP quick ack option. Default is delayed acks.

-td tcpdscp <cp>: Sets IP DSCP to <cp> (decimal). Default is 0.

-tr tcpretries <n>: Sets number of times to retry TCP connections.

-tp tcppace <n> [mode]: Pace TCP connection setup rate. Limits number of half-open connections to
<n>.

Valid <mode> types are:
preestablish. All connections are established before data transmission. Default.

simultaneous. Begin data transmission as soon as connection made.

-ta tcpabort: Sends RSTs instead of FINs on close.

-tf tepfindelay <secs>: Time to wait after all data is sent before sending FIN/RST.

Traffic Generation Parameters
Option ’ Description

-f file. Source filename to load. Default is 10MB of random data.

-i test id <i>: Set test ID. The same test ID produces the same data set. User different test IDs to
generate unique data for each test run. Default is zero.

-n number <n>: Generate <n> flows. Default is one.

-b begin <byte>: First byte in transmission. Default is zero.

-e end <byte>: End byte in transmission (number of bytes to transmit). Default is file size.
Begin and end bytes can be greater than file size. The content is repeated to create extra
bytes.

-a antipat <mode>: Antipattern mode: default is mutate:

* none- Repeats same content verbatim on all flows. Repeats content if end byte exceeds

content size.

mutate - Ensures all flows and data repeats are unique. Preserves short range patterns
within flow. Destroys cross flow similarity. Destroys original byte code distribution.

shuffle - Ensures all flows and data repeats are unique. Preserves short range patterns
within flow. Preserves cross flow similarity. Preserves original byte code distribution.

fast - Ensures all flows and data repeats are unique. Does not preserve short range
patterns. Destroys cross flow similarity. Destroys original byte code distribution. Uses less
CPU than mutate or shuffle.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 337



Silver Peak Unity Orchestrator User Guide

Option ’ Description

-l loopback [mode]: Loopback. Default is unidirectional.

[ ] . . e . .
uni - Unidirectional client to server.

| .. . .
rev - Unidirectional server to client.

* bidir - Bidirectional, client and server independently send data on the same TCP

connection.

bidir2 - Bidirectional, client and server independently send data on secondary TCP
connections.

loop - Bidirectional, server loops data back to client on the same TCP connection.
loop2 - Bidirectional, server loops data back to client on a secondary TCP connection.

bidir2 - Bidirectional, transmits one transaction at a time. Client waits for previous
transaction to be echoed. Emulates transactional data.

NOTES:

1. Content source for traffic originating at the server is determined by the server (not
client) command line.

2. loop2 and bidir2 modes 2 x <n> TCP connections and requires that the server has
even-numbered ports available.

-r rate <bps>: Limits aggregate transmission rate to <bps>. Default is no rate limit.

-t trans <min> [max]: Sets size of each socket transaction. Default is 64000.
If <min> and <max> are specified, client generates transactions with random sizes between
<min> and <max>. This feature is often used with -l and -r. Set the minimum transaction size
to 100000 to improve single-flow performance.

-v verify <mode>: Verify integrity of received data. Default is global.

® none - No verification. Fastest/least CPU load.

" global - Single global hash per flow. Fast, but cannot isolate an errored block.

" literal - Literal comparison of data upon reception. Fast, can isolate errors to the byte

level. Requires that server has same content as client. Use random data gen or same -f file
at server.

embedded - Embedded hashes every 4096 bytes. Slower, can isolate errors to 4096 byte
block.

-p repeat <n>: Repeat each content byte n times. Default is 1 (no repeats).
Works for both random data and file content.

-k corrupt <n> <m> <s> [<%change>[<%insert>[<%delete>]]] : Corrupt O to n bytes of data every m
bytes using seed s. Delta bytes will require 0.5*n/m percent overhead. Each corrupt can be a
change, insert or delete with the probability of each being specifiable. The default is 33.3%
changes, 33.3% inserts, and 33/3% deletes.
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Option ’ Description

-X excerpts <b> <e> <[> [s]: Send random excerpts of average <I> length bytes from content
between <b>egin and <e>nd bytes. The -b and -e options still specify total bytes to send. Uses
random seed s.

-y defred <s% > <m%> </%> <sb> <smin> <smax> <mb> <mmin> <mmax> <lb> <Imin Imax> :
Generate content based on defined reduction model.
Content is drawn from three data sets: s, m, and I:

" os%- Specifies fraction [50%] of s-type content (short term reducible).
" m%- Specifies fraction [30%] of m-type content (medium term reducible).

" 1%- Specifies fraction [20%] of |-type content (long term reducible).

Short term content comes from data set of sb Mbytes [100MB] with excerpts uniformly
distributed between smin and smax bytes [10K-1M].

Medium term content comes from data set of mb Mbytes [100GB] with excerpts uniformly
distributed between Imin and Imax bytes [10K-1M].

Long term content comes from data set of Ib Mbytes [100TB] with excerpts uniformly
distributed between smin and smax bytes [10K-1M].

The -b and -e options still specify total bytes to send.
Performance is best if -b is 0.
Uses random seed s.

-ssl Enable SSL on connection with optional parameters.
[param=value ..] ® yorion=2|3|t10]t11|t12. Set the protocol version.

cipher=OPENSSL-CIPHER-DESC. Set the choice of ciphers.

" ticket=yes|no. Enable/disable session ticket extension.

cert=FILENAME. Use this certificate file.

key=FILENAME. Use this private keyfile.
compression=none|any|deflate|zlib|rle. Set the compression method.
sslcert. Print the SSL certificate in PEM format.

sslkey. Print the SSL key in PEM format.

Disk Management

Administration > Tools > Disk Management
The Disk Management tab lists information about physical and virtual appliance disks.

" The progress bar shows what percentage of the polling is complete.

Physical appliances use RAID (Redundant Array of Independent Disks) arrays with encrypted disks.

® Disk failure results in a critical alarm.
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If a row indicates that a disk has failed, click the edit icon to access the appliance, and then follow the

directions in the local help to replace the failed disk.

You can view the SMART (Self-Monitoring Analysis and Reporting Technology) data from physical appliance

disks.

Topology Disk Management |

[Expart
Disk Management @
10 Rows Search |
Edit  Applsace Mame « | Appliance Model Status Size{GE) Serial Number Remaovable SMART Data
Tallinn NX-3700 10K 465 | 9XF2IF81 Yes
o Tallinn NX-3700 0 Ok 465 | 95P134KN Yes
& laine-ua VX-1000 oK 30 MNo A
# | laine-va VX-1000 oK 70 No /A
& | laine-uxb VX-1000 0K 30 No NfA
# | laine-wb VX-1000 oK 70 No e
& | laine2-wea VX-1000 0K 30 No N/A
# | laine2-wa VX-1000 0K 70 No NfA
| laine2-wb VX-1000 OK 30 No NfA
# | laine2-wb -1000 oK 70 No NA
—
sSmart data for 1zllmn 10 1 ' 4
21 2w Searc [

For example, to access Tallinn's own
Disk Management page, click any of

these Edit icons.

To replace a failed disk:

Erase Network Memory

Administration > Tools > Erase Network Memory

Log in to your Support portal account, and then click Open a Self Service RMA for disk replacement.

satribute

Normaizsd vaue

W valuz

Rand [a- Rate

Spin w2 zime

Stoistes coun:
Rezzlocated secmor count
Seck eror rabe
Fower on hou's

Spin retry coutt

Do ot ke Lo
End tx End orrer

Rper el Ui lelis Enons
Cemmand | meout

Hghs Fly Wailess

emperazurs Jrference

"
100
103
100

8

&l
100
100
100
00
B0

1

s

SILA L

Complete the wizard. Use the serial number of the appliance (not the disk).

After you receive the new disk, access Appliance Manager by clicking any edit icon that belongs to the
appliance in question.

Follow the instructions on that page’s online help.

Erasing Network Memory removes all stored local instances of data.
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No reboot required.

Erase Network Memory

3 Rows Search | |
Appliance a l Status Duration {Sec) | Details

Tallinn Mot started

laine-vxa Mot started

aine-vxb Mot started

Erase Metwork Memory || Close |

Reboot or Shut Down an Appliance

Administration > Tools > Reboot > Appliance Reboot / Shutdown
The appliance supports three types of reboot:

Appliance Reboot/Shutdown

Mgmt IF/Group Name

Hsia

.

Displays selected appliances Europe
Us-East
Options

® Reboot () Shut Down

L

Operation

Switch partition before reboot

B &

Erase Metwork Memory and Reboot

Reboot Mow || Cancel

341
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Reboot. Reboots the appliance gracefully. This is your typical "vanilla" restart.

Use case: You are changing the deployment mode or other configuration parameters that require a reboot.
" Erase Network Memory and Reboot. Erases the Network Memory cache and reboots the appliance.

Use case: You need to restart the appliance with an empty Network Memory cache.

" Shutdown. Shuts down the appliance and turns the power off. To restart, go to the appliance and physically
turn the power on with the Power switch.

Use case:
* You are decommissioning the appliance.
* You need to physically move the appliance to another location.

® You need to recable the appliance for another type of deployment.

Behavior During Reboot

A physical appliance enters into one of the following states:

® hardware bypass, if deployed in-line (Bridge mode), or
® an open-port state, if deployed out-of-path (Router mode or Server mode).

Unless a virtual appliance is configured for a high availability deployment, all flows are discontinued during reboot.

Schedule an Appliance Reboot

Administration > Tools > Reboot > Schedule Appliance Reboot

You can schedule an appliance for any of three types of reboot:
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Schedule Appliance Reboot/Shutdown X

View Currently Scheduled Jobs

Mgmt IP{Group Name

Displays selected appliances —————— #sia
Europe
Us-East o
Options
Operation ® Reboot () Shut Down
Switch partition before reboot ]

Erase Network Memory and Reboot [

Reboot/Shutdown Schedule

Based on the Date | 13-Jan-17 12:28 |

Orchestrator's clock —————— Description | |

| Schedule Reboot || Cancel |

Reboot. Reboots the appliance gracefully. This is your typical "vanilla" restart.

Use case: You are changing the deployment mode or other configuration parameters that require a reboot.
Erase Network Memory and Reboot. Erases the Network Memory cache and reboots the appliance.

Use case: You need to restart the appliance with an empty Network Memory cache.

Shutdown. Shuts down the appliance and turns the power off. To restart, go to the appliance and physically
turn the power on with the Power switch.

Use case:
* You are decommissioning the appliance.
* You need to physically move the appliance to another location.

® You need to re-cable the appliance for another type of deployment.

Behavior During Reboot
" Aphysical appliance enters into one of the following states:
hardware bypass, if deployed in-line (Bridge mode), or
an open-port state, if deployed out-of-path (Router/Server mode).

Unless a virtual appliance is configured for a high availability deployment, all flows are discontinued during
reboot.
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INFO To specify the timezone for scheduled jobs and reports, navigate to Orchestrator > Software & Setup >
Setup > Timezone for Scheduled Jobs.
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Reachability Status Tab

Administration > Tools > Monitoring > Reachability Status

This tab summarizes the status of communications in two directions—Orchestrator to Appliances and Appliances

to Orchestrator.

Reachability x

Aoplances o Ochastatr
Reachability @

17 Rows search

{

Appliance Mome Admin Usemame Protocal State

Abuguergue: admin BOTH Normal
Boston admin 80TH Normal
Chicago admin BoTH Normal
Dallas admin B0TH Normal
Denver admin BoTH Normal

Los-Angeles: admin B0TH Normal

Reachability x

T Reachabilty @
17Rows Search

Appliance Hame « Orchestrator 1P Web Sodket
Albuguerque 100.18523 Reachable

Boston 10018523 Reachable
Chicago 10018523 Reachable
Dallas 100.18523 Reachable
Denver 10018523 Reachable
Los-Angeles 10018523 Reachable
MedcoCty 10018523 Reachable
Miami 10018523 Reachable
Minneapolis 10018523 Reachable
New-Orleans 10018523 Reachable
New-York 10018523 Reachable

Pitsburgh 10018523 Reachable

Admin Username is the username that an Orchestrator server uses to log in to an appliance.

An Orchestrator can use the web protocols, HTTP, HTTPS, or Both to communicate with an appliance.
Although Both exists for legacy reasons, Silver Peak recommends using HTTPS for maximum security.

An appliance's State can be Normal, Unknown, Unsupported, or Unreachable.
Normal indicates that all is well.
Unknown is a transitional state that appears when first adding an appliance to the network.
Unsupported indicates an unsupported version of appliance software.

Unreachable indicates a problem in your network. Check your ports, firewalls, and deployment
configuration.

Active Sessions Tab
Administration > Tools > Monitoring > Active Sessions
This tab lists users who are logged in to Orchestrator and the appliances that Orchestrator is currently managing.

To list active user sessions, click Orchestrator.
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J Active Sessions ><|

G ] [2]
IR

Active Sessions
5 Rows Search |
User Mame I Type From | Login Time ! Idle Time
admin web 172.20.30.12 17-Jan-17 10:16 6m s
admin web 172.23.43.13 17-Jan-17 10:16 38m 17s
admin web 172.23.41.56 17-Jan-17 10:44 34m 21s
admin web 172.23.48.156 17-Jan-17 10:40 4m 2s
admin web 172.23.41.68 17-Jan-17 11:14 Os
To list active appliance sessions, click Appliance.
J Active Sessions ><|
G rppince )
S —
Active Sessions
e Search '

Appliance Name a User Name Type From | Login Time | Idle Time
Chennai admin web 10.0.239.69 17-Jan-17 10:03 Os
Chicago Orchestrator web 17-Jan-17 10:04 0s
Chicago admin web orch-172.23.41.68 17-Jan-17 11:38 265
London admin web 10.0.239.69 17-Jan-17 10:03 Os
Los-Angeles admin web orch-172.23.41.68 17-Jan-17 11:38 265
Los-Angeles admin web 172.23.43.13 17-Jan-17 09:57 7m0s
Los-Angeles admin web orch-172.23.41.56 17-Jan-17 10:44 55m 385

geles a web orch-172.23.48.156 17-Jan-1Z.10: ¥
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Orchestrator Administration

This section describes items related to managing Orchestrator itself. These activities do not relate to managing
appliances.

Role Based Access Control

Orchestrator > Orchestrator Server > Users & Authentication > Role Based Access Control

Role Based Access Control provides a more customized Orchestrator experience. On a per-user basis, you can
assign roles that specify access levels for a user, control the menu options available in the Orchestrator Ul, and
grant or deny access to appliance groups.

Roles

Orchestrator provides a set of default roles. You can create new roles or modify an existing role.

Field ‘ Description

Role Name of the role.

Permission Overall access level assigned to the selected role, Read-Write or Read-Only.
Features Orchestrator features available to the selected role.

To add a role:
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1. Click Create Roles. The Roles dialog box opens.

Roles x
o
10 Rows Search |
Edit . Role Permission Features
& SiteAdmin Read-Write Dashboard, Topology, Health Map, Alarms, Schedule & Run Repo.. X
#  GiteUpgrade... Read-Write System Information, Software Versions, Upgrade Appliances, Re.. X
& Monitor Read-Only Hubs, Orchestration Progress, Popup Messages, MAT, Loopback 1. X
#  SiteMonitor Read-Only Dashboard, Topology, Health Map, Alarms, Schedule & Run Repo... X
# | Support Read-Write Audit Logs, Tech Support - Appliances, Tech Support - Orchestrat.. X
& OverlagAdmin  Read-Write Deployment Profiles, Business Intent Overlays, Interface Labels, .. X
#  SiteOperator | Read-Write Dashboard, Topology, Health Map, Alarms, Schedule & Run Repo... X
& Orchestrator..  Read-Write Server Information, User Management, Role Based Access Contro.. X
# | Confighdmin | Read-Write Backup Mow, Configuration History, Restore, Audit Logs, Popup ... b4
& Superfdmin Read-Write Dashboard, Topology, Health Map, &larms, Schedule & Run Repo... X

2. Click Add to create a new role, or click the Edit icon to the left of any existing role.

3. Enter or modify the role name.

4. Select a category you want to assign to your user from the following tabs: Monitoring, Configuration,
Administration, Orchestrator, Support, or Miscellaneous.

5. Select Read Only or Read & Write to assign the overall access level for the role.

6. Select the check box corresponding to the Orchestrator menu options you want to make available to the

role.

NOTE You can Select All or Unselect All.

7. Click Save.
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Appliance Access

With appliance access groups, you can restrict appliance access to one or more groups or regions. Complete the
following steps to customize appliance access.

1.

Click Create Appliance Access Groups on the Role Based Access Control tab. The Appliance Access

Group dialog box opens.

Appliance Access Groups

2 Rows

Search |

Edit | Appliance Access Group

Groups [/ Regions

#

+

& AP

— U5 WEST --, US-WEST

AP], AUS, WEST

Cose

Click Add to create a new group, or click the Edit icon to the left of any existing group.

Add or modify the name of the appliance access group.

Choose how you want to add appliances: Select By Groups or Select By Region. You can manually select
groups or regions to include, or use the buttons to select or clear all options.

Click Save.

WARNING A non-RBAC user or an RBAC user with appliance access and no assigned role will have access to the
Appliance Manager, CLI Session, and Broadcast CLI. An RBAC user with any role assigned will be denied access to the
Appliance Manager, CLI Session, and Broadcast CLI.

User Appliance Roles? Menu Options

Access
Non-RBAC User N/A N/A Appliance Manager, CLI Session, Broadcast CLI
RBAC User Yes None assigned Appliance Manager, CLI Session, Broadcast CLI
RBAC User No Any Appliance Manager, CLI Session, and Broadcast CLI

will be denied
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Assign Roles and Appliance Access
Complete the following steps to assign roles and appliance access.
1. Onthe Role Based Access Control tab, select Assign Roles & Appliance Access Groups.
2. Click in the User field and enter a name of an existing Orchestrator user.
3. Click the arrow in the Appliance field and select the name of an existing Appliance Access Group.
4. Select the check boxes for one or more roles you want to assign to the user.
5. Click Save.

The following table defines the roles that are provided by default in Orchestrator (roles are listed alphabetically).

Role ‘ Description

ConfigAdmin Back up and restore appliance configuration and view the
configuration history.

OrchestratorAdmin Allows you to perform Orchestrator operations only, such as settings,
tools, user management, and Orchestrator upgrades. Appliance
operations are not allowed.

OverlayAdmin A global role for managing SD-WAN overlays.

NOTE Overlay management cannot be specific to a site or region.

SiteMonitor Read-only permissions equivalent to SiteAdmin.

SiteOperator Enables appliance or site specific operations, such as configuring
appliance specific policies, ACLs, TCAs, and SSL certificates. You
cannot upgrade an appliance or remove it from the network, or
perform global SD-WAN functions such as overlay management or
Zscaler orchestration.

SiteUpgradeAdmin Upgrade appliances and remove them from the network.
SuperAdmin Enables full read-write access to all menu items.
SiteAdmin Enables appliance or site-specific operations, such as configuring

appliance specific policies, ACLs, TCAs, SSL certificates, and upgrades.
You cannot remove an appliance from the network or perform global
SD-WAN functions such as overlay management or Zscaler
orchestration.

Support Enables access to all support operations.

Monitor Provides read-only access to all menu items.

View Orchestrator Server Information

Orchestrator > Orchestrator Server > Server Management > Server Information
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This dialog box provides data specific to this Orchestrator server.

Orchestrator Server Information

Orchestrator Hostname DMerwin-GXV IP Address
Serial Number - - - - Active users
UUptime 1d 5h 10m 31s Load Average
Time Thu Jun 25 19:47:11 PDT 2015 05 Version
Usad disk space 266G Free disk space
Mumber of CPUs 4 Memaory (MB)
Model GX-Y Revision

Restart, Reboot, or Shutdown

p

0.00, 0.01, 0.05
2,6.35.14-106.fc14.x86_64
57G

3954

6.0.00

Orchestrator > Orchestrator Server > Server Management > Reboot Orchestrator
Orchestrator > Orchestrator Server > Server Management > Shutdown Orchestrator

Orchestrator provides these two convenient actions in the Orchestrator menu:

" Reboot Orchestrator reboots the Orchestrator server.

server to restart.

Manage Orchestrator Users

Shutdown Orchestrator results in the server being unreachable. You will have to manually power on the

Orchestrator > Orchestrator Server > Users & Authentication > User Management

The User Management page enables you to manage who has Read-Write or Read-Only access to Orchestrator.
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User Management X
Auto Logout 30 (1-10080 minutes)
Max Sessions 20 (5-10000)
Active Sessions
10 Rows Search
Edit Userfame | FrstMame | LastName | Phone | Email | TwoFactor . TwoFactor . | Createfime | Status Role
# | admin Admin No No 23-Aug-17 1. | Active Read-Write E
& test spondugula... | Mo No 09-Feb-18 1... | Active Read-Only X
#" | shheemaraj... No No 18-Apr-18 0... | Active Read-Write X
#" | srinivas No No 30-Apr-18 1... | Active Read-Write X
# | syen Shyh-Pei Yen syen@silver-... | No No 07-May-18 0... | Active Read-Write X
#" | anusha-ro anusha-ro read-only No No 21-May-18 1... | Active Read-Only X =
iz §
Add a User

Users can have either Read-Write or Read-Only privileges. These provide prescribed access to Orchestrator

menus.

To further limit the what users can see, you can assign them to customized menu groups in Orchestrator >
User Menu Access.

Multi-Factor Authentication (MFA) is a recommended option for each Orchestrator user.

You cannot modify a Username. You must delete it and create a new user.

Multi-Factor Authentication

Orchestrators support Multi-Factor Authentication (MFA). This is available on all platforms of the Orchestrator,
including on-premise and cloud versions.

The first step in authentication is always username/password. For added security, users can choose between
Application- or Email-based authentication, as described below.

NOTE Currently, only admin users can only configure Multi-Factor Authentication, and only for themselves.

Configuring Multi-Factor Authentication Through an Application

Orchestrator supports applications that provide time-based keys for two-factor authentication and are compliant
with RFC 4226 / RFC 6238. Google Authenticator is one such app. The example below uses Google Authenticator on
a mobile phone. You can also use a desktop version.

1.

To enable Multi-Factor Authentication, navigate to Orchestrator > Orchestrator Server > Users
& Authentication > User Management, and then click on your username.
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2. For Two Factor, click Application. Orchestrator generates a time-limited QR code.

AddUser @ X
User Name ScienceGuy
Code X
First Name Albert
ot ome ol i e
Phone
Email
Two Factor | D Application | I I I . » -
Email

Password @ | Optional
Repeat Password ]
Status Active ¥
Role Read-Write ¥

(] [ons | 5

5 b

3. With the Google Authenticator app, use the Scan barcode function to read the QR code. You also will be
prompted to enter your Orchestrator username and password.

Here you can see Google Authenticator with the new admin account added for the Orchestrator, silverpeak-
gxv.

@ Search mll T 3:09 PM
Authenticator Add new username / account
Silver Peak Orchestrator silverpeak-gxv
Mew Silver Peak Orchestrator
564 51 8 # admin account added
admin

—> Time remaining until code expires

Configuring Multi-Factor Authentication Through Email

1. To enable Multi-Factor Authentication, navigate to Orchestrator > Orchestrator Server > Users
& Authentication > User Management, and then click on your username.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 353



Silver Peak Unity Orchestrator User Guide

2. For Two Factor, click Email and enter your email address.

If an invalid email address is entered, the account could be locked out and would require password reset
procedures.

3. Afteryou click Add at the bottom of the dialog box, Orchestrator sends a time-limited authentication code to
your email address. To verify your email address, click that link.

Orchestrator then opens a browser window telling you that your email address has been verified.

Using Multi-Factor Authentication

After Multi-Factor Authentication is configured, every login requires two steps—entering the username/password
and entering the current token.

Based on the authentication method you chose, do one of the following:

" Use the current token from the Google Authenticator (or other) app.

Use the code you receive in email.

In both cases, the codes have a specific expiry time.

2-Step Verification

Please enter the authentication code

A\ silverpeak- oy

You can get the code from your authentication application.
Click here to receive an authentication token via email instead

Welcome to Unity Orchestrator
Verify Code

Modify User

Orchestrator > Orchestrator Server > Users & Authentication > User Management > Edit > Modlify User
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Modify User @) X

User Name test
First Name
Last Mame
Phone
Email spondugula@silver-peak.
Two Factor : Application

& Email
Password aenn
Repeat Password wane
Status Active ¥
Role Read-Only ¥

A Cancel
A

User Name is the identifier the user uses to log in.

First Name, Last Name, and Phone Number are optional information.
Email is required if two-factor authentication is enabled.

Two-factor Authentication

This is a second step in the login process that requires an authentication code.
The code can be obtained in two ways:

Using an Authentication Application that generates time based authentication codes. If this is
activated, a Barcode will be generated that can be scanned to set up an authentication app like
Google Authenticator for your mobile device.

Using your Email to receive authentication codes every time you log in. This requires access to your
email every time you log in.

Password is used at login.

" Status determines whether the user can log in.

® Role determines the user's permissions.

API Key

Orchestrator > Orchestrator Server > Users & Authentication > APl Keys
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Use this page to allow your applications to utilize REST APIs without session authentication and management. You
can specify permissions, status, name, and IP allow list for your API keys.

An API key can be passed either in the HTTP request header field "X-Auth-Token" or as a query parameter "apiKey".

NOTE Itis recommended to use different keys for different applications and users.

Click the edit icon to add and define a new API key by entering the fields below.

Field ‘ Description

Key Name Name of the key you are creating.

Key Text you cut and paste and insert into your client code.
Permission Read-Only or Read-Write.

Description Enter details in this field that describe the purpose of the key you are configuring.

Expiration Set the expiration date if you want a certain application or script to access the key for a fixed
amount of time.

Active Select Yes or No to display if the key is active or inactive.

IP Allow List  Filters traffic to your private resources through this specified IP range. Traffic is able to pass
through with the IP addresses defined in this field.

Remote Authentication

Orchestrator > Orchestrator Server > Users & Authentication > Authentication

Remote Authentication £} o
+A3d New Server
1 By Searth
Edd foam-a Typet
& R [T ) b
(s -7
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Use the Remote Authentication dialog box to manage different remote authentication methods for Orchestrator
users.

® To add a new remote authentication method, click +Add New Server.

" To view or modify the settings for an existing remote authentication method, click the edit icon in the row of
the existing method.

Orchestrator supports the following for remote authentication:

RADIUS
TACACS+
OAuth
JWT

" sAaML
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Configure a RADIUS or TACACS+ Server

You will need to configure the following when adding

Field ’ Description

or modifying a RADIUS or TACACS+ server:

Read-Write Privilege = RADIUS only: Lowest value at which a user has Read-Write privileges. This value must be
the same as the value configured in the RADIUS server.

Read-Only Privilege RADIUS only: Lowest value at which a user has Read-Only privileges. This value must be
the same as the value configured in the RADIUS server.

Authentication Type Select the authentication type that matches what is configured on the RADIUS or

TACACS+ server.

Default Role If RBAC is enabled, you must specify a default role.

Primary/Secondary For each server in use, enter the IP address or hostname, port, and secret key of the

Server RADIUS or TACACS+ server.

Authenticate using RADIUS or TACACS+

1. Select the access control protocol you want to

use.

2. Under Servers, enter the information for a Primary server of that type. Entering a Secondary server is

optional.

Field

Authentication Order

‘ Description

Whether to use the remote map or the local map first. The
default is Remote first.

Primary/Secondary Server

IP address or hostname of the RADIUS or TACACS+ server.

Secret Key

String defined as the shared secret on the server.

Read-Write Privilege

Lowest value at which a user has Read-Write privileges.

This value must be the same as the value configured in the
RADIUS server.

Read-Only Privilege

Lowest value at which a user has Read-Only privileges.

This value must be the same as the value configured in the
RADIUS server.

Authentication Type

When configuring to use the TACACS+ server, select the
type from the drop-down list that matches what is
configured on the TACACS+ server.

Configure an OAuth Server

Orchestrator supports remote authentication via the
Orchestrator, you will need to register Orchestrator a

Prerequisites

OAuth 2.0 framework. Before configuring an OAuth server in
s an application with your OAuth provider.
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® The OAuth server must support OAuth 2.0 authorization codes, ID tokens, and optionally refresh tokens.

The ID token is used to get username, RBAC roles, and RBAC appliance access groups.
The refresh token can be checked periodically to ensure the user is still authorized/valid.

Depending on the OAuth server configuration, refresh tokens can be permanent or they can expire. If a
token is revoked or expires, the user will be forced to authenticate again.

Register Orchestrator as an App

Before adding an OAuth server in Orchestrator, register a new app on your OAuth server for Orchestrator. You will
need to provide the following details when registering the app:

Application Register Orchestrator as a web app.
Type

Allowed Authorization code (required)
Grant Types  Refresh token (optional)

Redirect URL Orchestrator endpoint to which the user will be redirected after successful authentication, which
should be https://<Orchestrator_domain_or_IP_address>/gms/rest/authentication/oauth/redirect

Configure OAuth Server Properties in Orchestrator

When adding a new OAuth server or modifying an existing server, you will need to configure the following fields in
the Remote Authentication Server dialog box:

Field Description

Name Name to identify the server. This name will be
displayed on a button on the Orchestrator login
page as an alternative method of authentication.

Client ID Client ID for the Orchestrator application that
you created in your OAuth provider.

Client Secret Client secret for the Orchestrator application
that you created in your OAuth provider.

Scopes OAuth 2.0 uses scope values, as defined in
RFC6749, to specify which access privileges are
being requested for in Access Tokens. The
default scopes for Orchestrator are openid,
offline_access, and email.

Authentication URL This is the Issuer Identifier URL with the
authentication request path appended. For
example: https://<your-oauth-
domain>/oauth2/v1/authorize.
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Field ‘ Description

Token URL This is the Issuer Identifier URL with the token
path appended. For example: https://<your-
oauth-domain>/oauth2/v1/token.

Username key This is the OAuth attribute to be sent as the
username. Use email if username is an email
address. If any other key is used, ensure that it is
mapped to the correct scope in the OAuth
server.

Roles key (optional) 1 This field can be left with the default value, sp-
roles, or you can enter a new key name, but the
key name must match what is configured in your
OAuth provider.

This is a user claim sent in the ID token that
maps to Orchestrator roles defined in Role
Based Access Control (RBAC). For example, the
OAuth server attribute userType maps to sp-
roles, and the OAuth user in Orchestrator has
userType = OverlayAdmin.

Appliance Access Group key  This field can be left with the default value, sp-

(optional) 1 aag, or you can enter a new key name, but the
key name must match what is configured in your
OAuth provider.
This is a user claim sent in the ID token that
maps to Orchestrator Appliance Access Groups
defined in Role Based Access Control (RBAC). For
example, the OAuth server attribute department
maps to sp-aag, and the OAuth user in
Orchestrator has department = Asia-Admin.

Default role If RBAC is enabled, you must specify a default
role.
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Remote Authentication Server X
Type
Name
Client ID

Client Secret

Scopes openid,offline_access

Authentication Url https://authserver.com/oauth2/serve123/v1/autharize
Token Urd https://authserver.com/oauth2/serve123/vi /token
Username key sp-name

Roles key sp-roles {optional)
Appliance Access Group key sp-3ag {optional)

Default role Select role w | (optional)

Apply || Cancel

Configure a JWT Server

To begin JWT server configuration, the assigned admin needs to specify the following JWT configuration parameters.
This includes the following:

Issuer 'iss'
Auditor 'aud'
expiration 'exp
signature

user, role, and AAG

NOTE See the following descriptions in the table below.

Redirect URL based on successful authentication: https://<orchestrator_domainName>?access_
token=<token>&id_token=<token>&state=<state>&token_type=Bearer&expires_in=3596

Review the following diagram for more details about the workflow of JWT authentication.
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0. Admin configures the JWT
remote authentication feature

@
6. If the token timestamp is valid,
1. Authenticated customer clicks QOrchestrator authenticates the user with
Orchestrator link in the third-party a username, role, and appliance access
app. groups set in id_token and redirects to
the Orchestrator dashboard.
Third Party JWK URL

App
4 If JWK URL is specified and
no cert is found in JWT config
data, Orchestrator retrieves cert
from JWK URL.

2. The third-party app redirects the
customer to Orchestrator with id_token
query parameter set to base64 encoded Orchestrator

JWT Token. 5. Orchestrator validates id_token signature
using either stored cert or the cert fetched from
i URL. Once validated, Orchestrator checks the
3. Orchestrator decodes id_token validity of token expiry date and issued-at
and fetches the JWT config based timestamp.

on “iss” field in JWT token.

Then, complete the following steps in Orchestrator:

1. Navigate to the Authentication tab in Orchestrator.
2. Click +Add New Server. The Remote Authentication Server window opens.
3. Select JWT from the Type drop-down menu and complete the following fields.

Field ’ Description

Name Name of your JWT provider.

Cert/Signing HMAC or RSA public key used to verify the id_token.

Key

JWK URL URL that hosts the public certification.

Validation Maximum amount of time in minutes that the expiration is found for the id_token, before
Window a new id_token is created.

Issuer Issuer claim found in the id_token.

Auditor Auditor claim found in the id_token.

Username This attribute is sent as the username. Use email if username is an email address. If any
Key other key is used, ensure that it is mapped to the correct scope in the OAuth server.
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Field ’ Description

Roles Key 1 This field can be left with the default value, sp-roles, or you can enter a new key name,
but the key name must match what is configured in your JWT provider.
This is a user claim sent in the ID token that maps to Orchestrator roles defined in Role
Based Access Control (RBAC). For example, the OAuth server attribute userType maps to
sp-roles, and the OAuth user in Orchestrator has userType = OverlayAdmin.

Appliance This field can be left with the default value, sp-aag, or you can enter a new key name, but

Access Group  the key name must match what is configured in your JWT provider.

Key ! This is a user claim sent in the ID token that maps to Orchestrator Appliance Access

Groups defined in Role Based Access Control (RBAC). For example, the JWT server
attribute department maps to sp-aag, and the JWT user in Orchestrator has department

= Asia-Admin.
Default role If RBAC is enabled, you must specify a default role.
JWT token URL of Orchestrator that remains the same.
consuming
URL

Configure a SAML Server

Orchestrator supports SAML 2.0 integration, providing authentication and authorization of your credentials through
an IdP (Identity Provider), SP (Service Provider), and a Principal. Refer to the list below for the represented meanings:

IdP: Okta

® SP: Orchestrator

Principal: Principal end user

SAML and Orchestrator Configuration

Complete the following instructions to complete SAML and Orchestrator integration.

TIP Itis recommended to have Orchestrator open next to your Okta window while completing these instructions.

1. Sign in to your Okta account.
2. Select Add Application and select SAML 2.0.

3. Click Create New App.
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4. Signin to Orchestrator and navigate to the Authentication tab (Orchestrator > Users & Authentication >
Authentication).

5. Click +Add New Server.
6. Select SAML from the Type field.
7. In Orchestrator, copy the ACS URL and the SP SLO Endpoint by clicking the icon next to the fields.
8. Navigate back to your SAML application configuration window.
9. Enter the copied URLs in the following fields in the Step 2: Configure SAML section:
a. Paste the ACS URL in the Single Sign On URL and Audience URL (SP Entity ID) fields.

10. Specify the attributes and their corresponding values on the SAML Settings page. These are configured and
assigned on the RBAC tab in Orchestrator.

a. sp-name: user.email

b. sp-role: user.usertype

C. sp-aag: user.department
11. Click Next.
12. Click Finish.

13. Click the View Setup Instructions box on the completed SAML Application Settings page and enter the
following URLs in the corresponding Orchestrator fields:

Identity Provider Single Sign-On URL SSO Endpoint
Identity Provider Issuer Issuer URL
X.509 Certificate IdP X.509 Cert

The following table provides more details about the fields in Orchestrator.
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Field ’ Description
Name Any text value for your SAML account for identification purposes.
Username Attribute This attribute is used to retrieve the username from the

SAML XML response.
Issuer URL Unique identifier of the issuer (for example: Okta, OnelLogin).
SSO Endpoint Unique endpoint for the SAML application created on the IdP server.
IdPX.509 cert Certificate issued by IdP to verify and validate the response received from

the IdP (Okta) server.

ACS URL Orchestrator endpoint needed for configuration on the IdP server. This is
provided as a redirect URL after you are authenticated on the IdP server.

SP SLO Endpoint This endpoint is used by IdP to initiate the logout request from
(Optional) Orchestrator to the IdP server.
IdP SLO Endpoint This endpoint is used by IdP to initiate the logout request from
(Optional) Orchestrator to the IdP server.

The endpoint used by Orchestrator to initiate the logout request to IdP.

SP X.509 Cert SLO Certificate used by IdP to verify the Single Logout request initiated by
(Optional) Orchestrator to logout the IdP.

Roles Attribute (optional) '  This field can be left with the default value, sp-roles, or you can enter a new
key name, but the key name must match what is configured in your SAML
provider.

This is a claim sent to Orchestrator that maps to roles defined in Role
Based Access Control (RBAC).

Appliance Access Group This field can be left with the default value, sp-aag, or you can enter a new
key (optional) key name, but the key name must match what is configured in your OAuth
provider.

This is a claim sent to Orchestrator that maps to Orchestrator Appliance
Access Groups defined in Role Based Access Control (RBAC).

Default role If RBAC is enabled, you must specify a default role.

Cloud Portal

Configuration > Overlays & Security > Licensing > Cloud Portal
Orchestrator > Orchestrator Server > Licensing > Cloud Portal

The Cloud Portal is used to register cloud-based features and services, such as SaaS optimization and
EdgeConnect.
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Cloud Portal x
Host
port -
Registration
AccountName [ dmenvin2
Account Key o

Contact dmenvin@siver-peak.com

Regitered  Yes

Reachability

s
-

® When you purchase one of these services, Silver Peak sends you an Account Name and instructions to

obtain your Account Key.You will use these to register your appliances.

*® The cloud portal populates the Contact field from information included in your purchase order.

® Use of these services requires that your appliances can access the cloud portal via the Internet.

Audit Logs

Orchestrator > Orchestrator Server > Tools > Audit Logs
The Audit Logs tab lists actions from a user or the system itself, initiated by Orchestrator.
You can apply the following filters to your audit logs.

You can select Completed, In Progress, or Queued filters to determine which actions you want to display in
the table.

You can select the following different log levels: Debug, Info, Error to apply to your filter.

You can choose either Auto Refresh or Pause to refresh or pause the table. By default, the table refreshes
automatically.

You can enter in the Record Count. This limits the filtering criteria. The default value is 500 and 10,000 is the
maximum amount you can filter.

You can choose the name of the Appliance from the lists to apply as a filter.

You can also search a wild card character (*) as a user name and all user logs will display. If you enter any
value in the user field, there will be no filter applied to the search. The following are true for audit log wild
cards:

x*= anything that starts with the entered value

*x= anything that ends with the entered value
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Completed | InProgress | Queued | Loglevel [info ¥| [ TAutoRefresh | Pawse |  Record Count[500 (M2x 10000} Agpliance [Type to select From To User [Type to select Export

Audit Logs @

500 Rovis: Search

User Name 1P Address Host Name action Task Status & Results Start Time End Time Queued Time %% Completed Completion Status

OverlayManager Albuquerque SaveChanges COMPLETED Saved change on appliance successflly O6-Felr19 12:00 | Of-Feb-1912:00  06-Feb-19 12:00 100 Success =
Ovetaytianager Albuguerque Add Overlay ACL COMRLETED Overlay ACLs added. Data = {"data"{"Overlay_iticalapps”{"entry":{"1 . O6-Felr19 12:00 06-+eb-1912:00  06-Feb-18 12:00 100 Success
Orchestraton Abuquerque Synhronize compLETED PARTIAL, 15, [Config: 1 (1), State: 0 (0)] . State before starbing synchr... | 06-Feb-19 12:00 06-Feb-1912:00  06-Feb-10 12:00 100 Success
Orchestraion San-Jose Synchronize COMPLETED PARTIAL 1, [Confg: 1 (1), State: 0 (05)] . State before starting synchr.  06-Feb-19 12:00 06-Feb-1912:00 06-Feb-19 12:00 100 Success
Orchestration Salt-Lake-Gity Synchronize CoMpLETED PARTIAL, 15, [Confg: 1 (35), State: 0 (05)] . State before starting synchr. | 06-Feb-19 12:00 | 06-Feb-1912:00  06-Feb-19 12:00 100 Success
Orchestration Paris Synehronize CoMpLETED PARTIAL, 0s, [Config: 1 (0s), State: 0 (0)] . State before starting synchr... 06-Feb-19 12:00 06-Feb-1912:00 06-Feb-19 12:00 100 Success
OverlayManager Chennai SaveChanges COMPLETED Saved change on appliance successfly 06-Felr19 12:00 | 06-Feb-1912:00  06-Feb-19 12:00 100 Success
Overtaytanager osala SaveChanges CompLETED Saved change on appliance successfully 06-F2-10 12:00 06 -Feb-1912:00  06-Feb-19 12:00 100 Success
OverlayManager Dallas SaveChanges COMPLETED Saved change on apliance successflly 06-Febr19 12:00 | 06-Feb-1912:00  06-Feb-19 12:00 100 Success
Overtaytianager San-Antonio Savechanges COMPLETED Saved change on appliance successflly O6-Felr19 12:00 06-Feb-1912:00  06-Feb-19 12:00 100 Success
Overtaytanager Hew-York SaveChanges compLETED Saved change on appliance successfully 06-F2-10 12:00 | 06-Feb-1912:00  06-Feb-19 12:00 100 Success
OvertayManager San-lose SaveChanges COMPLETED Saved change on appliance successflly O6-Felr19 12:00 06-Feb-1912:00  06-Feb-19 12:00 100 Success
Overlaytanager Geneva Savechanges COMPLETED Saved change on appliance successfly O6-Felr19 12:00 | 06-Feb-1912:00  O6-Feb-19 12:00 100 Success
Overtayttanager London SaveChanges CompLETED Saved change on appliance successfully 06-F2b-10 12:00 06 -Feb-1912:00  06-Feb-19 12:00 100 Success
OverlayManager Osaka Add Overlay ACL COMPLETED Overay ACLs added. Data = {'data’s("Overlay_Criticallpps’ Centry’s("1... | 06-Feb-19 12:00 | 06-Feb-19 12:00  06-Feb-19 12:00 100 Success
Ovetaytianager Salt-Lake-Gity Savechanges COMRLETED Saved change on appliance successfully O5-Fel19 12:00  06-Feb-1912:00  O6-Feb-1s 12:00 100 Success
Overtaytanager Chennai Add Overlay ACL compLETED Overtay ACLs added, Data = {"dats 06-F2b-10 12:00 | 06-Feb-1912:00  06-Feb-19 12:00 100 Success
OvertayManager Dallas Add Overlay ACL COMPLETED Overlay ACLS added. Data = {'data’{"Overlay_Criticalipps’: Centry’s "1, 06-Febr-19 1200 06-Feb-1912:00  06-Feb-19 12:00 100 Success
Overtaytianager Paris SaveChanges compLeTED Saved change on appliance successfully O6-Feb-19 12:00 | 06-Feb-1912:00  06-Feb-19 12:00 100 Success
OvertayManager Tokyo SaveChanges COMPLETED Saved change on aplianc successfully O6-Felr19 12:00 06-Feb-1912:00  06-Feb-19 12:00 100 Success
OverlayManager San-Antonio Add Overlay ACL COMPLETED Overlay ACLS added. Data = {'data’{"Overlay_Criticallpps’ Centry":("1... 06-Feb-19 12:00 | 06-Feb-19 12:00  06-Feb-19 12:00 100 Success
Overtayttanager Minnezpolis SaveChanges CompLETED Saved change on appliance successfully 06-F2-10 12:00 06 -Feb-1912:00  06-Feb-19 12:00 100 Success
OverlayManager Miami SaveChanges COMPLETED Saved change on apliance successflly O6-Felr19 12:00 | 06-Feb-i912:00  06-Feb-19 12:00 100 Success
Overtaytianager San-ose Add Overlay ACL COMPLETED Overlay ACLS added. Data = {'data’{"Overlay_Criicalépps’ Centry”:("1... 06-Fe-19 12100 06-eb-1912:00  06-Feb-19 12:00 100 Success
Overtaytanager Geneva Add Overlay ACL CompLETED Overlay ACLS added. Data = {'data’("Overlay_Criicalipps’ ‘entry’:(". | 06-Feb-19 12:00 | 06-Feb1912:00  06-Feb-19 12:00 100 Success
OvertayManager Edinburgh SaveChanges COMPLETED Saved change on appliance successfully 06-Felr19 12:00 D6-Feb-1912:00  06-Feb-19 12:00 100 Success -

Description

User Name

You can filter/search for an audit log by the user name of the appliance.

IP Address

IP address of the selected appliance.

Host Name

Host name of the appliance that the audit log is coming from.

Action

What you want the audit log to do.

Task Status

Status of the audit log task.

Results

Results of the audit log being searched.

Start Time

Time when the search of the audit log started.

End Time

Time when the search of the audit log ended.

Queued Time

Time when the process/task was requested or scheduled in the queue.

% Completed

Percent completed of the audit log task.

Completion Status

Whether the task has been completed.

Orchestration Settings

Orchestrator > Orchestrator Server > Tools > Orchestration Settings

Orchestration Settings manage Business Intent Overlays (BIOs) and the properties used to control them. It builds
new tunnels and fixes existing ones.
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Field ‘ Description
Orchestrate Appliances by Applying When selected, updates all associated appliances when overlay
and Updating Overlays changes are saved.

NOTE Tunnels are rebuilt only if this field is enabled.

Reset All Flows When selected, Orchestrator will automatically reset all flows
whenever you edit overlays or change policies or priorities. When
deselected, the flows can only be reset manually.

Auto Save Appliance Changes Selected by default, this automatically saves any changes made to an
appliance. If you need a time delay for troubleshooting or testing,
you can deselect this option to suspend automatic saving of
configuration changes.

Apply Templates When selected, updates all associated appliances when template
changes are saved.

Idle Time Amount of time Orchestrator sleeps or is idle between checking for
any configuration changes. For normal size networks, the
recommended idle time is 60 seconds. For smaller networks, 30
seconds is the recommended idle time.

Auto Flow Re-Classify Specifies how the Overlay Manager waits before surveying the
network when configuration changes are not being made.

IPSec UDP Settings Section

Field ‘ Description

Default Port By default, Business Intent Overlays create IPSec UDP tunnels.
Default Port is 10002. If necessary, you can configure this for an
individual appliance on its System Information page, under System
Settings. This is accessible from the appliance's context-sensitive
menu in Orchestrator's navigation pane.

Increment Port By Referenced when configuring an Edge HA (High Availability) pair.
When the value is 1000, the second appliance's default port would
become 11002.

Tunnel Settings Tab

Orchestrator > Orchestrator Server > Tools > Tunnels Settings

Use this tab to manage the properties for those tunnels created by Orchestrator. It provides tunnel settings for
General, IKE, and IPSec for MPLS, Internet, and LTE WAN Interface labels.

Tunnel Settings for Overlays
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Field ‘ Description
General
Mode Indicates whether the tunnel protocol is ipsec, ipsec_udp, udp, or gre.

If you select IPSec, you can specify the IKE version on the IKE tab.

Auto Max BW Enabled

Allows the appliances to auto-negotiate the maximum tunnel bandwidth.

Auto Discover MTU Enabled

Allows the appliances to auto-negotiate the maximum tunnel bandwidth.

MTU Maximum Transmission Unit (MTU) is the largest possible unit of data that
can be sent on a given physical medium. For example, the MTU of Ethernet is
1500 bytes. Silver Peak provides support for MTUs up to 9000 bytes. Auto
allows the tunnel MTU to be discovered automatically, and it overrides the
MTU setting.

Packet

Reorder Wait

Maximum time the appliance holds an out-of-order packet when attempting
to reorder. The packets can come from either the same or a different path, or
from the FEC correction engine. 100ms is the default value and should be
adequate for most situations. If the reorder wait time exceeds 100ms (or the
set value), the packet will be delivered out of order.

FEC

Forward Error Correction (FEC) can be set to enable, disable, and auto.

FEC Ratio

When FEC is set to auto, this specifies the maximum ratio. The options are
1:2,1:5, 1:10, or 1:20.

Tunnel Health

Retry Count

Number of failed keep-alive messages that are allowed before the appliance
brings the tunnel down.

DSCP

Determines the DSCP marking that the keep-alive messages should use.

FastFail Thresholds
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Field

FastFail Thresholds

‘ Description

Fastfail thresholds determine how quickly to disqualify a tunnel from carrying
data when multiple tunnels are carrying data between two appliances.

The Fastfail connectivity detection algorithm for the wait time from receipt of
last packet before declaring a brownout is:

Twait = Base + N * RTTavg
where Base is a value in milliseconds and N is the multiplier of the average
Round Trip Time over the past minute.
For example, if:

Base = 200mS

N = 2
Then,

RTTavg = 50mS

The appliance declares a tunnel to be in brownout if it does not see a reply
packet from the remote end within 300mS of receiving the most recent
packet.

In the Tunnel Advanced Options, Base is expressed as Fastfail Wait-time
Base Offset (ms), and N is expressed as Fastfail RTT Multiplication Factor.

Fastfail Enabled - This option is triggered when a tunnel's keep-alive
signal does not receive a reply. The options are disable, enable, and
continuous. If the disqualified tunnel subsequently receives a keep-alive
reply, its recovery is instantaneous.
If set to disable, keep-alives are sent every second, and 30 seconds
elapse before failover. In that time, all transmitted data is lost.

If set to enable, keep-alives are sent every second, and a missed reply
increases the rate at which keep-alives are sent from one per second
to ten per second. Failover occurs after one second.

When set to continuous, keep-alives are continuously sent at ten per
second. Therefore, failover occurs after one tenth of a second.

® Thresholds for Latency, Loss, or Jitter are checked once every second.

Receiving three successive measurements in a row that exceed the
threshold puts the tunnel into a brownout situation and flows will
attempt to fail over to another tunnel within the next 100mS.

Receiving three successive measurements in a row that drop below
the threshold will drop the tunnel out of brownout.

IPsec Encryption Algorithm

For encrypting tunnel data. Choose from auto, AES-256, or AES-128.

Latency

Amount of latency measure in MS.
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Field ‘ Description
Loss Amount of data lost measured in percent.
Jitter Amount of jitter measured in MS.

Fastfail Wait-Time Base Offset  Base time used when calculating the fastfail timeout.

Fastfail RTT Multiplication Multiplier in the formula used to calculate the fastfail timeout.

Factor

Field ‘ Description

IKE

Authentication Algorithm This is for setting tunnel authentication. Choose from SHA-1,

SHA2-256, SHA2-384, or SHA2-512.

Encryption Algorithm Specifies the encryption algorithm used for the Phase 1
negotiation. Choose from AES-256, AES-128, or auto.

Diffie-Hellman Group Diffie-Hellman group used for IKE SA negotiation.

Lifetime Lifetime of IKE SA.

Dead Peer Detection Delay time: The amount of time, in seconds, to wait for traffic

from the destination IKE peer.

Retry Count: The number of times to retry the connection before
determining that the connection is dead.

NOTE Dead Peer Detection is supported only on EdgeConnect
appliances running VXOA software version 8.2.1 and higher.

Phase 1 Mode Defines the exchange mode for Phase 1. The options are Main
or Aggressive. If IKEV2 is selected, the default mode is
aggressive.

IKE Version The IKE major version. Select either IKEv1 or IKEv2.

Field | Description

IPSec
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Field ’ Description

Authentication Algorithm Authentication algorithm used by IPSec SA. Choose from
SHA-1, SHA2-256, SHA2-384, or SHA2-512.

Encryption Algorithm Specifies the encryption algorithm used for the Phase 1
negotiation. Choose from AES-256, AES-128, or auto.

Enable IPsec Anti-replay Window Select if you want to enable the IPSec anti-replay
window. If selected, protection is provided against an
attacker duplicating encrypted packets by assigning a
unique sequence number to each encrypted packet. The
default window size is 64 packets.

Lifetime Lifetime of IKE SA.

Perfect Forward Secrecy Group Specifies the Diffie Hellman Group exponentiations used
for IPSec SA negotiation.

Orchestrator Blueprint Export

Orchestrator > Orchestrator Server > Tools > Orchestrator Blueprint Export

Use this dialog box to create and export a configuration that Orchestrator-SP can use as a template for other
Orchestrators.

Orchestrator Blueprint Export X

Choose Blueprint Type

Template
Includes all Orchestrator configuration except for the
following:
All stats and large historical
data (including audit logs,
report histories, etc.)
Not allowed if appliances are in orchestrator.

Migration
Includes all Orchestrater configuration except for the
following:
All stats and large historical data (induding audit
logs, report histories, etc.)
Should be used to migrate from cloud to on
premise or vice versa.

(oo | [Gose
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Brand Customization

Orchestrator > Orchestrator Server > Tools > Brand Customization

Use this dialog box to customize the branding elements of the Orchestrator user interface.

Brand Customization x
Login Page Application/Header/Footer
Background Image Logo Image 200 x 60px
| Silver Peak | Upload Custom | | Silver Peak | Upload Custom |
Logo Image 210 x 70px "Unity Orchestrator” Text
| Silver Peak | Upload Custom | | Show | Hide |
Welcome Text e Joom
| Show | Hide | | Silver Peak | Upload Custom |
Patent Text Copyright/Footer
| Show | Hide | | Silwver Peak | Custom |
Browser Support Menu
Favicon Support Link URL
| Silver Peak | Upload Custom | | Silver Peak | Custom
Tab Title
| Silver Peak | Custom |

Maintenance Mode

Orchestrator > Orchestrator Server > Tools > Maintenance Mode

You can put one or more appliances in maintenance mode by selecting the specific appliance in the tree. When
approved, the appliances are added to the maintenance list. You also can put an appliance in maintenance mode by
searching for "Maintenance Mode" in the search bar or by right-clicking on any appliance and selecting
Maintenance Mode. Complete the following steps to add an appliance to maintenance mode.
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1. Navigate to Orchestrator > Orchestrator Server > Tools > Maintenance Mode.
2. Click Add. The Configure Maintenance Mode window opens.
3. Check Pause Orchestration if you want to pause orchestration.

4. Check Suppress Alarms if you want to suppress alarms associated with this appliance while in maintenance

mode.
5. Click OK.
6. Click Save.

NOTE The appliance goes into maintenance mode if you pause orchestration and/or suppress all alarms.

Field ’ Description
Host Name Host name of the appliance you are adding to maintenance mode.
Alarms Whether you chose to suppress or not suppress your alarms while the

appliance is in maintenance mode.

Orchestration If paused, all orchestration is paused on the selected appliance, except IPSec
UDP Tunnel Key material.

IP IP address of the appliance in maintenance mode.

Version Current version of the appliance.

Upgrade Orchestrator Software

Orchestrator > Software & Setup > Upgrade > Upgrade Orchestrator

If you are already using Orchestrator 8.6.0 or later and want to upgrade to a newer version, complete the following
procedure.

WARNING An upgrade that fails can put Orchestrator into a corrupt state. Be sure to back up Orchestrator before
you start the upgrade process.

1. Open an SSH session to the Orchestrator.
2. Loginas admin or a user with administrative privileges.

3. Switch to root:

su - root

4. Enter the root password when prompted. Contact Silver Peak TAC if you do not know your root password.
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5. Change to the /home directory:

cd /home

Depending on your environment, you can upgrade Orchestrator in one of two ways:

Upgrade via HTTP

Upgrade via SCP

Upgrade via HTTP

If you have an HTTP URL to the Orchestrator installation file, enter the following in the existing SSH console to run
the install script and point it to the hosted installation file:

/home/gms/gms/setup/install orchestrator.sh <HTTP URL of the Orchestrator Installation
File>

NOTE The upgrade process can take several hours to complete.

Upgrade via SCP

If you do not have an HTTP server, copy the installation file to Orchestrator by using SCP, run the install script, and
point it to the local installation file:
1. From your local PC console, enter the following:

scp <Orchestrator Installation file> admin@<orchestrator ip address>:/home/gms

2. From the Orchestrator SSH console, enter the following:

/home/gms/gms/setup/install orchestrator.sh /home/gms/<Orchestrator Installation
file>

NOTE The upgrade process can take several hours to complete.

Check for Orchestrator and Appliance Software Updates
Orchestrator > Software & Setup > Upgrade > Check for Updates

These pages show what appliance and Orchestrator server software is available for download.
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Check for Updates »
Orchestrator Releases
| Release Type Release Date Description Release Notes
8.3.0.00000 BETA 03-Nov-17 00:00
8.4.0.35900 BETA | 13-May-18 00:00 | Test for orchestrator feature GMS-11402 | Download
99,99.99.35870 BETA 13-May-18 D0:00 | Test for orchestrator feature GMS-11402 Download
| 99.99.99.36804 | BETA 13-May-18 00:00 Test for orchestrator feature GMS-11402 | Download
VXOA Releases
Release Type Release Date Description FRelease Notes
0.0.0.0_67610 | BETA 09-Nov-17 00:00 KR test vxoa image
0.0.0.0_67347 BETA 27-Nov-17 00:00 KR test
| 8.1.7.1 68811 | Ga | 07-Feb-18 00:00 |
| 8.1.7.3_69551 | BETA 09-Apr-18 00:00 rma testing
8.1.7.7_70949 | GA 15-May-18 00:00 ' test for upgrade from portal image
| B8.1.7.7_72000 BETA 15-May-18 00:00 | For testing purpose only
Go to Support Portal to Downlead | | Close |

Back Up on Demand

Orchestrator > Software & Setup > Backup > Backup Now

Use this dialog box to backup the Orchestrator database on demand.

Orchestrator Backup X
Protocol FTP v
Hostname | 172.23.43.13
Userame root
Password eseeneee
Directory [T
Port [21
Max backups e
to retain
Status Log
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Schedule

Orchestrator Backup

Orchestrator > Software & Setup > Backup > Schedule Backup

Use this dialog box to schedule backups of the Orchestrator database and optionally schedule backups of the

Orchestrator Stats Collector using the same destination and schedule.

Schedule Orchestrator Backup »
View Currently Scheduled Jobs
Destination

Protocol FTP hl

Hostname 10.80.145.113

Username admin

Password

Directory [home/gms/backup

Part 21

Max backu

hua:(elain P il

Test |

Schedule

Schedule Every day at 8:00 starting 14-Jun-21 20:40 PDT 5 Edit

Description Daily backup
Stats Collector

Use tor configuration
{To configure a backup with a different schedule and location
gao to the Schedule Stats Collector Backup dialog)
| Save | | Close |

Field ‘ Description
View Click to open the Scheduled Jobs tab.
Currently
Scheduled
Jobs
Protocol Protocol to apply: FTP, SCP, HTTP, HTTPS, or SFTP.
Hostname Host name of the backup server.
Username Username that the Orchestrator server uses to log in to the backup server.
Password Password for the username.
Directory Directory name of the backup server.
Port Port number of the backup server.

Max backups
to retain

Maximum number of backups to retain.

Test

Click Test to verify that Orchestrator can reach the destination.
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Field ‘ Description
Schedule 1. Click Add to create a schedule or Edit to modify a schedule.
The Schedule dialog box opens.
2. Select Daily, Weekly, Monthly, or Yearly.
3. Complete the remaining fields, and then click OK.

TIP To specify the timezone for scheduled jobs and reports, navigate to Orchestrator >
Software & Setup > Setup > Timezone for Scheduled Jobs.

Description (Optional) Description for the backup schedule.

Stats Do one of the following:

Collector " Select the Use Orchestrator configuration check box to back up the Orchestrator Stats

Collector on the same schedule and to the same destination.

Clear the Use Orchestrator configuration check box to specify a different backup
destination and set a different schedule for the Orchestrator Stats Collector.

CAUTION If you clear the Use Orchestrator configuration check box, and you do not
complete the Schedule Stats Collector Backup dialog box, the Stats Collector will not be
backed up. For more information, see Schedule Stats Collector Backup.

Schedule Stats Collector Backup

Orchestrator > Software & Setup > Backup > Schedule Stats Collector Backup

Use this dialog box to schedule backups of the Orchestrator Stats Collector.
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Schedule Stats Collector Backup X
View Currently Scheduled Jobs
[T Use Orchestrator backup configuration
Destination
Protocol SCP N
Hostname 10.95.217.23
Username admin
Password
Directory /homefgms
Part 22
Max backups 4
to retain
[ Test |
Schedule
Schedule Every day at 20:08 starting 12-Aug-21 23:58 PDT p Edit
Description 585
| Save | | Close
Field ‘ Description

View Currently
Scheduled Jobs

Click to open the Scheduled Jobs tab.

Use
Orchestrator
backup
configuration

Select this check box to back up the Stats Collector using the same destination and schedule
set in the Schedule Orchestrator Backup dialog box. For more information, see Schedule
Orchestrator Backup.

Protocol Protocol to apply: FTP, SCP, HTTP, HTTPS, or SFTP.

Hostname Host name of the backup server.

Username Username that the Orchestrator server uses to log in to the backup server.
Password Password for the username.

Directory Directory name of the backup server.

Port Port number of the backup server.

Max backups to
retain

Maximum number of backups to retain.

Test

Click Test to verify that Orchestrator can reach the destination.
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Field ‘ Description
Schedule 1. Click Add to create a schedule or Edit to modify a schedule.
The Schedule dialog box opens.
2. Select Daily, Weekly, Monthly, or Yearly.
3. Complete the remaining fields, and then click OK.

TIP To specify the timezone for scheduled jobs and reports, navigate to Orchestrator >
Software & Setup > Setup > Timezone for Scheduled Jobs.

Description (Optional) Description for the backup schedule.

SMTP Server Settings

Orchestrator > Software & Setup > Setup > SMTP Server Settings

For permanent and private email delivery, change the SMTP (Simple Mail Transfer Protocol) server and settings to
your company's SMTP settings.

SMTP Server Settings x

Email Settings
&

Send a Test Email To

If a test email does not arrive within minutes, check your firewall.
" After configuring the SMTP settings, you can specify email recipients for:
* alarms (Monitoring > Alarms > Alarm Email Recipients), and

* reports (Monitoring > Reporting > Schedule & Run Reports)

Proxy Configuration

Orchestrator > Software & Setup > Setup > Proxy Configuration

If necessary (for example, because of firewall issues), you can configure a proxy for reaching the Silver Peak portal.
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Proxy Configuration b 4
Use Proxy 2]
Proxy Host | |
Proxy Port | 80 |
Proxy User Name | | Optional
Proxy Password | | Optional
apply || Close |

Orchestrator's HTTPS Certificate

Orchestrator > Software & Setup > Setup > HTTPS Certificate

Orchestrator includes a self-signed certificate that secures the communication between the user's browser and
Orchestrator. You also have the option to install your own custom certificate, acquired from a CA authority.

HTTPS Certificate X

Intermediate Certificate File Mo file chosen
Certificate File No file chosen

Private Key File Choose File | No file chosen

Current Certificate

Issuer Silverpeak GMS

Issued to  Sifvenpesk GMS

Expiration Fr Nov 23 21:05:40 GMT 2114

| Upload || Cancel |

To use a custom certificate with Orchestrator:
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1. Consult with your IT security team to generate a certificate signing request (CSR), and submit it to your
organization's chosen SSL Certificate Authority (CA).

Examples of Certificate Authorities include GoDaddy, Verisign, Comodo, Symantec, Microsoft Entrust,
GeoTrust, and so forth.
For a list of what Silver Peak supports, see Silver Peak Security Algorithms.

" All certificate and key files must be in PEM format.

2. After the Certificate Authority provides a CA-verified certificate:

" If your IT security team advises the use of an Intermediate CA, use an Intermediate Certificate File.

Otherwise, skip this file.

Load the Certificate File from the CA.
[ ]

Upload the Private Key File that was generated as part of the CSR.

3. To associate the CA verified certificate for use with Orchestrator, click Upload.

Timezone for Scheduled Jobs

Orchestrator > Software & Setup > Setup > Timezone for Scheduled Jobs

Use this dialog box to set the timezone for scheduled jobs and reports.

Schedule Timezone *

Set the timezone for scheduled jobs and reports.

| America/Los_Angeles v |

|531.e||clnse|

Orchestrator Advanced Properties

Orchestrator > Software & Setup > Setup > Advanced Properties

IMPORTANT: Changing the default settings is not recommended without consulting Silver Peak.
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Orchestrator Advanced Properties

X

IMPORTANT: Changing the default values of these settings is not recommended

without consulting Silver Peak.

37 Rows

Search |

FProperty Name a

Property Value

ParallelActionTasks

ParallelOrchestrationTasks 50
ParallelReachability Tasks 20
ParallelStatsTasks 20
bridgeCacheExpireTime 120
dbPoolConnectionTimeout 30000
dbPoclldieTimeout 120000
dbPoolLeakDetectionThreshold 300000
dbPoclMaxConnectionLifeTime 3000000
dbPoolMaxConnections 1000
dbPoolMinimumIdleConnections 10
dbPoclValidationTimeout 3000
denyAppliance0OnDelete true
emaillmagesMaxsize 10
exdudeTables true

exdudedTableMames

dailyapp, dailydrc, dailydrops, daibydscp,d. .

failedLoginAttemptThreshold 5
fastRecordGenRate 100
jetbyAcceptQuensSize 1000
jettyIdleTimeout 60000

Loply/Restart | | Restore Defaults || Close |

7

Change the Orchestrator Log Level

Orchestrator > Software & Setup > Setup > Change Log Level

Use this form to change what level of server-side Orchestrator logs are retained.
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The default is INFO.

Change Log Level X

Log Level

[ InFO v |
| DEEUG
ERROR

WARN

Save | Clncse|

Minimum Severity Levels

In decreasing order of severity, the levels are as follows.

Level ‘ Description

ERROR An error. This is a non-urgent failure.

WARNING A warning condition. Indicates an error will occur if action is not taken.
INFORMATIONAL Informational. Used by Silver Peak for debugging.

DEBUG Used by Silver Peak for debugging.

" The bolded part of the name is what displays in Silver Peak's logs.

If you select INFO (the default), the log records any event with a severity of INFO, WARNING, and ERROR.

® These are purely related to event logging levels, not alarm severities, even though some naming conventions
overlap. Events and alarms have different sources. Alarms, when they clear, list as the ALERT level in the
Event Log.

IP Allow List
Orchestrator > Software & Setup > Setup > IP Allow List

IP Allow List is a feature that restricts access to Orchestrator to a specified list of source subnets.

If a source IP address changes (for example, with NAT IP), users can get locked out of Orchestrator.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 384



Silver Peak Unity Orchestrator User Guide

IP Allow List X

Oy these subnets are allowed to access Orchestrator.

[Add ] | Bulk Add/Replace |

Search

1P Mask
No Data Available

IP Allow List Drops

P

To view a list of traffic that has been dropped because of these restrictions, click IP Allow List Drops.

Orchestrator's Getting Started Wizard

Orchestrator > Software & Setup > Setup > Configuration Wizard

When you first install Orchestrator and use a web browser to access the IP address you have assigned it,
Orchestrator's Getting Started Wizard opens.
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Getting Started Wizard X

1 Hostname, DHCP,

Password

Orchestrator Name Management Interface
—  ovee
() Static
1P Address | Netmask l: / |Z|
Change Admin Password [opional) Next-hop TP Address l:
old 7 - —
New ] S B S
cofim [ ] oS SecondaryServer [

The wizard guides you through the basics of configuring the following:
" Orchestrator Name, management IP address, and password
* The default for username and password is admin.
License and Registration

EdgeConnect registration is required for Cloud-based features and products, including CPX and Saas.
The associated Account Name and Account Key enable Orchestrator to discover EdgeConnect
appliances via the Silver Peak Cloud Portal, as they are added to your network.

If you have NX, VX, and VRX appliances, you will also have an Orchestrator License.
Date/Time

Silver Peak strongly recommends using an NTP server so that data is synchronized across
Orchestrator and the appliances.

Email
Change the default settings to your Company’'s SMTP server, and then test.
Separate fields are provides for Global Report recipients and Alarm recipients.
Add Appliances

[Optional] You can use this now to add NX, VX, and VRX appliances that are already up and running
in your network. Or you can add them later.

Backup

Specifies the database backup destination, transfer protocol, and backup schedule.
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If you do not Apply the configuration after you complete the last page, the Orchestrator wizard reappears at your
next login.

To access the Orchestrator wizard again after initial configuration, navigate to Orchestrator > Software & Setup >
Setup > Configuration Wizard.

Statistics Retention

This tab displays all the statistics Orchestrator collects from appliances. Orchestrator saves the statistics data in a
database with the retention policies defined on this tab. Complete the following steps to begin.

1. Click the edit icon in the table next to the statistic you want Orchestrator to collect.
2. Select the Collect this statistic in Orchestrator check box to enable or disable statistics collection.

3. Enter how long you want Orchestrator to retain the statics for Minute Granularity, Hourly Granularity, and
Daily Granularity before it collects data and stores in the partition.

TIP If you click More Options, you can enter values for the Database Duration.

4. Click Apply.

Refer to the table below for more detail.

Field ’ Description
Statistic The selected statistic of which you want Orchestrator to collect data.
Enabled If you have enabled or disabled statistics retention.

Minute Granularity Amount of times in one minute Orchestrator stores data.
(hours)

Hourly Granularity Amount of times in one hour Orchestrator stores data.

(days)

Daily Granularity Amount of time in one day Orchestrator stores data.

(months)

Estimated Disk Estimated amount of disk space the selected statistic uses.

Space At the bottom of the screen, you can get an estimated disk space required for a number of

appliances, overlays, and tunnels.

To display the default settings for appliance properties, click Advanced Properties. IMPORTANT: Changing the
default values of these settings is not recommended without consulting Silver Peak.

Stats Collector Configuration

Orchestrator > Software & Setup > Setup > Stats Collector Configuration
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Orchestrator collects statistical data from your appliances to monitor performance, network traffic, and appliance
status. Before Orchestrator release 9.1.0, the process of collecting, storing, and retrieving this data impacted
performance due to the amount of data stored on and requested from the database.

To improve Orchestrator performance, Orchestrator 9.1.0 includes a new Stats Collector feature that eliminates the
use of Orchestrator resources for monitoring your appliances. This new architecture allows you to scale your
network with greater performance.

The new Stats Collector feature collects statistics from appliances and provides the information to Orchestrator.
When enabled, the new Stats Collector runs in parallel with the legacy stats collector to collect the necessary
historical statistical data. After collecting that data, you can discontinue the legacy stats collection. You will not
experience performance improvement until you discontinue the legacy stats collection.

Prerequisites

® Upgrade all appliances to version 9.1.0 before enabling the new Stats Collector feature.

Create at least one remote stats collector for every 150 appliances—if you have less than 150 appliances, you
can use the predefined local stats collector. Each remote stats collector must meet the following minimum
requirements:

CPU: 4 GHz

RAM: 16 GB

Before You Begin

Before you can configure the new Stats Collector feature in Orchestrator, you must:
1. Create a Remote Stats Collector.
2. Authenticate the Remote Stats Collector.

Create and authenticate as many remote stats collectors as needed.

Create a Remote Stats Collector

To create a remote stats collector, you will use the CLI to run an Orchestrator on a virtual machine (VM) in Stats
Collector Mode only.

1. Open an SSH session to the Orchestrator you want to use as a remote stats collector.
2. Login as admin or a user with administrative privileges.

3. Switch to root:
su - root

4. When prompted, enter the root password. If you do not know your root password, contact Silver Peak TAC.
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5.

10.

Change to the gms directory:
cd gms

Enter orch-setup, and then press Enter.
Enter -m, and then press Enter.

Enter the root password, and then press Enter.
At the prompt, enter s.

To proceed, enter y.

This VM is now a remote stats collector. Note the DNS name. You will need the DNS name when you

configure the remote stats collector in Orchestrator.

Authenticate the Remote Stats Collector

After you create a remote stats collector, you must authenticate by copying the Orchestrator public key and pasting
it into the same folder on the new remote stats collector.

Open an SSH session to the Orchestrator.

Log in as admin or a user with administrative privileges.

Go to:
cd /home/gms/sc/publickeys

To list the public key, enter 1s, and then press Enter.
Copy the public key.

Open an SSH session to the remote stats collector.

Log in as admin or a user with administrative privileges.

Go to:
cd /home/gms/sc/publickeys

Paste the public key, and then press Enter.

Configure the New Stats Collector Feature

After the remote stats collectors are created and authenticated, you must configure the new Stats Collector feature
in Orchestrator. Complete the following tasks:

1.

Back up Orchestrator. For more information on backing up Orchestrator, see “Backing Up on Demand.”

Before you enable the new Stats Collection feature and discontinue the legacy stats collection feature, Silver

Peak recommends that you back up the Orchestrator database. Discontinuing the legacy stats collection is
permanent. To return to your previous configuration, you must restore the Orchestrator configuration

backup.
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2. Add Remote Stats Collectors. You need at least one remote stats collector for every 150 appliances. If your
network contains less than 150 appliances, you can use the predefined local stats collector.

3. Associate Appliances with a Remote Stats Collector or Associate Appliances with the Predefined Local Stats
Collector

4. When the necessary historical data has been collected, Discontinue the Legacy Stats Collection.

Add Remote Stats Collectors

You must add at least one remote stats collector for every 150 appliances in your network.
To add a remote stats collector:

1. Navigate to Software & Setup > Setup > Stats Collector Configuration.
The Stats Collector Configuration tab opens.

2. Click Edit Remote Stats Collectors.
The Edit Stats Collectors dialog box opens.

3. Click Add Remote Stats Collector.
The New Stats Collector dialog box opens.

4. Configure the following elements as needed:

Field ‘ Description

Name Name of the remote stats collector.

DNS Name of the DNS of the remote stats collector.
Name

Port Port number the remote stats collector is running on.

Protocol HTTPS.

5. Click Save.

Delete a Remote Stats Collector

To delete an existing remote stats collector, click the delete icon (X) in the last column of the entry in the table.

Associate Appliances with a Remote Stats Collector

To associate appliances with a remote stats collector:

1. Navigate to Software & Setup > Setup > Stats Collector Configuration.

The Stats Collector Configuration tab opens.
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2. Inthe Orchestrator appliance tree, select one or more appliances to associate with a specific remote stats
collector. You can associate up to 150 appliances with each remote stats collector.

IMPORTANT: The statistics for an appliance are tied to the remote stats collector it is associated with. If you
associate an appliance with a different remote stats collector, you lose all statistical data associate with that
appliance.

3. Select the Add check box next to the remote stats collector you want to associate the selected appliance(s)
with.

4. Click Apply.
The Apply Changes dialog box opens.

5. Click Apply Changes.

Associate Appliances with the Predefined Local Stats Collector

If you are installing Orchestrator version 9.1.0 or upgrading to version 9.1.0 or later, Orchestrator provides a default
stats collector called “local.” You cannot edit or delete the local stats collector. You can associate up to 150
appliances with the local stats collector.

NOTE If you are upgrading to Orchestrator 9.1.0, Silver Peak automatically associates all appliances with the local
stats collector.

NOTE If you run Orchestrator in Orchestrator Only mode (orch-setup -m o), the local stats collector will be
disconnected.

To associate appliances with the local stats collector:

1. Navigate to Software & Setup > Setup > Stats Collector Configuration.

The Stats Collector Configuration tab opens. This tab displays the stats collector configuration for all
appliances selected in the appliance tree to the left.

2. Inthe Orchestrator appliance tree, select one or more appliances to associate with the local stats collector.
3. Select the Add check box next to the local stats collector.
4. Click Apply.

The selected appliances are associated with the local stats collector. The Changes column indicates the stats
collectors that were added and removed.

Enable the New Stats Collector

After you associate appliances with either the local stats collector or new remote stats collectors, you must enable
the new Stats Collector feature to begin collecting data.
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NOTE The legacy status collector continues to collect stats in parallel with the new Stats Collector feature until you
discontinue the legacy stats collection. For more information, see Discontinue the Legacy Stats Collection.

IMPORTANT: You cannot disable the new Stats Collector after it has been enabled. Silver Peak recommends that
you back up Orchestrator before you enable the new stats collector. For more information on backing up
Orchestrator, see “Backing Up on Demand.”

To enable the new stats collector:

1. Navigate to Software & Setup > Setup > Stats Collector Configuration.
The Stats Collector Configuration tab opens.

2. Click Enable New Stats Collection.
The Enable New Stats Collection dialog box opens.

Before you can enable the new Stats Collector feature, you must upgrade all appliances to version 9.1.0. The
Enable New Stats Collection dialog box lists appliances that must be upgraded to support the new stats
collection.

3. Click Enable New Stats Collection Now.

Discontinue the Legacy Stats Collection

IMPORTANT: Do not discontinue the legacy stats collection until you have collected sufficient historical data with
the new Stats Collector feature. For example, if you need 30 days of statistical data, enable the new Stats Collector,
wait 30 days, and then disable the legacy stats collection.

1. Navigate to Software & Setup > Setup > Stats Collector Configuration.
The Stats Collector Configuration tab opens.
2. Click Discontinue Legacy Stats Collection.
The Discontinue Legacy Stats Collection dialog box opens.
IMPORTANT: This step permanently disables the legacy stats collection. All legacy stats will be deleted.

3. Click Discontinue Legacy Stats Collection.

Notification Banner

You can add a notification in the header of your Orchestrator Ul if you are conducting downtime or for maintenance
reasons. Complete the following steps to add a notification.

1. Navigate to Orchestrator > Software & Setup > Setup > Notification Banner in Orchestrator.

The Notification dialog box opens.
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2. Enter the message you want to display in the Orchestrator header.

3. Click Save.

ClearPass Policy Manager

Orchestrator > Aruba Central > ClearPass Policy Manager

Orchestrator supports association with ClearPass Policy Manager, which provides role-based and secure network
access for devices. This integration provides user and role information for an IP address, which you can view on the
Flows and Top Talkers tabs of Orchestrator.

The ClearPass Policy Manager tab displays information about users and devices provisioned to access your network
via ClearPass. The searchable information on this tab includes details such as username, IP address, and role.

You can apply the following filters to your ClearPass logs:

Select the All, Active, or Historical filters to determine which actions you want to display in the table.
Select Auto Refresh or Pause to refresh or pause the table. By default, the table refreshes automatically.

To limit the filtering criteria, enter a value in the Record Count field. The default value is 500, and the
maximum number you can filter is 10,000.

To filter by date and time, enter values in the From and To fields.

To search for a specific username, enter a value in the User field. You can search a wild card character (*) as
a username using the following schema:

x* = anything that starts with the entered value
*x = anything that ends with the entered value
® Tosearch fora specific IP address, enter a value in the IP field.

To export a .csv file of your table, click Export.

Start Time Time when the device began its network session.

End Time Time when the device ended its network session.

CPPM ClearPass Policy Manager server used to authenticate.

IP Address IP address authenticated to the network.

Username Username authenticated to the network.

Role Role assigned to the user that authenticated to the network.

Device Type Device type used to connect to the network.

MAC Address MAC address of the system connecting to the network.
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Field ‘ Definition

Posture Security health posture of the connected device.

Location ID Location ID of the user connecting to the network.

Protocol Type of authentication server used to connect to the network.

Details All user information sent from CPPM but not required by Orchestrator. Values are in JSON format.

Manage ClearPass Policy Manager Accounts

Click Accounts on the ClearPass Policy Manager tab to view and manage ClearPass accounts that are associated
with Orchestrator.

NOTE Before you begin the ClearPass Policy Manager (CPPM) configuration in Orchestrator, you must have a
ClearPass account to authenticate and authorize Orchestrator. If you do not have these credentials, contact your
system administrator.

View ClearPass Policy Manager Accounts

The ClearPass Policy Manager Accounts dialog box displays the following information about ClearPass accounts that
are already associated with Orchestrator:

Field | Definition

Edit Click the icon to edit your CPPM instance.
Name Name of your CPPM instance.
Domain/IP Domain or URL of your CPPM instance.

Connectivity Status of the connection between Orchestrator and your CPPM instance. The status may appear
as Connected, Connecting, Auth Failed, and Unreachable.

Service Status  Status of your CPPM instance. A status other than Connected could indicate a problem with
your CPPM configuration. To troubleshoot, click the Info icon, and then reset any service that is
not currently connected.

Pause To pause the connection for your CPPM instance, click this toggle.

Add a ClearPass Policy Manager Server

Follow the steps below to add a new ClearPass Policy Manager account.
1. If not already opened, click Accounts to open the ClearPass Policy Manager Accounts dialog box.
2. Click +Add New Server.

The ClearPass Policy Manager Server Configuration dialog box opens.
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3. Enter the following information:

Field ’ Definition

Name Name of your CPPM instance.

Domain/IP Domain or URL of your CPPM instance.

Client ID Client ID generated from your CPPM account.

Secret Key Secret key generated from your CPPM account.

Verify If you are using cloud instances of both CPPM and Orchestrator, or if you are using an on-
server premise instance of CPPM with a valid certificate, select this check box.
certificate If you are using an on-premise instance of Orchestrator or an on-premise instance of

CPPM without a valid certificate, clear this check box.

4. Click Save.

Your CPPM instance now appears in the ClearPass Policy Manager Accounts dialog box. The Connectivity and Service
Status fields should both appear as Connected.

Edit a ClearPass Policy Manager Server
1. If not already opened, click Accounts to open the ClearPass Policy Manager Accounts dialog box.
2. Click the Edit icon next to the instance you want to edit.

The ClearPass Policy Manager Server Configuration dialog box opens.

3. Edit the information in the dialog box, and then click Save.

Pause ClearPass Policy Manager Integration

To pause the integration between CPPM and Orchestrator, click Pause Orchestration from the ClearPass Policy
Manager tab.

NOTE Clicking Pause Orchestration pauses the connection between all instances of CPPM configured in
Orchestrator. To pause an individual instance, click Accounts, and then click the toggle under Pause for the instance
you want to pause.
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Customer and Technical Support

When working with Customer Support, these tabs facilitate your opening a support case. They also provide
Customer Support with data and reports needed to troubleshoot network issues.

Tech Support - Appliances
Support > Technical Assistance > Tech Support - Appliances

Use this tab to create a new case, generate a system dump, upload files to an existing case, or download selected
files to Orchestrator.

By default, the table displays all files available on the selected appliances. Click the appropriate button to filter files
by type (Logs, Sys Dump, Snapshot, TCP Dump). The table includes the following details for each file:

Field ‘ Description

Appliance Name Name of the appliance on which the file is available.

File type Specific file type (log, sys dump, snapshot, or TCP dump).
File Name Name of the file.

Last Modified Date when the file was last modified.

File Size Size of the file.

Download to Orchestrator
Complete the following steps if you want to download one or more files to Orchestrator.

1. Select one or more files in the table (use Ctrl or Shift to select multiple files).
2. Click the Download to Orchestrator button above the table.
3. When prompted, click Download to confirm or click Close to cancel.

The Monitor Transfer Progress window appears, showing the status of current and previous downloads.

4. To stop any downloads that are not yet finished, click Cancel.

NOTE To access any files that have been downloaded, open the Tech Support - Orchestrator tab under
the Support menu. After selecting one or more files, you can create a new case, upload files to an existing
case, or download files to your local machine.

Tech Support - Orchestrator

Support > Technical Assistance > Tech Support - Orchestrator
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This tab displays a list of Orchestrator log files and system dump files, as well as support files that have been
downloaded from appliances. You can use these files to create or update support cases, or you can download files
to your local machine from Orchestrator.

By default, the table displays all files available on Orchestrator. Click the appropriate button to filter files by type
(logs, system dumps, or appliance files). The table includes the following details for each file:

Field ‘ Description

Source Source of the selected file (Orchestrator or a specific appliance).
File Type Specific file type (log, sys dump, snapshot, or TCP dump).

File Name Name of the file.

Last Modified Date when the file was last modified.

File Size Size of the file.

Take Action with Files

With one or more files selected, you can create a new support case, add files to an existing case, or download files to
your local machine.

® Click Create Case to open a new support case. Fill in a few additional details and the selected files will be
attached to a new support case.

® Click Upload Selected Files to attach files to an existing support case. You will need to know the case

number when using this option.

* Click Download selected Files to download files to your local machine. Confirm the download and select a

location where you want to save the files.

Log In to the Support Portal

Support > Technical Assistance > Support Portal Log-in

When you have a Silver Peak account and need technical assistance or customer support, select Support >
Technical Assistance > Support Portal Log-in. The following page opens in a separate browser tab.

Copyright © 2021 Silver Peak Systems, Inc. All rights reserved 397



Silver Peak Unity Orchestrator User Guide

1\ ||Ver peak Solutions Products Support Partners Quick Links Marketplace
.

Customer Login

Login to Silver Peak Support Porta

Username

Contact Support:
Laine Tammer

Password North America (USA/CAN)

T:+1877 2107325

Australia

Forgot your p T: 1800 859 651

France

New to Silver Peak? Set up your support account. T:0800-913757

Hong Kong
T:800-901193

India
T: 000-800-91920024

United Kingdom
T: 0-8000969372

NPV
e e s g A N RN PP o ‘-/ N st B, AN /-"““" PV RV

You also can access this page directly by going to Silver Peak’s web page and selecting Support > Customer Login
from the menu bar.

Monitor Transfer Progress

Support > Technical Assistance > Monitor Transfer Progress

This table displays the current status of any files being uploaded to Support.
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Monitor Uploads »

Source Files ! Start Time ~ I End Time ! Uploadad ! Status Cancel

Packet Capture

Support > Technical Assistance > Packet Capture

When requested by Support, use this screen to capture packets from one to five appliances, selected in the
appliance tree.

Packet Capture b4

Flease select between 1 and 5 appliances.

Maximum Mumber of Packets 10000
Huost or IP to capture from optional
Port to capture from optional

Generating tcpdump may take several minutes. Wiew and upload tcpdump's using the Tech Support tab

Upload Local Files

Support > Technical Assistance > Upload Local Files
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Use this dialog box to upload files related to your Support case from your computer.

Upload file from my computer b4

Case

File No file chosen

Create a Support Case

Support > Technical Assistance > Create Case

Use this file to create an Support case.

You will receive a case number and instructions for what to do next.
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Create Case x

Name
Email

Phone
Appliance Chennai v
Case Priority P3 - Normal ¥

Subject

Description

Remote Access

Support > Technical Assistance > Remote Log Receiver

When working with Support to troubleshoot, you might be asked to allow access to your EdgeConnect devices
during the online support session.
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Change remote access information

By chacking "Enable”, you authorize Silver Peak to access
EdgeConnect devices in your network (via https only) for the
duration configured and for the limited purpose of online

support.

Enabled

Partition Management

Support > Technical Assistance > Partition Management

Use this tab to regain Orchestrator disk space by selectively eliminating stats you no longer need.

J Partition Management |

Partition Management @[ & | 2mr=

B07 Rows Search

Table Name [ Partition Name | Size Start Time End Time
actionlog | defaultPartition 1400427 2.8 GB
actionlog pl524096000 1] 180 KB 20-Oct-17 17:00 18-Apr-18 17:00 |
actionlog pl508544000 o 180 KB 23-Apr-17 17:00 20-Oct-17 17:00 X
actionlog pl492992000 o 180 KB 25-0ct-16 17:00 23-Apr-17 17:00 X
actionlog pl477440000 1] 180 KB 28-Apr-16 17:00 25-0ct-16 17:00 X
actionlog pl451888000 0 180 KB 31-Oct-15 17:00 2B-Apr-16 17:00 X
actionlog pl4+46336000 0 180 KB 04+May-15 17:00 31-0ct-15 17:00 X
actionlog p1430784000 o 213 KB 04+-May-15 17:00 x
dailyapp defaultPartition 0 74 KB
dailyapp pl524096000 0 74 KB 20-Oct-17 17:00 18-Apr-18 17:00
dailyapp p1508544000 0 74 KB 23-Apr-17 17:00 20-Oct-17 17:00 X
dailyapp p1482992000 0 74 KB 25-0ct-16 17:00 23-Apr-17 17:00 X
dailyapp p1477440000 ] 74 KB 28-Apr-16 17:00 25-0ct-16 17:00 X
dailyapp p1461388000 0 74 KB 31-Oct-15 17:00 28-Apr-16 17:00 X
dailyapp p1446336000 0 74 KB 04-May-15 17:00 31-0ct-15 17:00 X

Remote Log Receivers

Support > Technical Assistance > Remote Log Receiver
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This table lists all configured remote log receivers that are sent and managed by Orchestrator. You can choose
between sending your data between the following different types of receivers: HTTP, HTTPS, KAFKA, SYSLOG, and
WEBSOCKET. Each receiver employs a different mechanism for supporting asynchronous notifications. After you
determine which remote receiver you want to use to send your data, you can configure specific settings for that
receiver.

Complete the following instructions to add a receiver.

—_

Select Add Receiver.
2. Select the type of receiver you want to use from the list.

3. Depending on which receiver you choose, a settings pop-up will appear. Enter the appropriate information
for each receiver. See the following tables below for each receiver's settings.

4. Click Save.

HTTP Receiver Settings

Field ’ Description

Enable Receiver Click this slider to toggle between enabled and disabled state.

Name Name of the receiver the logs are going to.

Log Type Select the type of log from the list you want to apply.

URL URL served by HTTP/HTTPS log server that Orchestrator will send log data with
POST REST calls.

User Name User name used in Basic Authentication when making REST calls (Optional).

Password Password used in Basic Authentication when making REST calls. (Optional).

Repeat Password Your password repeated.

HTTPS Receiver Settings

Field ‘ Description

Enable Receiver Click this slider to toggle between enabled and disabled state.

Name Name of the receiver the logs are going to.

Log Type Select the type of log from the list you want to apply.

URL URL of the HTTPS Receiver.

User Name User name used in Basic Authentication when making REST calls (Optional).
Password Password used in Basic Authentication when making REST calls (Optional).
Repeat Password Your password repeated.
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KAFKA Receiver Settings

Field ’ Description

Enable Receiver Click this slider to toggle between enabled and disabled state.

Name Name of the receiver the logs are going to.

Log Type Select the type of log from the list you want to apply.

Topic Topic name on KAFKA Receiver.

Bootstrap Servers Domain name served by KAFKA Receiver. For example, “xxx.com:9092",
“1.1.1.1:9092".

Acks Defines the amount of KAFKA servers that acknowledge a message before

considering the message delivered.
® acks=0: Expect no acknowledge.
® acks=1: Only leader server must acknowledge.

u
ack=all: All servers must acknowledge.

Retries Amount of times KAFKA will try before returning an error.
Batch Size Multiple messages KAFKA will produce until the batch size is exceeded.
Buffer Size Maximum memory size that can be used for buffering messages. When buffer

size is exceeded, a message will be blocked.

Linger Time Amount of time that KAFKA will wait before sending next message batch.

SYSLOG Receiver Settings

Field ‘ Description

Enable Receiver Click this slider to toggle between enabled and disabled state.

General Settings Section

Field ‘ Description

Log Type Type of log being sent to the SYSLOG receiver.

Protocol Protocol being used between devices.

Hostname Hostname of the SYSLOG receiver to identity the device.

Port Port number of the SYSLOG receiver that accepts incoming events.
Custom Data Custom data embedded inside the SYSLOG message.

Facility Settings Section

Field ‘ Description

Audit Log Type of audit log.
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Audit Log Severity Settings Section

Error Severity level of the error; select from the drop-down menu.
Info Severity level of the information; select from the drop-down menu.
Debug Severity level of the debug; select from the drop-down menu.

WEBSOCKET Receiver Settings

Provides a reliable streaming mechanism for alarms and Orchestrator audit logs across all appliances. It is initiated
from the client side and sent to Orchestrator for authentication. When authenticated by Orchestrator, asynchronous
notifications are sent in JSON objects.

Field Description

Enable Click this slider to toggle between enabled and disabled state.

Name Name of the WebSocket receiver.

Log Type Type of log being sent to the WebSocket receiver.

IP Allow List List of source IP addresses that are allowed WebSocket access to Orchestrator.

WebSocket Receiver Configuration

You need the following items to establish connectivity from Orchestrator to the WebSocket receiver:

® Key generated by Orchestrator after the above configuration is completed

® ID created by Orchestrator when it is configuring the WebSocket server

Routing Peers Table
Support > Technical Assistance > Routing Peers Table

The Routing Peer Table page can be used to track the communication between multiple peers within a network
and for troubleshooting purposes. This page also reflects the details of the subnet information being shared
between each set of peers.

The following table describes the values for the Routing Peers table.

Field ‘ Description
Appliance Name Name of the appliance.
Peer ID ID of the peer.
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Field ‘ Description

Peer Name Name of the peer.

Role Whether the hub or spoke topology is being used for the specified
peer.

Last Transmission Count Last transaction count the peer was sent.

Time since Last Transmission How many seconds have elapsed since the last subnet update

was sent to the peer.

Last Received Count Last transaction count from the peer that was received.
Time since Last Received Amount of time since the last received update.
MainVer and Region Main version and the region of the designated peer.
Message Peer information to assist in troubleshooting for Silver Peak
Support.
RMA Wizard

Support > Technical Assistance > RMA

The RMA (Return Merchandise Authorization) Wizard automates the RMA process for an exchange or replacement
of your appliance, if needed. It includes appliance discovery, the version of the appliance, and a backup selection.
Use this screen as instructed by Support to prepare an RMA.
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RMA Wizard x
RMA Discovery and Restore

Appliance to Replace Type to select New Appliance Type to select
IP IP
Model Model
Hostname Hostname
Serial Number Serial Number
Software Version Software Version

< Previous Next > Apply

A

Note the following before you begin the RMA process.

Upgrade or downgrade the new appliance to the same software version before shipping to the site. This will
save time.

Perform a backup of the Orchestrator and EdgeConnect appliances.
Install the new EdgeConnect appliance onsite.

When Orchestrator discovers the new device, do not approve it. Start the RMA process to move the license to
the new EdgeConnect appliance.

Run the RMA Wizard
Complete the following steps to RMA your appliance.

1. Navigate to the RMA tab in Orchestrator.

2. Select the appliance you want to replace from the menu.

NOTE The IP address, appliance model, hostname, serial number and software version will auto-populate
after you select the appliance.

3. Select the newly discovered appliance that will replace the current appliance.
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NOTE The IP address, appliance model, hostname, serial number and software version will auto-populate
after you select the appliance.

4. Click Next >.
5. If you are adding a backup appliance, proceed to the next section. Otherwise, click Apply.

The Applying Configuration dialog box opens and displays the status of the upgrade and restore.

Add a Backup Appliance

If you choose to add a backup appliance from the table, complete the following steps.

1. Select the backup appliance from the table.

2. Select the version you want the backup appliance to have from the drop down menu.

NOTE |[f your selection results in a software downgrade, a backup must be provided.

Upgrade and Downgrade

If the software version you selected for your backup appliance is higher than that of the discovered appliance, you
will need to do the following:

" Upgrade to the new version using Orchestrator.
® Back up the appliance from a restore, if applicable.

If the software version you selected for your backup appliance is lower than that of the discovered appliance, you
will need to do the following:

" Install the desired version as a next boot on the appliance.

*® Restore from backup.

Built-in Policies

Support > User Documentation > Build-in Policies

This table displays read-only built-in policies, which are executed before any other policies.
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Built-in Policies

Built-in Policies @ 7 mins

660 Rows serch
‘MnﬁmNamel Map | Priority | Match Criteria Action | Comment

Mumbai :mapl 55500: Source IP any local ip, Destination IP any, Source Port anYy, Destination Port any, ... | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false.. | Next hop monitoring pings, IPSLA... &
Mumbai mapl 65508 | Source IP any local ip, Destination IP any, Source Port any, Destination Port any, .. | Force Bypass false, Drop false, Passthrough-unpshaped false, Bind To Tunnel true . | ICMPV6 Destination Unreachable ...
Mumbai mapl 65509 | Source IP any local ip, Destination IP any, Seurce Port any, Destination Port any, .. | Force Bypass false, Drop false, Passthrough-unpshaped false, Bind Te Tunnel true . | ICMPV6 Time Exceeded error traffic
Mumbai mapl 65510 | Source IP any local ip, Destination IP any, Seurce Port any, Destination Port any, .. | Force Bypass false, Drop false, Passthrough-unpshaped false, Bind To Tunnel true . | ICMP Destination Unreachable err.
Mumbai mapl 65511 | Source IP any local ip, Destination IP any, Seurce Port any, Destination Port any, .. | Force Bypass false, Drop false, Passthrough-unpshaped false, Bind To Tunnel true . | ICMP TTL Expired emor traffic
Mumbai | map1 65512 | Source IP any ipv4 address, Destination IP 52.38.28.122 netmask 255.255.255.... | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false... | Silver Pesk doud portal HTTPS
Mumbai mapl 65513 | Source 1P any ipv4 address, Destination IP 52.38.28.122 netmask 255.255.255.... | Force Bypass false, Drop false, Passthrough-unpshaped trie, Eind To Tunnel false.. | Sitver Peak doud portal HTTP
Mumbai mapl 65514 | Source IP any local ip, Destination IP any, Seurce Port 4500, Destination Port an Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false . | IPsec NAT tarffic

Mumbai | map1 65515 | Source IP any local ip, Destination IP any, Source Port any, Destination Port 450 Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false... | IPsec NAT traffic

Mumbai mapl 65516 | Source IP any local ip, Destination IP any, Seurce Port 500, Destination Port any, . | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false | IPsec traffic

Mumbai mapl 65517 | Source IP any local ip, Destination IP any, Seurce Port any, Destination Port 500, . | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false . | IPsec traffic

Mumbai mapl 65518 | Source IP any local ip, Destination IP any, Source Port 2048, Destination Port 20.. | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false... | WCCP protocol

Mumbai mapl 65519 | Source IP any local ip, Destination IP any, Seource Port 4164, Destination Port an Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false . | UDP flow redirection

Mumbai | map1 65520 | Source 1P any local ip, Destination IP any, Source Port any, Destination Port 416 | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false.. | UDP flow rediraction

Mumbai mapl 65521 | Source IP any local ip, Destination IP any, Seurce Port 4164, Destination Port an Foree Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false :TCPﬂow redirection

Mumbai mapl 65522 | Source IP any local ip, Destination IP any, Seurce Port any, Destination Port 416 Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false . | TCP flow redirection

Mumbai | map1 65523 | Source IP any local ip, Destination IP any, Source Port 179, Destination Port any,... | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false.. | BGP routing protocol

Mumbai mapl 65524 | Source IP any local ip, Destination IP any, Seurce Port any, Destination Port 179, | Force Bypass false, Drop false, Passthrough-unpshaped true, Bind To Tunnel false . | BGP routing protocol

65525 | Source IP any local ip, Destination IP any, Source Port any, Destination Port any, ... | Force Bypass falsg

prop false, pshaped true, Bind To Tunnel false.

Realtime Charts

Support > Reporting > Realtime Charts

As an aid to troubleshooting, Realtime Charts are useful for monitoring the performance of individual appliances.
You can save sets of charts as dashboards.
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J Realtime Charts ><|

Realtime Charts @

Filter Metric to plot
appliance [laine-vxa (10.0.23871) 7 | Metric | Inbound WAN Rate bps ¥ | Plot Chart
Type of stats |Aggregate Tunnel Stats ¥ | Show in local time [+
Traffic Type | Optimized v |
Dashboards
Dashboard | 7| Save | [ Sawehs | | Delete
Inbound WAN Rate bps, Traffic: Optimized, laine-vxa (10.0.238.71) X
3.0M
2.0M
1.0M
0.00
15:18 15:19 15:20 165:24 15:22

1. Select the filters you want, and then click Plot.
The chart appears at the bottom of the page.

2. Tosave as a dashboard, click Save As, and then enter a name for your dashboard. Do not include spaces in
your name. Click Save.

If successful, a green Success bar appears and the dashboard name shows up in the Dashboard field.

To retrieve it later, go to this tab and choose the dashboard from the drop-down list.
Historical Charts
Support > Reporting > Historical Charts

As an aid to troubleshooting, Historical Charts are useful for reviewing the performance of individual appliances.
You can save sets of charts as dashboards.
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Historical Charts =

Historical Charts @&

Filter Metric to plot
Appliance | laine-via (10.0.238.71) ¥ | Metric | Outbound WAN Bytes 7 |
Type of Stats | Underlay Tunnel Stats Per ¥ | Plot Rate ]
Tunnel | auto_tun_10.1.153.20_to_10. Showin local time [+
Dashboards
Dashbeard | d | Save | [:Bamefs | | Delete

Outbound WAN Bytes, Tunnel: auto_tun_10.1.153.20_to_10.1.154.20, 1 minute X
cumulative (lainewvxa (10.0.238.71))

26.5M
AR R A 0 WA AN

26.0M

..

'” UINE R AR BRI L L

Dec 2016 Jan 2017

Flot

Appliance Charts

Support > Reporting > Appliance Charts

Use this dialog box to access an individual appliance's realtime and historical charts.
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Appliance Charts x

Appliance | Chennai

| Show || Cancel |
— P

A\ siverpeak

Chennai Real Time [ thr | ahe | 1d [ 7d [ custom | Range|01-Aug-1800:00 | — 02-Aug-18 00:00 | Lok scale |
- -
Interfaces [an0 (bps) Bandwidth Tx —— Rx =r+== Firewall Denies Tx == Rx === x
lan0
- 50 Kbps
mgmtd
wan0 (MPLS) doxbes
30 Kbps
20 Kbps
[ Bandwidth (bps) T T R IR R (R SR SEA e e e [ .
Bandwidth (Packets) 0.0 bps
10:00 12:00 14:00 16:00 18:00 20:00 22:00 10 Apr 02:00 04:00 06:00 08:00
v Overlays
+ Underla .
¥z mgmt0 (bps) Bandwidth Tx === Rx === Firewall Denies Tx === Rx ===*= x
»+ Applications
» Qos 2.0 bps
» DSCP 6.0 bps
+ Flows 4.0bps
20bps
0.0 bps
10:00 12:00 14:00 16:00 18:00 20:00 22:00 10 Apr 02:00 04:00 06:00 08:00
wan0 MPLS (bps) Bandwidth Ty === Rx ===== Firewall Denies Tx == Rx ==**= ®
80 Kbps
-—— — — - —
50 Kbps
40 Kbps
20 Kbps
0.0 bps
10:00 12:00 14:00 16:00 18:00 20:00 22100 10 Apr 02:00 04:00 o0&:00 08:00
wanl Internet (bps) Bandwidth Tx == Rx =s== Firewall Denies Tx === Rx ===« x
150 Kbps I -
100 Kbps
50 Kbps
0.0 bps
10:00 12:00 14:00 16:00 18:00 20:00 22:00 10 Apr 02:00 04:00 0&:00 08:00

Internal Drop Trends

Support > Reporting > Dropped Packet Trends

The Internal Drop Trends report shows internal packet drop trends for a single selected appliance. The charts that
are displayed will vary according to the cause of the drop.
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Charts are available in real time or for a specific time period. Real time charts show drops over the last five minutes

and refresh ev

ery five seconds.

J Internal Drop

Trends ><]

[ RealTime | the [ ahr | 1d | 7d | custom | Range|21-Jun-21 13:00

| Lock Scale |

n

¢ | gmins  Granularity | Day %

Internal Drop Trends @ [ count

0 route (tx WAN PT)

— | 28-Jun-21 13:00 Show in UTC |

|Lar'lJE|

no route (b WAN)

15—

10—

5

0

100

I D

21Jun 22 Jun

IKEI

23Jun  24Jun 25Jun  26Jun 27 Jun 21 Jun

ess IPSec NATD packet

22Jun 23Jun 24 Jun 25 Jun 26 Jun 27 Jun

WAN harden/SFW drop

100

B0

&0 [—

40—

20
o]

-

-

=]

=]

=]

]

21Jun 22 Jun

22Jun 24Jun 25 Jun 26Jun 27 Jun 21 Jun

IPsec rx bad sa

213Jum 22 Jun

23Jun 24 3Jun 25Jun  26Jun 27 Jun

22Jun 23Jun 24Jun 25 Jun 26Jun 27 Jun

You can customize the chart settings using the controls at the top of the tab, as follows:

Option

Time period

‘ Description

Click Real Time to enable live statistics for all available interfaces.

Click a predefined time period (1h, 4h, 1d, 7d) to display statistics over the last hour, four

hours, day, or seven days.

Click Custom and set your own custom time range to display statistics for that time period.

Show in UTC

Click this option to toggle chart times between local appliance time or UTC.

Large

Click this option to toggle the size of the charts between smaller (default) and large.

Copyright © 2021

Silver Peak Systems, Inc. All rights reserved

413



Silver Peak Unity Orchestrator User Guide

Option ‘ Description

Lock Scale By default, each chart uses its own scale that is relative to the data displayed. Click this option to
apply and lock the same scale to each chart.

Refresh | & | Click the Refresh button to fetch data again for the selected time period.

Granularity When a custom time period is used, select the granularity level to be applied to charts (Minute,

Hour, or Day).

Appliance Memory Trends

Support > Reporting > Appliance Memory Trends

The System view shows appliance daily memory usage.

J Appliance Memory Trends ><|

| System |)P'I'|:1'.ES | | Show in UTC | | Large | | Lock Scale |
Systemn @ B e [ Total
Los-Angeles
406 4,06
3.0G 3.06
2.05 206 |
1.0G : : 1.0G
0 [ 0
Mov 2016 Dec 2016 Jan 2017
Miami
4.05 4.0G
3.0G 3.0G
2.0G 206
1.0G : . : 1.0G
N | — T g
MNov 2016 Dec 2016 Jan 2017
Portland
4.06 4.0G
3.06 .06
2.0G 206
108 I I 108
o -|— 0
Mov 2016 Dec 2016 Jan 2017

B swap
Chicago
| i
Nov 2016 Dec 2016 Jan 2017
Chennai

Nov 2016 Dec 2016 Jan 2017
Minnezpolis
Nov 2016 Dec 2016 Jan 2017
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The Process view is for individual appliances.

J Appliance Memory Trends ><|

 —
[ systemf Process [) [ showinute | | Large | [ Lockscae |
e
Process @ [ vmPezk ([l VmSize [ VmRSS
cifsproxyd snmpd
505 [ 01/02/2017, 16:00: VmPeak: 1.3G VmSize: 169M =05 01/02/2017, 16:00: VmPeak: 34M VmSize: 34M
VmRSS: 136M VmRSS: 4.0M
406 406
3.06 3.06
206 2,06
1.0G ® 106
o
25 Dec 01 Jan 08 Jan 15 Jan 25 Dec 01 Jan 08 Jan 15 Jan
pm ssipd
505 01/02/2017, 16:00: VmPeak: 40M VmSize: 40M 5.05 [ 01/02/2017, 16:00: VmPeak: 1.2G VmSize: 40M
VmRSS: 6.5M VmRSS: 4.7M
4.0G 406
3.06 3.06
206 206
1.0G6 1.06
o
25 Dac 01Jan 08 Jan 15Jan 25 Dac 01Jan 08 Jan 15Jan
jsond tunneld
505 [ 01/02/2017, 16:00: VmPeak: 88M VmSize: 70M 505 01/02/2017, 16:00: VmPeak: 4.3G VmSize: 468M
VmRSS: 8.6M | vmRSS: 753M
4.0G 406
3.06 3.06
206 206
106 106
o | 1 | i |
25 Dec 01 Jan 08 Jan 15 Jan 25 Dec 01 Jan 08 Jan 15 Jan
mgmtd node
5.05[ 01/02/2017, 16:00: VmPeak: 305M VmSize: 273M 5.05 01/02/2017, 16:00: VmPeak: 839M VmSize: 778M
VmRSS: 22M VmRSS: 63M
4.06 4.06
3.06 3.06
206 206
1.0G 1.0G6
[] I3 0
25 Dac 013an 08 Jan 153an 25 Dac 01an 08 Jan 153an
statsd2 d

Sy
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System Performance

Support > Reporting > System Performance

This tab shows Orchestrator metrics.

Orchestrators located in the cloud cannot display useful information about host memory, file descriptors, sockets,

or pipes.
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J System Performance

[ahe | 1d | 7d [ 3yr | custom | Range 27-7un-18 17:41 | —|28-Jun-18 17:41 [2] 2mins

System Performance @
Af Free Memory

"] Reboot History 06

[# Appliance Count /

-] 206
Total Heap Memory /

u 10G
Used Heap Memory

O

Total Memory o

Used Memoary 18:00 28 Jun 06:00 12:00

& O

Free Memory

Buffers Memory
Open Sockets

B E

Total Swap Memory 80

B ~~— T
Used Swap Memory & /

a 40
Free Swap Memory /

] 20
Cached Swap

Memory 18:00 28 Jun 06:00 12:00

(]
Total File Descriptors
|| Open Files Appliance Count
|| Open Pipes

30

|#| Open Sockets /

]
20
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Appliance CPU Usage

Support > Reporting > Appliance CPU Usage

The charts on this page provide real-time views of combined and individual CPU usage statistics for a single selected
appliance. Charts show the past five minutes of usage and refresh every five seconds. By default, only total
utilization is displayed on the charts. You can toggle the available statistics on or off by clicking the sample indicator
line next to each statistic name.

NOTE On appliances with Boost enabled, it is common for non-CPUO cores to run at or close to 100%. CPUO will
show occasional spikes of high usage when stats are rolled up and archived.
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Appliance Crash Report

Support > Reporting > Appliance Crash Report

This report lists appliance crashes, which you can forward to Silver Peak.
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Appliance Crash Report

3 Rows Serch
Host Name « I Crash Time Process Name

Los-Angeles 21-Jul-18 10:20:04 tunneld

Salt-Lake-City 04-Jun-18 05:36:27 tunneld

Salt-Lake-City 14-Jul-18 12:53:02 tunneld

Send To Silver Peak | | Close |
P

Orchestrator Debug

Support > Reporting > Orchestrator Debug

This screen contains the various debugging tools available to Support for troubleshooting and debugging issues

with Orchestrator.
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Statistics Information x

‘ Appliance Info || Appliance Polling H MySQL Tables H MySQL Partitions H Polling Stats H Reachability Stats H Stack Dump H Quartz Jobs H Websockets H Qverlay Cache Stats

[ Overlay Manager Stats ‘ ‘ Sync Stats ‘ ‘ REST Reguest Time Stats ‘ ‘ Orchestration Task ‘ [ (Orchestration Progress ‘
30 Rows Search

o] Hostname Site Mgmt IP Discovered Fro... | Software Versi... uuID Portal Object ID Dynamic UUID
O.NE Chennai 10.0.185.29 PORTAL 0.0.0.0_71872 | dabcTcle-489d-47ae-b5dd-8f3fdeb962b | 59e632fc26fcf525deatdbd0 e0672c%a-aBef-4d01-8c71-0235d7c1al158
LNE San-Jose 10.0.185.47 PORTAL 0.0.0.0_71872 83d6-8a73-4 4-£7C98779F8CT 212c6c4-202c-40f3-ac1f-cfa52bFdd53
10.NE Minneapolis 10.0.185.28 PORTAL 0.0.0.0_71872 | 59eBBcHe-6815-4c49-a874-5ae31f7e50af | 59e632e526fcf525deaddbec fOb30432-fd29-4288-3520-Be23e46a330a
1LNE Mumbai 10.0.185.44 PORTAL 0.0.0.0_71872 | 282c3a7a-c3 524488263683 | 59e6343826fcf f2 dsbd 6-3955-91794d28cal4
12.NE Los-Angeles 10.0.185.25 PORTAL 0.0.0.0_71872 | 3082126c-{d60-49da-aba4-25b7e540253e | 59e6326f26(cf525deatdbe2 70540b55-903e-41e6-a207-6130e886ed5
13.NE Portiand 10.0.185.26 PORTAL 0.0.0.0_71872 | 6cB3b3Be-0218-4cic-aala-ed93dar13fa8 | 59e632b726fc525deaddbcs 6fact146-7cce-4fac-b5a8-3d662039abf1
14.NE Salt-Lake-City 10.0.185.27 PORTAL 0.0.0.0_71872 | e6fbeff7-795¢-4c3e-829a-ac1001c730f0 59e632af26fcf525dzatdbes BcB43b37-a6a7-4537-af4a-e600de617F4a
15.NE Singapore 10.0.185.30 PORTAL 0.0.0.0_71872 | 542eefci-4117-4dd7-bf50-77cabeb3837e | 59e632db26fcf525dea4dbca 669c74ac-Bb1b-4b41-beda-Be373d2880ac
16.NE Milan 10.0.185.31 PORTAL 0.0.0.0_71872 | 6db04d99-0a5f-467d-b2fe-7d19ef6d096e | 59e632f826fcf525deatdbee 44b6146e-5997-4f80-9e4f-14138b8ab69
17.NE Paris 10.0.185.33 PORTAL 0.0.0.0_71872 | 97a2b896-5e60-4403-a352-205cae11d18b | 59e6331526fcf525deaddbds 147a7381-c133-4a5a-8038-ac6418db1c1f
18NE | Tokyo 10.0.185.34 PORTAL 0.0.0.0_71872 | 52001e40-41a6-43cd-84{2-87F7c60F298F | 59e6332d26fcf525deatdbd7 3f317cF1-60e9-41bF-B4e1-52514312133f
19.NE London 10.0.185.37 PORTAL 0.0.0.0_71872 | fd25bb96-8d0b-479f-B8a-cDce36ce632d | 59e6337c26fci525deatdbde chcf24e-348b-4a9c-bB36-254eaca83210
2.NE Geneva 10.0.185.45 PORTAL 0.0.0.0_71872 | ec3ce7e-c2eb-dedf-bcfa-c186e59805f 59e6344f26fcf525d=a4dbf6 3b734ddf-b1f6~4805-bch0-b21848263f35
20.NE Frankfurt 10.0.185.38 PORTAL 0.0.0.0_71872 | 40e4333f-f872-4ae3-9ef2-25ed38c2f59 59e6339326fcf525deaddbel 1f6c1c70-f235-4972-85fc- 14d68e177236
21NE Barcelona 10.0.185.40 PORTAL 0.0.0.0_71872 | 1988e63f-a999-4e58-a883-31. 592633bd26fcfS: 58d0cff8-9ee5-4841-b082-7392edaB541d
22.NE Seoul 10.0.185.41 PORTAL 0.0.0.0_71872 | 6034357a-3014-4458-bf1d-96792a1c7c35 | 59e633d726fcf525deaddben 4f1h3d8a-f195-4285-82d3-adfaeB4f35F
2INE | Osaka 10.0.185.42 PORTAL 0.0.0.0_71872 | a5f28a69-1663-4382-2323-f2d56156b332 | 59e633ee2bfcf525deaddbec £69168f7-6830-4380-a3ec-4dc56a566b46
24.NE San-Antonio 10.0.185.46 PORTAL 0.0.0.0_71872 | 752eafab-c34f-43e4-8c3d-00270a5adc2c | 59e6346726fcf525deatdbla 318091a7-fbd1-4bSc-ba2d-2dd8cI141e1b
25.NE Newi-Orleans 10.0.185.48 PORTAL 0.0.0.0_71872 | 0abcg5b3-e013-4473-bbc7-9e0d5d2b9fh7 | 59e6345c26fci525deatdbls 309650b9-e9ee-420-bB64-2214d8dofd2c
26NE | Toronto 10.0.185.52 PORTAL 0.0.0.0_71872 | 237a7b0d-9173-4c3b-a3bc-6671/5c3881d | 59e634dB26fcfS25deatdcld 00ba0f0e-1735-44a2-944f-aaf25df753f
27.NE Nevi-Yark 10.0.185.53 PORTAL 0.0.0.0_71872 | eb01d02f-142b-430f-89bb-f6b0355498c4 | 59e634eedbfcf525deaddc0s be23974e-8382-4d54-3155-3129269a725
28.NE Pittsburgh 10.0.185.49 PORTAL 0.0.0.0_71872 | 9bbB440b-5964-4fd-b388-430cd02c7160 | 59e6347a26fcf525deaddbic 620f50d5-a56b-42c8-b302-7a680d9e4hae
29MNE | Albuguerque 10.0.185.50 PORTAL 0.0.0.0_71872 | fbe9al41-8b09-4585-a84F 1a574€31ae89 | 59e634a626fcf525deatdble b8d36639-2b1d-458b-a525-5d34df9ad225
- lane Feinhurah nn1Rssa PrRTAl nnnn 71872 | 1354a0a-dhn-afhR-aaak. A 5006 deaaden SsORIIR SREAr G Tt | T
=

IPSec UDP Status

Support > Reporting > IPSec UDP Status

Use this tab to review and monitor the IPSec UDP key material status for all appliances in your network.

Description

Host Name

Host name of the appliance.

Active Key

Indicates whether the appliance is using the active IPSec UDP key.

Active Key Pushed Time

Time when the active key was pushed to the appliance.

Active Key Activation Time

Time when the key was activated on the appliance.

Reachability

Indicates whether the appliance is reachable.

Details

Additional details about reachability or key material status.

Unverified Emails

Support > Reporting > Unverified Emails

When you add an email address to either the Alarms or the Reports email distribution list, Orchestrator sends the
recipient an email that contains a link, asking them to click to provide verification.
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If Orchestrator does not receive a verification, either the recipient has not responded or the email address is invalid.

Unverified Emails

Email Address Resend

mdervin@siver-peakcom [Resend | X
support@siver-peak.com [Resend | | X
dugula@siver-pesk com [Resend | | X

An unverified email address remains inactive and does not generate an alarm.

® You can retest an address with Resend.

You can only correct an email address in the Alarm or Reports email distribution list.

1If roles and appliance access group keys are not provided, Orchestrator inspects its own

configuration to determine the role and appliance access group for the user. If it does not find
that information, the user is not allowed to log in.
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